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ABSTRACT
Mobile health applications (mhealth apps) have a potential to be an effective
health self-management tool. They may collect, store and disclosure users’ data,
including personal identifiable data (e.g. name), health related information (e.g.
calories) and data collected with sensors (e.g. location). Although mHealth apps
offer consumers many advantages in terms of enabling self-care, reporting at
distance, as well as a move towards preventative measures, the sharing of personal
information can cause privacy concerns. However, although general data use
practices are included in the privacy policy, users usually do not enjoy reading the
lengthy privacy policy and thus not fully understand how their data is being accessed
and used. In addition, the way that data is controlled might not be according to
preference. There may be a lack of tools to understand and access controls.
This study conducted an online survey and 14 in-depth interviews (along with
think-aloud and sketching sessions) to gather users’ perceptions of privacy policies
and sharing preferences. Findings suggest that most privacy policies poorly
communicated the data practices due to the problem of ambiguity, irrelevance and
trustworthiness. In addition, three types of users were identified through analysing
participants’ diverse privacy perceptions that potentially influence their sharing
preferences. The study suggests app developers providing with a more readable
version of privacy policy as well as flexible and personalised privacy controls that
match users’ preferences.
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CHAPTER 1.

INTRODUCTION

1.1 Overview
mHealth is referred to as mobile health, a term used to describe the use of
portable electronic devices and software applications to provide health services and
manage patient information. It is a new form of e-health technology, which is “an
emerging field in the intersection of medical informatics, public health and business,
referring to health services and information delivered or enhanced through the
Internet and related technologies” (Eysenbach, 2001). mHealth has opened a new
world of opportunities for healthcare providers and consumers. In particular, a study
(Hepburn, 2013) found that by May 2013, 91% of the world’s population have a
mobile phone in which 56% are smartphone users, compared with 83% having a
mobile phone with 35% owning a smartphone in 2011. With the rapid growth in the
use of smartphones, mobile health applications (mHealth apps) built upon
smartphones gradually emerged and have been adopted by more providers for health
care delivery in virtue of the mobility, popularity and technical capability of
smartphones (Free et al., 2010). US Food and Drug Administration (2014) estimates
that by 2018, half of the more than 3.4 billion smartphones and tablets users will
have downloaded mHealth apps.
mHealth apps constitute an important part of mHealth technology due to their
rich functionality. According to a recent MobiHealthNews report (MobiHealthNews,
2010), Apple’s App Store provided the highest number of health related apps at 7136
in September 2010, followed by Google Android at 1296. The figures represent
developers’ enthusiasm for health related apps.
A wealth of benefits of mHealth apps have been identified in the literature. A
systematic review of healthcare apps (Mosa, Yoo, & Sheets, 2012) categorised the
target users of the apps into medical professionals, medical or nursing students, and
patients. For instance, medical professionals or students can utilise the apps to access
real-time clinical information, guidance for diagnosis, and educational material in a
ubiquitous way at a low cost (Mosa et al., 2012). As for patients or general users,
some apps provide chronic disease self-management, and allow for real-time remote
monitoring with the aid of sensors (Luxton, McCann, Bush, Mishkind, & Reger,
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2011; Mosa et al., 2012). In this sense, using such technology enables people to
improve their health at home and at a low cost. For example, they provide a valuable
benefit to those who are house-bound, live in remote areas (and therefore can’t
access traditional services) or are unable to travel (Kumar et al., 2013).
In some cases, smartphones are connected with external devices including
wearable, portable or embeddable gadgets (e.g. a health wristband) to acquire data of
higher precision and variety so as to offer personalised benefits (Luxton et al., 2011).
For instance, Parate, Chiu, Chadowitz, and Ganesan (2014) design a wristband
named RisQ with sensors for assistance in smoking cessation by recognising
smoking gestures. Without self-reported data collection, the sensors are able to track
the changes in the orientation of a user’s arms and distinguish smoking gestures from
other general gestures. The wristband works with a mobile application in an effort to
detect harmful smoking gestures and hence efficiently prevents smoking behaviours.
However, their introduction and integration with established forms of health care
has not been straightforward. First, this new form of tehcnology challenges existing
methods of testing and evaluation, and needs to be validated by complying with the
existing devices and standards (LoPresti et al., 2015; Vincent, Niezen, O'Kane, &
Stawarz, 2015). Second, according to Figgis (2012), one of the challenges that
impedes uptake of mHealth is its poor integration with existing health systems or
services, as technical issues need to be taken into account when enabling better
provision of healthcare. Finally, there are issues with privacy, security and trust that
become the obstacles of widespread deployment of mHealth (Quinn, Habbig,
Mantovani, & De Hert, 2013). This work addressed a component of these concerns –
in seeking to understand privacy related issues within mHealth apps.
Some mHealth applications provide health care service (or benefits) on a basis of
the data collected from users, so, clearly, attitudes towards privacy need to be
understood and highlighted with regard to mHealth apps. The range of information
that apps require may be broad, including self-reported data as well as information
collected with sensors (Avancha, Baxi, & Kotz, 2012). The collection may be
continuous over a long period, such as tracking daily location. In this case, although
mHealth apps offer consumers many advantages in terms of enabling self-care,
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reporting at distance, as well as a move towards preventative measures, inappropriate
management of health related data can cause concerns and this topic is complex.

1.2 mHealth Apps: Communication of Privacy Related Information
Most of the mHealth apps include privacy policies to make it transparent what
and how data is collected and used, and who has access to the data. Figure 1 presents
an overview of the general relationships between different entities stated in a privacy
policy. For example, some apps include the possibility of sharing the data with third
party organisations such as for research purposes (Avancha et al., 2012). However,
these policies have been reported to be insufficient to provide users with the
information that they need to know, due to the length and technical content. They
can be hard to comprehend based on general knowledge (Holtz, Nocun, & Hansen,
2011). Thus, studies to date have proposed additional representations such as privacy
pictograms (Hansen, 2009) to improve the understandability of the privacy notices.
However, there remains a need for research into ways to effectively inform users of
how the data is handled.

Figure 1. An overview of the general relationships between different entities
stated in a privacy policy.
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For example, although the privacy policy mainly plays a role of informing users
of the regulations created by overarching bodies and implemented by health app
companies, it is sometimes assumed that users have given implied consent to access
and share their information as stated in the policy (Whiddett, Hunter, Engelbrecht, &
Handy, 2006).
If explicit permission has been given, the current consent mechanism is critiqued
to be problematic for reliance upon ‘privacy statements’ which reflect an agreement
in a stable environment (Luger & Rodden, 2013). Consent is a contextual and
dynamic process, even if the permission is acquired initially, users should remain
connected to the information collected from them or follow-up practices, and may
withdraw consent when necessary (Luger & Rodden, 2013). In this sense, users’
needs of expressing their preferences about the privacy-related management should
be sufficiently met. However, few studies have conducted research into the process
of consent management and privacy protection in mHealth apps.

1.3 mHealth Apps: Context Specific Issues
Another important aspect, is the extent to which privacy concerns are context
specific. Users may encounter different privacy challenges while sharing their
information with others in various scenarios (Avancha et al., 2012). For example,
users may share information of varying sensitivity to different groups such as
intimate friends or peers. Their personal information may also be accessed or shared
with the entities other than the app developer. In this case, people may make
different sharing decisions based on a mixture of factors and contexts (Benisch,
Kelley, Sadeh, & Cranor, 2011). This is all part of privacy management but can be
hard to express and control. For instance, a user would like to give consent to a third
party app for accessing his or her information for certain benefits but only allows
access to certain data. There is therefore a need to take contextual factors into
account in the privacy management of mHealth apps whilst engaging users and
placing a minimal burden on them.
Given the above privacy challenges raised in mHealth from the users’
perspective, the goal of this study is to investigate (a) how informed people are in
terms of how their data is collected and used, and how they perceive privacy policy;
(b) their requirements for privacy management in terms of data sharing preferences.
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CHAPTER 2.

LITERATURE REVIEW

This chapter reviews the growing use of mHealth technology to support health
and wellbeing. It includes sections on the types of capability that mHealth
technologies offer, associated benefits, an increasing potential to share information
and the possible concerns about privacy that relate to this. It should be noted that this
project is not about illegitimate access to data (e.g. hacking).

2.1 mHealth Apps and Sensors
Although the concept of mHealth can extend to relatively simple functionality,
such as the use of text message reminders (Vodopivec-Jamsek, de Jongh, GurolUrganci, Atun, & Car, 2012), the main growth in recent years had related to software
applications run on smart phones. According to research2guidance (2014), the
number of mHealth apps released on the leading platforms, iOS and Android, has
reached more than 100,000 apps in 2014. Three main categories of data collected by
those apps are identified: health & fitness tracking data, patient monitoring data and
medical examination data. There is a strong evidence that a majority of shared data
comes from the first group (approximately 100 million monthly active users), which
indicates the tremendous impact of health and fitness apps on people’s self-care
lifestyles (research2guidance, 2014).
A significant feature of mHealth technology is the potential to leverage the data
collected by a mobile phone to support healthcare. Sources of data include
automated sensors built in the smartphone (e.g. accelerometers or GPS) or a variety
of other sensor technologies (e.g. a smoking cessation wristband) connected via
Bluetooth or Wi-Fi. These sensors have been primarily used to detect and transmit
precise data such as physiological states, movements, location, etc. so as to provide
for various output functionality, e.g. behaviour change interventions (Riley et al.,
2011).
For example, HealthMate by Withings on iOS or Android can be connected via
Bluetooth or Wi-Fi with weight scales and blood pressure scales. Various
representations can be derived, and illustrated on a smartphone. They are based on
body data that has been transmitted from the devices (e.g. weight and Body Mass
Index - BMI). In this sense, users are able to make just-in-time adjustment to their
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!10!

goals based on the previous precise data and develop a healthier lifestyle. The
“Smart Body Analyzer” even has the ability to detect the environmental changes
such as the air quality in order to remind users when to clear the air (for example, if
carbon dioxide levels are high)(Withings, 2015b).
Another example of making good use of sensors comes from an innovative
project “iHeal” undertaken by Boyer et al. (2012). Participants in the “iHeal” project
wear a sensor band that measures multiple variables (e.g. skin temperature) that
provide a measure of sympathetic nervous system activities related with drug
cravings (e.g. substance abuse). The information transmitted from the sensor band to
the mobile application is coupled with self-reported data to identify behavioural
changes that indicate potential drug cravings. With the aid of the smart sensor band,
the iHeal app is able to deliver personalised drug prevention interventions at
appropriate moment.

2.2 Benefits of mHealth Apps
mHealth apps provide ways for people to proactively track different aspects
relating to health (such as food, exercises and sleeping). Enabling self-care is thus a
good way for people to take a proactive approach to stop problems developing in an
early stage. mHealth apps have also been found to enhance the life of chronic disease
patients by allowing for effective self-management, which provides greater
independence. WellDoc Inc., developed an application to help patients with type 2
diabetes to manage their condition by using their own phones where self reports,
real-time responses from a virtual coach and tips on diets or exercise are available
(Figgis, 2012). For people with long-term conditions, real-time management is
especially crucial, because it also allows decisions to be made based on current data,
quickly and with the potential for checks to prevent errors. This can support accurate
and quick decision making (Litan, 2008). For example, knowing blood glucose
levels in a timely manner enables diabetes patients to take proper measures to
regulate their insulin levels.
mHealth apps also enable remote monitoring which provides more convenient
access to treatment for those at a distance, assuming that people are prepared to share
information in this way. In this sense, people with serious problems are able to
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record their health measures and share them electronically with physicians or doctors.
Then the caregivers can keep track of the medical conditions of their patients, update
the information in their electronic medical records as well as give medical
suggestions (West, 2012). What’s more, this approach has its place not only in the
treatment of chronic diseases, but in general training or coaching such as weight loss
activities. For instance, a mobile coaching app has been launched to notify weight
loss advice based on a person’s goals; the suggestions ranging from diets choices to
exercises for burning calories effectively. Such apps feed into people’s healthy
lifestyles (West, 2012). Although apps for medical purposes might be seen to be
different from those used to promote a healthy lifestyle, actually the boundary is
becoming increasingly blurred and some of the privacy issues may be in common.
Therefore, the delivery of healthcare may benefit from end-to-end solutions that
provide personalised services and savings in terms of time and costs (Becker et al.,
2014). Through mHealth apps, people obtain instantaneous feedback or reminders
from their caregivers without visiting doctors’ offices. This is particularly significant
for residents in rural areas where quality healthcare services are probably rare,
expensive or inaccessible (West, 2012). It is reported that employing remote
monitoring technologies in the United States could cut cost as much as $197 billion
over the next 25 years (Litan, 2008).
In summary, mHealth apps enable people to take better care of their own health,
provide better access to healthcare services and are believed to reduce the delivery of
healthcare costs to a large extent. A salient feature of mHealth apps is its
convenience of gathering data from people and sharing the information, but a wealth
of studies proposed issues concerning data security and privacy (Mantovani & Quinn,
2014; Plachkinova, Andres, & Chatterjee, 2015; Prasad, Sorber, Stablein, Anthony,
& Kotz, 2012). In particular, privacy concerns attract more interests from those using
mHealth apps to promote health and wellbeing as they are more likely to want to
share their data selectively compared with someone who has no choice but to share it
across several providers. In any case the benefits of mHealth apps might not be
realised if privacy aspects cause a concern.
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2.3 Information Sharing in mHealth Apps
The growing number of applications offer a greater degree of information
sharing capability than was previously possible. In data collection practices, the wide
variety of mHealth apps enable new types of data exchange through the connecting
of Application Program Interfaces (APIs). These APIs allow the combination of
different kinds of information, such as general health information (e.g. food), device
information (e.g. IP address), and information from an external medical device from
a third-party vendor (e.g. blood pressure monitor), etc. (research2guidance, 2014). In
addition, apps also offer connectivity with other apps to exchange information so as
to help users easily sync their data. Possessing as much information as they can
obtain from users, app developers can create a great value for themselves or their
cooperative partners (e.g. insurance company, health research center). However,
these markets are relatively novel and so attitudes towards privacy and the need for
consumer protection is poorly understood.
There are several examples of mHealth where sharing information is a significant
component and becomes widespread. Vitality, a UK health insurer, provides
appealing benefits like lower insurance premiums to encourage customers to track
and share their activity from using an app – Moves (Kelion, 2015). Apple Health is
using a framework called HealthKit, which works as a hub to store data from widescale sources such as health apps or connected devices (Bolluyt, 2015). In other
instances, apps like Matchup, connect data from different apps (e.g. Fitbit, Jawbone)
to allow users to compete with their friends in the same platform, which is a way to
benefit from users’ competitive spirit to encourage more exercises (Taylor, 2015).
People’s motivations behind information sharing are diverse. For example,
sharing information with service providers may bring them benefits such as
discounts to incentivize healthy living as well as more personalised services (Simon,
Evans, Benjamin, Delano, & Bates, 2009). Similarly, people may be incentivized by
others to keep healthy lifestyles by sharing health information with their social
network (e.g. friends or family). In this case, they may be motivated due to the praise
they get from their peers (Prasad et al., 2012). This practice is in part useful for
patients, as their conditions may be monitored more effectively with the help of their
intimate partners; it may also become easier for their caregivers to offer timely
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!13!

consultation or diagnosis. Some individuals also realise that their sharing practices in
mHealth settings contribute to the improvement of the software or the overall public
health care service (including associated research) (Simon et al., 2009; Whiddett et
al., 2006). This will then feed back into their own health improvement as well as
benefiting society in general (Hartzler et al., 2011).
Clearly greater sharing of information is beneficial, but to do this effectively
there us a need to understand what the potential issues are in terms of privacy.

2.4 Privacy Issues in mHealth Apps
Though people conceive privacy in different ways, some common privacy issues
are emerging in this domain. People may be uninformed of the way that app
developers implement the parts of software that share data, and may have a lack of
understanding of how information is shared. For instance, Vitality recommends the
Moves app to its members. The app requires them to be engaged in enough activity
to get special benefits without mentioning the relationship between Moves and
Facebook. Consumers thought their data would be used for one purpose when it is
used for another, and the link between the two platforms is only evident when people
read the privacy policy (Kelion, 2015).
There is a wealth of research investigating whether users consider them to be
well-informed of the way that data relating themselves is used. 90% of participants
in a study conducted by Whiddett et al. (2006) reported that they had incomplete
knowledge of how their data was shared. Findings from the study also indicate that
participants would like to be consulted before the releasing of their information,
especially those including identity. In practice, it seems that by default users have
given implied consent to service providers on data sharing, but in fact, the implied
consent is deemed not sufficient to make them fully aware of the purposes, risks and
potential consequences of the data sharing practices (Galpottage & Norris, 2005).
In an mHealth privacy Framework proposed by Avancha et al. (2012), explicit
informed consent (i.e. consent management) is a significant component to make data
sharing more transparent to users. In this settings, health providers should obtain
consent from patients for disseminating the health records to other entities including
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medical professionals or marketing organisations. But the explicit consent is time
consuming if people are asked for agreement at every decision point. Therefore,
other alternatives like an interactive e-consent system (Galpottage & Norris, 2005)
or context-based consent mechanisms (Luger & Rodden, 2013) are developed to
simplify and tailor the consent process. But it is still a complex topic.
Juneja (2015) also emphasised the importance of owning control over the health
data for health app users, because dangers may emerge if the data is improperly used
e.g. sold for profit. It should also be noted that an individual’s information can be
linked to establish a personal data ecosystem for health, which may be interpreted to
expose various aspects of a person’s life. However, most users are uninformed of
how this occurs and the actual controls they have over their data (Whiddett et al.,
2006).
As exchange of information (not limited to health information) becomes
commonplace in the mHealth apps field, improper practices could lead to a distrust
of the technology and impact negatively on the associated parties or brands. If there
is a general concern then public initiatives might not deliver the benefits that were
planned. For instance, the NHS was recently criticised for disregarding requests by
patients to opt out of the health medical records from the care.data scheme. The
decision to opt out was mostly derived from fear of privacy problems such as data
being used by insurers or private companies (Ramesh, 2015).
The privacy policy is currently the main tool for informing users of conditions
relating to their data privacy. A well designed privacy statement should make clear
the details of providers’ practices and regulations relating to data collection, sharing
and control over information (Sunyaev, Dehling, Taylor, & Mandl, 2015). The
privacy statement is expected to deliver informative content and be aligned with
what users are concerned about. In practice, privacy policies are often not effective
and frequently criticised for poor presentation and lengthy content. Prior studies
(Avancha et al., 2012; Hansen, 2009; Holtz et al., 2011) have addressed these
concerns, for example, adding some privacy icons to enhance the comprehension of
the text, but there remains a need for additional research.
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Moreover, the standalone privacy statement does not sufficiently satisfy the
needs of users for managing how data gets shared, as it generally communicates
information in one direction. People need expressive tools to help them make
decisions regarding data sharing and hence protect their privacy. A previous study
indicates that people would like to use tools that enable granular controls over
information they share with selected recipients including their own social network
(Hartzler et al., 2011) as well as other parties (Avancha et al., 2012). But the forms
of tools have not been sufficiently investigated. For example, information sharing
may depend on the types of information, sensitivity of information and recipients
(Simon et al., 2009). People’s diverse privacy perceptions and attitudes may imply
different requirements for the level of controls for settings (Avancha et al., 2012).
Therefore, it is hard for privacy settings to cover all aspects as well as keep a simple
easy-to-use interface. Therefore, it is necessary to obtain an understanding of what
users want as well as the presentations would be effective for mHealth app users.

2.5 Summary and Research Questions
In summary, mHealth apps offer multiple benefits for the general population,
patients, doctors, developers, etc. With a sizeable population involved in mHealth
apps usage, it is necessary to protect their privacy as the data collection and sharing
becomes increasingly widespread amongst mHealth app vendors.
As the health and fitness apps are the most prevalent among all categories of
mHealth apps, this study focuses on the privacy concerns relating to these apps. To
address potential concerns about understanding and control of health information,
research is required into the privacy concepts e.g. people’s mindsets and views on
information sharing. This is missing in the previous literature and an important part
of forming a sustainable approach to mHealth. Most prior studies evaluated privacy
policy based on policy taxonomy, but few have focused on users preferences.
Therefore, the aim of the study is to understand how people conceive privacy
issues in terms of sharing information with various recipients, how effectively the
privacy policy equips people with knowledge of their rights for privacy protection
and information practices, and how people envisage effective privacy settings. The
study follows a qualitative approach that will be described in the next chapter.
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CHAPTER 3.

METHODS

This chapter outlines the methods to address the research questions stated in the
last section. The aim of the study is to understand how people conceive privacy
issues in terms of sharing information with various recipients, how effectively the
privacy policy equips people with knowledge of their rights for privacy protection
and providers’ information practices, and how people envisage effective privacy
settings. As using a single method makes the study more vulnerable due to the
potential for methodological artefacts, a combination of different data gathering and
analysis methods have been employed. Triangulation has been harnessed to increase
the credibility of the study and provide consistency checks (Blandford, 2014; Patton,
1999).

3.1 Data Collection
Surveys
As an inexpensive data collection tool, an online survey is a quick way to gather
data from a multitude of potential respondents (Van Selm & Jankowski, 2006).
Surveys can be delivered via multiple formats such as e-mail or websites with
embedded links. The results can be processed electronically and easily manipulated;
therefore, surveys are of low administration cost (Evans & Mathur, 2005). Another
reason to select online surveys is the potential for diverse types of questions,
including multiple choices, open-ended questions, Likert differential questions, etc.
In this study, online surveys were employed to obtain information about people’s
experience of using mHealth apps with a focus on information sharing and privacy
concerns. Online surveys were also utilised for screening potential participants for
the follow-up interviews.
SurveyMonkey was selected for building and distributing the survey because it
offers advanced features in terms of rich question types, logic skips, as well as realtime results presentation. Figure 2 shows the different routes through the survey. The
first introduction and consent page displayed the details of information and consent
forms (see Appendix A). The other questions in the survey included a mixture of
multiple choices (single & variable number of answers) and open-ended free text
questions to explore information about the participants including their general health
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!17!

app usage and their experience with a particular health app. In particular, for the
question asking about the purpose of using a health app, the options were based on
the categories from the report (research2guidance, 2014), forming groups such as
“Fitness”, “Medical references” and “medical condition management”. When
participants stated they read or did not read the privacy policy for the particular apps,
they were brought to corresponding pages for explaining reasons. Moreover, for the
question regarding the types of information, the options were summarised from
several resources (Clearinghouse, 2013; Thurm & Kane, 2010). This question was
only accessed by those sharing information before. Please see Appendix B for the
full set of survey questions.
Given that participants with experience of mHealth apps might be interested and
concerned about privacy issues related to these apps, purposive sampling, a type of
nonprobability sampling method (Bernard, 2006). Eligible participants could be
anyone over 18 years old who had experience of using health applications. Therefore,
the online survey was initially advertised on Facebook via posts with emphasis on
experience of using health apps. The rest of the participants were recruited through
emails and word-of-mouth. Organisers of a health meetup forum were also contacted
for circulating the survey to the members. In this case a form of opportunistic
sampling was used to approach participants who were well placed to inform the
study. Respondents who have never used a health app were not allowed to further fill
in the survey. When respondents completed all the required questions, a contact
details page would be presented to invite them for follow-up interviews. If they
volunteered to be contacted for further interviews, they could choose to leave contact
information (name, email or phone number) at this page. An Amazon Voucher was
provided as an incentive for respondents to take part in the interview.
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Introduction & Consent
Age?
No

Used an application for
health purposes?
Yes
List top 3 health apps

Read privacy policy?

Favourite health app
- Devices used?
- Why use the app and for how long?
- Any external device?
- Types of information collected?
- Asked for consent?
Yes

No
The app has a privacy policy?

Read the privacy policy for this app?
Yes

No

Why and when read?

Why didn’t read?

Shared any information?
Yes

No

Types of information shared? Who to share with?

Contact details

Thank you!
Figure 2. A high-level overview of the pathways through the survey
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Semi-structured interviews (with a think-aloud and a sketching session)
Semi-structured interviews balance the need for flexibility and consistency when
finding out why people behave in the way that they do (Miles & Gilbert, 2005). With
questions planned ahead of time and the possibility of follow-up inquiry within the
interview, the flexibility of semi-structured interviews makes them best suited to
understand interesting points that emerge as interviews progress (Miles & Gilbert,
2005).
In this study, semi-structured interviews allowed for exploration of participants’
more detailed experience with one of the health apps they mentioned in the survey.
An interview script (see Appendix C) was created as a guidance to ensure that same
topics are covered with all interviewees (Sharp, Rogers, & Preece, 2011). In the
script, (1) background information such as occupation was required as participants
from different areas had various personalities that could be mapped onto particular
findings; (2) experience with the app was elicited through a process of story telling
(in response to a question). Experiences were gathered including details of using the
service, with a focus on sharing information with other people (such as friends and
family members); (3) questions regarding privacy concerns involved gathering their
thoughts about privacy issues especially about the privacy policy and settings.
Participants for the interviews were selected from those who offered contact
details in the survey. 14 participants (8 males and 6 females) took part in the
interview. Please see Table 1 for the demographics of participants. All the
participants have been living in London in the past year and are fluent English
speakers. All the interviews were conducted at University College London. A £7
Amazon gift card was sent to each participant as a reward after the interview.
During the interview, the participants were asked to also take part in a thinkaloud session in which they walked through a printed version of the privacy policy
(where the policy allowed for this). The policy related to one of the applications that
they mentioned in the survey. It was up to them whether to read the policy in detail
or not. While doing the walkthrough, the participants were required to think aloud,
namely articulating their thoughts about where the policy contained, as well as
highlight or add annotations (with a pen) to the parts they were concerned with. This
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process enabled participants to have an impression of the privacy statement, which
largely fed into the later analysis phase to identify their privacy concerns. It also
allowed comparison with their responses in the survey. Thinking aloud is commonly
used in existing literature to verbalise the concurrent thoughts while participants are
conducting a task (Richardson, 1996). Nielsen, Clemmensen, and Yssing (2002)
claim that there is a wealth of studies on the use of thinking aloud to address issues
such as text comprehension and decision-making, although this method is often
selected in studies related to usability evaluation in the HCI field (Nørgaard &
Hornbæk, 2006). Therefore, the think-aloud session was a significant step to (1)
understand the privacy concepts inherent in the participants’ mental model; (2)
identify insufficient privacy components in the system (i.e. privacy policy and
settings in the app).
After the think-aloud session, participants were asked about their feelings about
the privacy policy in a post-interview. All the participants were also asked to
envision the privacy settings they would like to have within the apps. At this stage,
they were encouraged to sketch their preferred privacy management down on paper.
Prior work (Kanstrup, 2012; Kieffer, Coyette, & Vanderdonckt, 2010) suggests
enabling people to sketch their thoughts is an effective way to elicit their design
recommendations. In their cases, they invited participants to sketch some ideas for
improvement for a system rather than merely describe their suggestions verbally. For
this study, as a useful addition to the verbal data gained during the interview and
think-aloud, user sketching provides more reflective suggestions about what the
improvements they would prefer (Tohidi, Buxton, Baecker, & Sellen, 2006). It
should be mentioned that the sketching session in this study was not used to engage
participants with the accurate interface design for privacy settings, but to identify
their preferences and needs for better privacy management. The trends of their
sketches can be used to form general recommendations relating to the implication for
the design of mHealth apps.
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Table 1. Interview Participants Demographics
Participant

Gender

Age Range

Background

P1

Female

25-34

HCI

P2

Male

18-24

HCI

P3

Male

25-34

HCI

P4

Male

35-44

HCI

P5

Female

18-24

HCI

P6

Male

18-24

HCI

P7

Female

18-24

HCI, Marketing

P8

Male

25-34

HCI, Business Management

P9

Female

35-44

HCI, Information Security Analyst

P10

Female

18-24

HCI

P11

Male

25-34

HCI

P12

Female

25-34

HCI

P13

Male

35-44

Design History

P14

Male

25-34

HCI

3.2 Data Analysis
The survey results were exported from SurveyMonkey into spreadsheets for
simple data aggregation, whereas the verbal data gathered in the interview and thinkaloud stage was transcribed verbatim for further coding and analysis.
Simple data aggregation
The results from the surveys were illustrated in Excel (see the next chapter). As
the charts for each questions provided by SurveyMonkey did not suffice to highlight
all findings, different sources (questions) were integrated to make new charts that
elicited interesting trends.
The changes to original data and charts included:
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•

In the graph of age groups, the number of respondents who do (not) use
mHealth apps was added.

•

A participant’s data was not included for analysis as her favourite app is
actually not a piece of software but a website. Although she sometimes accesses
the site on her smartphone, this situation was considered to be outside the scope
of this study. Therefore, her follow-up answers in the survey were not included
for analysis. This relates to the definition of a “healthcare app” being far from
straightforward. This is because some may be native applications on a phone
and other may be hosted on a server and run via an Internet browser. As privacy
concerns may be different, there was a need to exclude this data.

•

In the graph of presenting purposes of using the application, some answers (e.g.
sleeping monitor or medication) in the option “Others” were extracted to
integrate with the data from “Fitness” to create a new category called “Fitness
& Wellness”.

•

Based on the answers from the first eight respondents, the question “Have you
ever shared information via the application?” was changed to “Have you ever
shared any information (information related to you or the device, or information
got from the app) via the application?”. By doing so, the question asked about a
broader scope of the sharing behaviours.

Thematic analysis
The interview data (including the verbal data in the think-aloud and sketching
session) was analysed using thematic analysis. Thematic analysis is a qualitative
method widely used for searching for and organising key patterns within the data.
This study followed a six-phase theoretical thematic analysis, in which the emerged
themes of the data were based on researchers’ analytic preconceptions (Braun &
Clarke, 2006).
At the first stage, each interview (including the verbal data in the think-aloud and
sketching session) was transcribed into written forms using Microsoft Word and
MPlayerX (http://mplayerx.org). Then the transcripts were imported to the software
NVivo 10 (QSR International, Victoria, Australia) for further coding and analysis
(see a sample transcript in Appendix D). After familiarising the transcript, in the
second phase, the initial codes were generated to give insights for potential themes.
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The highlighted extracts from the transcripts were the interesting aspects that were
around the questions this study aimed to answer and that would form the foundations
of repeated themes (Braun & Clarke, 2006). After all initial codes were collated,
different codes were reviewed for forming the themes so as to build a hierarchy view
of all the codes. Then in the fourth phase, all the themes were reviewed and refined
to obtain a clear structure that fit all the codes (Braun & Clarke, 2006). Some data
might be recoded or discarded as the reorganising phase proceeded. At the end, the
key aspects were uncovered around the privacy policy, privacy perceptions and
privacy preferences (see Figure 3).

Privacy Policy

Privacy Perceptions

Privacy Preferences

reasons for not
reading

sensitive
information

informed of data
use practices

controversy

sensitive resources
purposes for
accessing data

controls over data

irrelevance
ambiguity
presentation
user rights

data storage
happy-to-share
contexts

easy-to-use settings

Figure 3. The final two-layer diagram of interview themes
Throughout the analysis stage, diverse privacy perceptions were identified
among different participants. For example, syncing data to the cloud is a convenient
function that most participants were happy to have, but for other people, they tended
to use it with caution or abandoned that function. Therefore, a further stage of
analysis was carried out to categorise participants into proper groups based on the
features above. This was an important step as users with various privacy perceptions
might appreciate different strategies of managing their privacy (Sadeh & Hong,
2014). During this stage, all the codes of the theme “privacy perceptions” were
extracted, grouped and used to shape the characteristics of groups. It was probable
that multiple groups shared some same codes, such as “fine with sharing anonymous
data”.
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CHAPTER 4.

RESULTS

This chapter demonstrates the key findings from analysing the 35 surveys and 14
semi-structured interviews (coupled with think-aloud sessions and sketching
sessions). Not all the participants completed the survey. 27 out of 35 finished all the
mandatory questions. Section 4.1 presents survey respondents’ general experience of
using health applications. Section 4.2 presents the efficacy and problems of privacy
policies identified in multiple mHealth apps. Section 4.3 presents the three main
types of users based on levels of their privacy concerns and perceptions. Section 4.4
presents the participants’ needs and preferences for effective privacy management.

4.1 General mHealth Apps Use
In the survey, the age ranges of the 35 respondents are presented in Figure 4 with
a breakdown by whether or not they are using or have ever used a health application.
In total, 30 respondents are using or have used applications to manage their health.
Of the respondents that were using applications to manage their health, 70% were
under 35 years old.

What is your age?

Age Range

18 to 24
25 to 34
35 to 44
45 to 54
55 or older
0

2

4

6

8

10

12

Number of Respondents
Number of Respondents who are using or have used mHealth apps
Number of Respondents have never used mHealth apps

Figure 4. The age ranges of respondents in the survey
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14

Table 2 shows 40 health applications that the 30 respondents above considered as
being in their top 3. The “Privacy policy?” column shows whether the app developer
includes a link to a privacy policy site in the online app stores such as iOS App Store
or Google Play. It can be concluded that a majority of app developers attach a
privacy policy link whereas only 6 applications do not have such a link. 2 out of the
6 applications (Bike Hub Cycle and Monthly Cycles) that do not have a privacy
policy actually collect personal data from users. The table also highlights the
applications (with light grey background) that were chosen as favourite health apps
by respondents. In the interview, the participants were asked questions about their
experience with their favourite apps. The interviews include a section that elicited
responses through reading the corresponding privacy policy. More results regarding
the privacy policy will be presented in the next section.
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Table 2. List of health applications (top 3) that respondents are using or have
previously used.
Applications
Apple Health

Number of
respondents
9

Fitbit

5

Nike+ Running

4

Strava

4

RunKeeper

3

Clue

2

Google Fit

2

Health Mate by Withings

2

Moves

2

MyFitnessPal

2

Nike+ Fuel

2

Sleep Better with Runtastic

2

5/3/1 Workout
Argus

1
1

Bike Hub Cycle
Calorie Counter & Diet
Tracker
Cardiograph

1
1

CycleStreets

1

Drinkaware

1

Eyes Health Program
FitTime

1
1

Instant Heart Rate

1

Keep

1

Map My Run

1

Meditation Oasis
Moment

1
1

Monthly Cycles

1

MSN Health & Fitness

1

Pacer

1

Pocket Smile
Runtastic

1
1

Sleep as Android

1

Sleep Cycle

1

Sleep Time

1

Smoke Free

1

Sworkit

1

Trails

1

Twilight

1

Up by Jawbone

1

Walkmeter GPS Pedometer

1

1
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Chosen as a favourite
health app by respondents?

Privacy
policy?

√
√
√
√
√
√
√
√

√
√
√
√
√
√
√
√
√
√
√
√

√

√
√
√

√

√
√
√
√
√
√
√
√

√
√
√
√
√

√

√
√
√
√
√
√
√
√
√
√
√
√

Figure 5 shows how often the respondents read the privacy policy of those health
applications. An overwhelming number of respondents (26 out of 29) rarely or never
read the privacy policy.

How often do you read the privacy policies of
those applications?
Always
Often
Sometimes
Rarely
Never
0!

2!

4!

6!

8!

10!

12!

14!

16!

18!

20!

Number of Respondents

Figure 5. The frequency of reading privacy policies of the health applications
In terms of the experience with their favourite apps, most of the respondents use
mHealth apps on smartphones (mainly on iPhones and Android phones), and a few
participants own external devices to help record the health data (see Figure 6). Some
external devices were then specified during the interviews. The various devices
include fitness trackers such as Fitbit wristband and Jawbone UP wristband, as well
as body scales such as Withings weight scale or blood pressure monitor. These
devices usually measure the data precisely and then automatically transmit the data
to the applications on smartphones via Bluetooth or WiFi.
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What devices do you use the application on?
iPhone
Android Phone
Tablet
Windows Phone
0!

2!

4!

6!

8!

10!

12!

14!

16!

18!

Number of Respondents
Number of Respondents who do not use external devices
Number of Respondents who use external devices

Figure 6. The devices that respondents use the application on (including the
number of respondents using external devices)
Regarding the purpose of using the applications (see Figure 7), nearly all the
respondents use the apps for the purpose of “Fitness & Wellbeing”. Only one
respondent uses an application for medical condition management, i.e. selfmonitoring a chronic health issue. Interview findings informed more detailed use of
these applications, including tracking steps, distance, routes (running or cycling) and
monitoring sleep or period cycles.
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What purpose do you use the application for?
Remote consultation & monitoring
Medical condition management
Reminders and alerts
Medical references
Fitness & wellbeing
Fun
0!

5!

10!

15!

20!

25!

Number of Respondents

Figure 7. The purposes of using the applications
In order to provide personalised services, the health applications sometimes need
to gather different types of information from users. The survey results about
information collection are illustrated in Figure 8. The original question aimed to
obtain an overview of the awareness of participants to the different types of
information that they shared with a given healthcare app. Figure 8 shows that most
applications were reported as collecting more than half of the types of information in
the graph. A few participants in the interviews said they checked each screen of the
applications so as to answer this question.

“There were some pieces of information they collected at the beginning, and I can’t
really remember now. I think when I looked into them when I answered the
questionnaire, because I couldn’t remember then.”

Interview, Participant 9, Nike+ Running

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!30!

What kind of information has the application ever
asked you for or collected?

0!

2!

4!

6!

8!

10!

12!

14!

16!

18!

Data related to personal interests (e.g. insurance number, bank account, medical
records)
Information from other applications in the device (e.g. contact list)
Interactions within the application (e.g. search history, logging times)
Social networking information (e.g. Facebook friends)
Tracking health information for recording or analysis (e.g. heart rates, blood pressure,
sleep patterns)
Data (e.g. locations, images, audios) collected by sensors (e.g. GPS, WiFi, cameras,
microphones)
Personal unidentifiable self-report information (e.g. gender, birthdate, height, weight)
Personal identifiable information (e.g. name, email address)

Figure 8. Types of information the applications collect from respondents
In the interviews, the question concerning information collection was asked
again. This allowed for a consistency check and in some cases revealed a gradual
realisation that the apps were collecting more information than the participant had
originally realised. Most participants’ answers were consistent with their responses
in the surveys but there are some exceptions. Interestingly, Participant 1 uses Google
Fit which obviously requires her Google account (Gmail) to activate the app, but she
did not select “personal identifiable data (name, or email address)” in the survey. She
began to realise that until when she was asked about her experiences with the app
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during the interview. She said maybe it was because the account information was
placed in the setting that she seldom visited.
Many of the participants stated explicitly that they did not remember everything
given to the apps because some information was submitted at an earlier time. Despite
this difficulty, most participants were able to instantly articulate some information
which was easily identifiable from the interfaces of applications, such as steps,
calories burned, distance, etc.

“It was a very long time ago. It asked me my name, date of birth, height, weight,
and then [...] I think, email address as well. Sorry I don’t remember everything.
You know, you use it, and you forget what you wrote for the first time […]”

Interview, Participant 2, UP by Jawbone

4.2 Privacy Policy and Participants’ Perceptions
Do people read the privacy policy?
All the respondents’ favourite health apps have a privacy policy except Monthly
Cycle (a period tracker). This is surprising as such an app would be likely to collect
private and personal data. As it happens, there was limited awareness of the
availability of the privacy policy both for this app and in general. Figure 9 presents
respondents’ answers relating to the availability of privacy policies of their favourite
apps; four people chose “no” but review of the apps, revealed that three responses
were incorrect. These three respondents use Apple Health, RunKeeper and
MyFitnessPal (all of which have privacy policies). It is worth nothing that the
privacy policies of the three apps are not explicitly visible or built in the app, but all
the app developers place the privacy policy on their official websites.
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Does the application have a privacy policy?
Yes!

No!
0!
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10!
Correct Responses

15!

20!

25!

Wrong Responses

Figure 9. Responses of whether the favourite applications have a privacy policy
When the apps included a privacy policy and users were aware of it in many
cases participants still did not read it. A majority of the respondents (20 out of 22)
whose favourite apps include a privacy policy have never read it (see Figure 10). All
of these respondents stated their reasons for (not) reading the privacy policy in the
survey or during the follow-up interview.

Did you read the privacy policy of that application?
Yes!

No!
0!

5!

10!

15!

20!

25!

Figure 10. Responses of whether respondents read the privacy policy of their
favourite apps
There were a variety of reasons for not reading the privacy policy. The consensus
among most respondents is that the privacy policy is lengthy, tedious and hard to
comprehend. When it comes to a privacy policy, they normally envision it as a long
legal document that demonstrates practices relating to privacy in a complicated and
monotonous way. They have shaped a mind-set that led them to regard reading the
policy as important but a waste of time.
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“It’s such an investment like sitting down and reading because they’re always very
lengthy. I think I had some moments when I think I really should read this. But […]
when you see it, and sort of scroll through it, it’s always such a long and detailed
thing. And I understand it has to been done for legal reasons. But it’s kind of very
off-putting.”
Interview, Participant 13, HealthMate by Withings

The privacy policy is often placed in an insignificant position in the apps (e.g.
HealthMate by Withings) or is embedded in other items such as “terms of service”
(e.g. MyFitnessPal), which makes it difficult for some respondents to locate the
statement. Therefore, the privacy statements in most instances are not presented in a
way that makes people care about the policy.
“Honestly - I don’t know if the application has a privacy policy or not. Therefore I
didn’t read it.”
Survey, Respondent 32, HealthMate by Withings

A few others considered themselves to be unconcerned about sharing
information with the applications, because they usually selectively share information
or to some extent trust the developers in terms of protecting their information.
Therefore, they found it unnecessary to take time to read it.

“Too long. Plus I wasn’t going to share anything too confidential. Even if I did, I
would trust that they would not do anything weird with my info, almost thinking that
someone else must have already vetted the policy. So hopefully should be fine.”

Survey, Respondent 21, MyFitnessPal
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Several did some other things to understand potential concerns, through ways
such as reading the app permissions or reading blogs to get a picture of developers’
information collection and use practices. The knowledge gained from those sources
made them less interested in reading the privacy policies that seemed redundant for
them.

“I read the list of app permissions before installing it and that was enough”

Survey, Respondent 34, MyFitnessPal

“Generally I have an understanding of what the application does and some of the
things my data is used [...] I also regularly read a number of different blogs, the
authors of which can read the privacy policy for me, and pick out the interesting
bits!”

Survey, Respondent 35, Strava

The motivations for reading the privacy policy could only be found in the survey,
as none of these respondents attended the in-depth interviews. These survey
respondents have a concern about whether the service providers use such
information without their knowledge.

“Before I purchased, and at signup Because I care where my health information
goes - I'm concerned that it may be used without my knowledge.”

Survey, Respondent 25, Fitbit
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Presentation of the privacy policy
Locating the privacy policy was considered to be difficult in some apps such as
Runtastic, MyFitnessPal and Google Fit. The policy may be hidden in the bottom
levels of settings, or may be granted a name which is unfamiliar to general users, or
even just be inaccessible in the app. This has contributed to one of the
aforementioned reasons for not reading the policy, and, as briefly mentioned above,
a difficulty in locating the survey also misled some participants into thinking there
was no notice.

“For other apps, they have kind of privacy terms stuff, but for this one, it doesn’t
have one […] Sometimes I wonder why it just doesn’t have this kind of information. I
didn’t find it in this app. It’s not in the settings.”

Interview, Participant 1, Google Fit

To give an idea of the length and complexity of a privacy policy, when printed in
a standard format, the printouts used in this project included two to nine pages. For
example, Withings’ privacy policy has 2,405 words and a combination of text and
graphics (see Figure 11). MyFitnessPal’s contains 2,741 words (text-based). In some
cases, there is a generic overarching policy, for example all the Google products
share the same privacy policy. This does not lend itself to printing, so Participant 1
read the online policy via the researcher’s Macbook. The other participants read
through the policy of (MyFitnessPal, Healthmate, Nike mobile, etc.) and expressed
their reaction.
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Figure 11. A thumbnail of partial Withings’ privacy policy (Withings, 2015a)
Although participants were not required to walk through the full document and
allowed to skip any part they were not interested in, most of them read the statement
word by word. After reading the documents, most of them thought the documents
were a bit long and stated they would not read them unless prompted by the project.

“This stuff (the privacy policy) is so so much. I won’t read it if it's not for your
project.”
Interview, Participant 6, Runtastic

Participants remarked that it would be beneficial if the policy contained cues to
help them locate information. Among the privacy policies used in the interviews,
only Nike mobile privacy policy (see Figure 12) displays bullet points of the content
before the main body, so the Nike+ Running users were able to rapidly locate the
information they mostly desired to know. For instance, during the interview,
Participant 9 quickly scanned the bullet points at the beginning, ticked the ones she
was concerned about, and directly positioned the relevant sections.
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Figure 12. A thumbnail of partial Nike mobile privacy policy with highlighted
bullet points (NIKE, 2012)
Participant 12 read the MyFitnessPal’s document. She found it hard to
comprehend some sentences due to the unfriendly language. It was hard to position
the sections relevant with her.

“[…] it’s really hard to actually to understand the thing, and find the relevant bits.
[…] Bullet bits may be helpful.”

Interview, Participant 12, MyFitnessPal

Despite these challenges, there were also examples of helpful and seemingly well
written polices (according to the participants). For example, RunKeeper and
Withings made three participants think that the documents for their apps were
written in a clear and friendly way with few legal terms, which in some part broke
the stereotype they formed before the session. It can be concluded that the
conversational style is an important factor that appeals to the participants.
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“The privacy policy is written in a very friendly way. It’s not just like a law thing.
Because it is really like… For example, it talks about “we.. we..” rather than the
system..”

Interview, Participant 3, RunKeeper

“It doesn’t sound that it’s legal or some kind of contract something. They try to
make it more accessible and care about how they serve us.”

Interview, Participant 13, HealthMate by Withings

“It’s written in a way which is very clear. It’s just one two things vague which I’ve
marked. But [...] whether it could be a bit more clear, rather than saying the “etc.”,
just say exactly what is being collected. But overall, it’s pretty good.”

Interview, Participant 11, HealthMate by Withings

Perceptions about the privacy practices
The privacy policies of different apps are similar in terms of the structure, and
generally the main body contains information collection, information use,
information sharing, and information protection. When it comes to the details of data
usage practices, various app developers may apply different rules that fit with their
corporate approach. However, the practices in policies may be insufficiently
delivered or interpreted away from the original meaning, if not presented
appropriately. In addition, some practices may not be aligned with what users want
to see, if they do now follow users’ perception about privacy. Therefore, this section
presents to what extent the privacy policies match users’ privacy values. In the tables
in this section, the sentences with grey background were originally from the privacy
policies, and the underlined words were the parts highlighted by participants in the
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interviews. It is worth mentioning that most privacy concerns that participants shared
were included in this section, since most of them were related to the data use
practices. The more experience-based privacy concerns and perceptions associated
with different types of users will be discussed in the next section.
Privacy-friendly practices
Most participants were worried about data collection or sharing practices
conducted passively without their consent, especially those linking to their sensitive
information. During the interviews, participants showed particular interests in the
consent mechanisms applied in the apps. Some good practices explicitly stated they
would ask for consent before certain practices.

We do not rent, sell or otherwise share your individual personal information with
third parties, except as follows: With your consent, for example to connect with a
third party app or service. (JAWBONE, 2014)

“Um, I like this one. They only send my data if I consent.”

Interview, Participant 2, UP by Jawbone

A few privacy policies took into account the global usage of the apps, and
emphasised that data practices would take place in different areas for users from
various countries and regions. All of the apps developers were based in the United
States. Yet, the participants were all residents in the UK, so some of them showed
concern about where their data was processed and stored in the global context,
because the laws and regulations would be very different.

[…] So, depending on your geographical location, data will thus be stored and
processed as follows: [countries] (Withings, 2015a)
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“Oh, that’s interesting to know where my personal data is kept. The laws in different
countries vary, so I think it’s good they highlight that.”

Interview, Participant 11, HealthMate by Withings

App developers collect personal identifiable or non-identifiable information from
users. In most cases, the developers claimed that their processing information would
not involve disclosure of users’ identifiable information. All the participants stated
that they did not mind their information being shared in formats as anonymised data
or aggregated data that does not personally identify them.

On the “Withings Health Institute” portal we offer the general public analyses
carried out based on anonymized data. (Withings, 2015a)

“I’m not too bothered about the sharing […] and not too worried about sharing my
data as long as it is anonymous, because it doesn’t connect personally to me. So I
think anonymized data is fine.”

Interview, Participant 13, HealthMate by Withings

Irrelevant and unclear practices
Some participants said that a few sections in the document were irrelevant for
them as (1) they did not show much concern in them (e.g. children’s privacy); (2) the
privacy policy was widely applicable for multiple products of a company (e.g.
Google). For example, for some companies such as Apple, Google and Nike, they
support a broad set of products and online services for international users, so they
usually establish one or only a few policies that multiple services share. Google has
only one comprehensive privacy policy for all the Google products, so there must be
some elements that are irrelevant for a given user. In addition, for fitness service
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!41!

providers like Fitbit, Jawbone and Withings, they have a series of trackers or devices
for people, and it is necessary for them to involve privacy. The devices are specific
to the product (hardware) in question. In this case there is a balance to be achieved
between generic and specific content.

As an example, when programming your Smart Wake-up, we may use the data
recorded during the night to adapt the timing of your wake-up program to your
personal body clock. (Withings, 2015a)

“I don’t have that so it’s not important to me. It would be much better if the privacy
policy was related to the products you own. So if you own one product, you should
read that; if you have two, you should read that.”

Interview, Participant 11, HealthMate by Withings

In some instances, companies may share users’ personal information with third
parties. Participants usually would like to know exactly what third parties are
involved, because they may have positive or negative impressions about different
companies, and would not like their data to be transferred to the organisations they
do not trust.

MyFitnessPal uses third-parties for advertising and usage analytics for the Website
and Applications. These third-parties may place Cookies on Your machine […]
(MyFitnessPal, 2013)
“I’m always like, I’m worried about the third parties. Who are these people?”
Interview, Participant 8, MyFitnessPal

Developers’ interaction with third parties could serve for a variety of uses. Most
participants stated that they were accepting of their data being used for analysis,
because they were using the product and pleased to share their data for improvement
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of the products, which would benefit them as well. In addition, some participants
thought their data would be of great value in promoting healthcare for the whole
society. For example, Strava now shares aggregated cycling routes to help city
planners. However, in some policies, app developers obscurely stated they had sort
of business dealings with their partners without clearly pointing out the purposes and
what business uses.

Service providers: we may hire third parties to help us perform business functions in
support of our services. In this event, any third parties will only be provided with the
data necessary to perform their specific function, and the use of this data will only be
to perform the specific requested function. (Pacer, 2015)

“What does that mean? I don’t know what that means. What is it? That might
obscure something and be a little bit sinuous. But I don’t understand any of that
means.”
Interview, Participant 4, Pacer

As mentioned before, apps may possess a range of international users. Most
participants expressed their concern about their data being processed in the countries
where sound regulations have not been established to protect their data.

If you provide Personal Data through the Services, you acknowledge and agree that
such Personal Data may be transferred from your current location to our offices and
servers or those of our affiliates or contractors located in the United States and other
countries. (RunKeeper, 2011)
“I’m not sure if the law’s the same in different countries. […] The United States
somewhat gives me the confidence […], but other countries, I don’t know.”

Interview, Participant 3, RunKeeper
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Controversial practices
Although many of the issues detailed in previous sections were an inconvenience,
the following concerns were more pronounced as they reflected conflict or
contradiction.
A participant found a contradictory statement in the policy. He had been
informed that the app developer has been selling aggregated data to other
organisations online, but in the policy it was not mentioned at all.
•
•
•

We don’t ask you for personal information unless we truly need it.
We don’t share your personal information with anyone except to comply with
the law, develop our products and services, or protect our rights.
We treat your personal information with the highest regard to privacy and
security.
(Strava, 2009)

“[…] but from what I understood from chatting to other people who have used it,
they do give demographic information with it. So it’s not personal information as it’s
not identifiable. But I guess you could argue that demographic information is
personal information.”

Interview, Participant 14, Strava

Participants had a dislike of their choices being set up by others without knowing
it. Runtastic has a feature called “Live Tracking”, which is automatically activated
after users sign in the app, and third parties are granted access to these on Runtastic
website. It did not clearly say in the policy that whether it was identifiable or not, but
the default activation of the feature caused a participant extremely concern. In this
case, the participant was concerned about making his precise location known to
others, so he was irritable about the fact that his tracking data had been consistently
uploaded to an online platform for sharing without any reminding.
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The Runtastic.com platform includes a "Live Tracking" feature, which, if activated
by a user in her own discretion, enables third parties to see the route and data of such
user's sports activity on the Runtastic.com platform. Unless disabled by the user in
the profile settings, such user will be queried prior to each session whether she wants
to activate the feature for such session. Activation of the "Live Tracking"-feature is
entirely voluntary. (Runtastic, 2014)

“The only problem is that if you turn the live tracking feature on, the third parties
can see the routes and data of my sports activity. [...] That’s ridiculous.
Can you imagine that? Unless disabled by the user? Even if you have these settings,
why don’t you make the “None” the default setting? Why is that automatically [...]
That is ridiculous.
They hide it with the terms and conditions, because nobody’s gonna read this.”
Interview, Participant 6, Runtastic

It was frequently seen in policies that app developers would obtain consent from
users before carrying out practices. However, some participants raised their doubts
about the format of consent. From their understanding, the implied consent has
already been given to app developers as soon as they finished registration (they had
to accept terms and conditions at the beginning). In this sense, the consent in this
manner actually does not effectively inform users of the practices and they still have
no idea about what people are doing about their data.
Strava will only share your personal information with third parties if:
• Strava has your consent;
• […]
(Strava, 2009)

“Strava has your consent, but I guess by signing up I’m consenting for them to sell
my data.”

Interview, Participant 14, Strava
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User rights
People who use health apps usually have the right to access, amend and delete
their data. In reality, the controls over data are far more complicated. In the
interviews, a majority of participants were surprised to know their controls and rights
which they had not been informed of previously. This sub section presents the
general rights that privacy policies state users have.
Participants indicated they were pleased to learn their rights of opting out of the
practices they were not willing to be involved in, such as usage collection or
advertising. For example, Pacer allowed users to opt out of the data collection by
Flurry.

However, if you would still like to opt-out of allowing us to use Flurry to collect
usage behavior, please visit http://www.flurry.com/user-opt-out.html (Pacer, 2015)

“If that did bother me, it seems that I can opt-out […] I think I’ve heard of Flurry.
But I don’t know you can actually opt-out.”
Interview, Participant 4, Pacer

A few privacy policies stated that people are allowed to set up their privacy
preferences in the privacy settings in the app. For instance, in Runtastic, users can go
to settings to change their sharing recipients, including “public”, “only friends”,
“only me”, etc. The information that may be seen by others include status feeds,
profiles, sports statistics and so forth, but it is not possible for users to choose which
type of information these settings apply to. HealthMate, however, enabled users to
control with whom they would like to share their data. It is worth highlighting that
the data recipients in this sense include not only the users on this platform, but also
the developers’ partners. This provides users with more controls about data sharing
as in some cases this was assumed to be a default.
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We have designed and developed a dashboard that shows you clearly with whom
you have shared your data. This tool has been conceived to allow you to control and
stop the sharing of your data with our partners or with other users. (Withings, 2015a)

“I guess the core thing is that you can decide I don’t want to share anything with
their partners. That’s good. I didn’t know this before.”

Interview, Participant 11, HealthMate by Withings

The right to export the data to their own local storage was also expected by most
participants. Some policies explicitly indicated that users could export their data to a
specific format and keep the data locally themselves.
Your personal data is and shall remain easily accessible. This means that you can
always export your personal data in an open format for you to easily keep and access
to them. (Withings, 2015a)
“That’s good.”

Interview, Participant 11, HealthMate by Withings

In terms of deletion of user data, the process and outcome varied across different
policies. Users’ data may be stored locally on phones, and may also be uploaded and
stored in developers’ servers. Most apps enable users to selectively delete their selfreported data in the apps, such as the food recorded, or the running history, etc.
There are also some instances (e.g. Withings) where data can be permanently
removed by deleting the account. Similarly, Jawbone clearly demonstrated that users
can request to delete their data stored in the systems.
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You can request the deletion of your individual user data from our system by visiting
[…] (JAWBONE, 2014)

“Ah, OK, I don’t know this one. It’s good. I know how to delete the data from my
phone, but don’t know from their system.”

Interview, Participant 2, UP by Jawbone

However, Sleep Time applied a more complicated rule. Even if users request the
deletion of personal data, the data may be removed from the active database, but
may still be maintained in their permanent archives. Participant 10 said she did not
understand the deletion rule, and would be worried about developers’ uses of her
data in future.

You may request deletion of your Personal Data by sending an e-mail […], but
please note that we may be required to keep this information and not delete it […]
When we delete any information, it will be deleted from the active database, but may
remain in our archives. (Azumio, 2014)

“That doesn’t make any sense. Why they still have my data?”

Interview, Participant 10, Sleep Time

4.3 Three Types of Users
As mentioned in methods section 3.2, a further analysis was conducted since
some privacy perceptions differed largely among the participants. It is worth noting
that in this section, different participants were assigned to three groups on an
analysis of patterns in the data.
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Pragmatic users who manage privacy reactively
A majority of participants can be assigned to this group. These people rarely take
proactive measures to protect their privacy, but they have slight concerns over their
privacy protection. For example, they are normally happy to share their nonidentifiable information and fitness data with the app, but they also pay special
attention to protect certain types of information (e.g. precise location). Their sharing
motivations can be diverse, and would be voluntary, for example, opting to share for
incentives such as discounts.
They are inclined to trust the service providers. However, when they recognise
the threat of their data being used or shared in a way not as they expect (e.g. when
reading the policy), they may feel uncomfortable about those practices. For instance,
if they are asked for consent from the app saying they're collecting their precise
location data through GPS, they may take simple actions like turning off the
precision mode or just sharing less information.
They would like to have some controls and settings to help them out of the
privacy issues if necessary, but may not use the settings very much. They may set it
up to the most appropriate configuration during the first use, and then leave the
settings alone. But whenever they have concerns about the privacy, they may go
back to the settings again to update their choices.
“Because it doesn’t feel very personal. Although it gets weight in there, it doesn’t
monitor my weight [...] So to be honest, any information it really got is my age, my
gender, and how many calories I burned. So I don’t mind sharing that information
with the app.”
Interview, Participant 4, Pacer

“So I think if something wrong really happened, the explosion (of complaints about
information leakage) would tell me to stop using the app. So I trust all these apps. If
something really really wrong happened, I would probably know it.”

Interview, Participant 3, Runkeeper
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“To be honest, I’m not sure whether I actually use these features (privacy settings).
At first I’m looking at the settings and making everything private as possible and just
leave it there. But when updates come up, I may just go back to revise it.”

Interview, Participant 12, MyFitnessPal

Proactive and paranoid users
These people are paranoid about protecting almost everything relating to them.
They converge on a similar point of view regarding sharing, which is to share the
minimum amount of information. They may come from business and technical
background and thus usually have a comprehensive understanding of the data
security (e.g. encryption methods) and the data privacy mechanism.
They often take proactive actions to prevent their important data from being
obtained by other people. When asked for giving information, they particularly care
about the purposes of the sharing practices and whom the information is shared with.
If they find it unnecessary to give information but are forced into doing so, they tend
to fake their information (e.g. using fake name or old email address). Compared with
syncing the data to the cloud, these people were more likely to store their data
locally. If there is a forced requirement to use the cloud service, they usually make
sure the data to be stored in a secure place confidentially. They try to hide
themselves in online forums (e.g. not using Facebook), and make good use of the
settings to ensure the highest level of privacy.
If they know the data is shared by default (even if they can change it through
settings), they tend to distrust the app or even stop using the app. They may directly
contact the app provider to request more controls of their data when they discover
anything threatening the data security and privacy.
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“So I’m kind of paranoid about my data, coz I know what people are doing with it.
So I only share that if it’s truly necessary. If you need my name, why do you need my
name? So if you don’t really need my name, I’ll just fake my name.
In the end, I trust almost the databases, it’s like I trust the fact that the information is
stored but what I don’t trust is the people who manage the databases.”

Interview, Participant 8, MyFitnessPal

Users who are informed and indifferent (to a point)
This group only contains a handful of participants. These people normally have a
deep understanding of what service providers do with users' data. However, they do
not show much concern about privacy issues. They don't even mind if the providers
are using their data for making profit because they believe companies would not
possibly undermine their interests. It is not that they give up protecting their privacy,
but they don't deem it practical to protect absolute privacy in the current information
era.
Their reasons for not sharing are usually not associated with privacy but other
factors (e.g. not interested). However, they don't allow serious information leakage
relating to their direct interests (like bank accounts, or the bicycle location which
may lead to theft). They're happy to have settings to control the data, but don't place
much confidence in such tools.

“I’m not worried about my data to be used for business purposes, like for marketing,
because these people won’t do something really harmful to you. […] In today’s
environment, it’s actually very hard to keep your absolute privacy, unless you don’t
use the Internet at all. ”

Interview, Participant 7, Nike+ Running
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4.4 Preferences for Privacy Management
During the post interview sessions, the participants could choose to sketch their
ideas about the privacy management process that they felt was appropriate (see the
methods section 3.1). The session was designed to uncover their real needs for
privacy management through the use of sketches. It was not an attempt to obtain
preferred interface designs, although in some cases this came into the picture. Most
of them drew some simple wireframes to express their preferences for the privacy
settings and a handful of them sketched some abstract diagrams to outline their
preferences. This section presents some typical and interesting sketches that
potentially inform the design of mHealth apps.
Interface-based settings
A majority of the participants based their preferences on the settings interfaces,
as it was more straightforward for them to articulate what they wanted. Interestingly,
some similar controls were mentioned by numerous participants. For example, their
need for knowing more details about practices that related to their data were
reflected in their sketches. These include layered description about data practices.
This idea was proposed by 3 participants.
What's more, the flexible opt-in and opt-out controls were frequently illustrated
as well. It can be concluded that they wish to possess complete control in terms of
whether or not they are involved in data sharing practices that may support
development. For example, Participant 8 [see Figure 13 (a)] and Participant 11 [see
Figure 13 (b)] both sketched this type of controls for different types of data.
Furthermore, Participant 8 highlighted the purposes that developers may use the data
for, and he would like to be able to decide whether or not to share the data for
specific uses such as marketing or research. On the other hand, Participant 11 more
focused on the recipients, and would like to set up sharing preferences separately for
different receivers.
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(a)

(b)

Figure 13. Part of participants’ ideas and sketches for privacy settings: (a)
Participant 8’s sketch for privacy settings; (b) Participant 12’s sketch for
privacy settings
Interesting perceptions
A small number of participants depicted their perceptions about what data
sharing would be like through diagrams. Participant 5 [see Figure 14 (a)] and
Participant 9 [see Figure 14 (b)] were both concerned about the data stored in the
cloud. More specifically, Participant 5 would like her data to be transferred to the
cloud via a secure path and stored anonymously. In addition, she hoped that her data
(especially data from device sensors) collected by developers would not be able to
used to track her location. She also imagined the relation between the advertisement
partners and the app developer, and assumed the ads that access the Internet may be
able to obtain other linked data (e.g. IP address), which led her to doubt about
whether the ads providers were also the business partners as outlined in the policy.
Participant 9 illustrated a way to protect her data in both the server side and the
application side. The location coordinates data shall be encoded with a passcode (e.g.
“GIRAFFE”, which was not her actual password) she set on her own application,
and then is stored in the server. Therefore, the people who access the server are still
not able to decrypt the location without the passcode. From the sketches, it is evident
that the users with more knowledge of information security would have relatively
higher requirement for the data protection (Participant 9 is working in information
security area).
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(a)

(b)
Figure 14. Part of participants’ perceptions about data sharing
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CHAPTER 5.

DISCUSSION

5.1 General Discussion
The study identified to what extent people understand the practices relating to
their personal information through a privacy policy. It uncovered the users’ needs
and preferences for protecting their privacy.
Most of the prior work (Earp, Anton, Aiman-Smith, & Stufflebeam, 2005; Liu,
Lin, & Sadeh, 2014; Sadeh & Hong, 2014) studied users’ privacy concerns or
preferences by conducting traditional surveys or interviews and then doing
corresponding quantitative or qualitative analysis. Reidenberg et al. (2014) identified
misfits between consumers’ understanding and privacy notice by asking them to read
privacy policies and analysing to what extent they understand the information from
privacy notices. The think-aloud method in this study made it easier to capture their
gut reactions to the privacy policies and thus the potential usability problems of the
policies. In addition, the sketching session allowed for externalisation of their ideas
(Eppler & Pfister, 2011) and more reflective process concerning the need for privacy
management.
Privacy policy related findings
As mentioned in the results section 4.2, most of the participants finished reading
the policy. A few of them found the policies easy to follow, but most of them did not
enjoy reading the lengthy document in which the terms were difficult to digest,
which was in line with most of the findings in the privacy policy literature (Kelley,
Cesca, Bresee, & Cranor, 2010; Milne & Culnan, 2004).
Another interesting finding was that most participants became increasingly
concerned about the privacy practices as the sessions progressed (although they were
not at all distressed). Before reading the policy, most participants maintained the
view that they did not share their data, so no one would know it; or the fitness data is
not personal so they didn’t mind others using it. It is worth noting that although
fitness apps were unlike medical apps in terms of the sensitivity of information
(Avancha et al., 2012), they also pose a wealth of privacy risks regarding a range of
information being accessed and disclosed (Clearinghouse, 2013). For example, this
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study indicated that knowing the content of the policy enables people to be more
aware of the data use practices and the importance of privacy management. It was
concerning that so many of the participants did not habitually read it.
In addition, people were often surprised to learn of some practices relating to
their personal data. In particular, most participants were sensitive about the
disclosure of their data with the third parties that they were not familiar with. In line
with the findings revealed by Lin et al. (2012), users are not fully aware of their data
being accessed by some sources, such as advertising firms or marketing agencies.
Therefore, privacy policies may not be an appealing tool to communicate the data
practices and controls that users would like to know. But this topic is still of
importance to them.
The results also showed that the frequent ambiguity or controversy about data
use practices may give rise to participants’ distrust. This has the potential to impact
how they use health apps. The ambiguous sentences or icons normally led to
people’s confusion about what the exact practices would be and what data would be
accessed. When participants encountered unclear parts in the policies, they made
assumptions based on vague terms or wordings that were shaped by their view of the
app and even the company. This finding was similar to the work by Reidenberg et al.
(2014), implying significant mismatches caused by ambiguity between the privacy
policy and people’s understanding. Cranor, Hoke, Leon, and Au (2014) and Gomez,
Pinnick, and Soltani (2009) discovered that the lack of clarity about the definitions
or the contexts make it hard for users to understand the reality of practices.
Earp et al. (2005) found that the different objectives could account for the
misfits between the privacy policies and user needs. The organisations apparently
create the policy for the purpose of protecting their own business, which may
contradict user needs. Some participants in this study also stated that the irrelevant
parts in the policy seemed more like providing for the companies’ needs rather than
the users.
With regard to the user controls of personal data, before reading the privacy
statement most participants were not sufficiently informed of their rights such as
opting out of the services, as these rights were not specified elsewhere in the apps.
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Other studies (Cranor et al., 2014; Gomez et al., 2009) stated that some companies
are not compliant with the self-regulation guidelines that require companies to
ensure notice about controls and consent to protect privacy. The absence of
appropriate consent and controls was also identified in the study.
In terms of applying the privacy icons within a privacy policy, it was found that
such icons with were not fully understood by the participants (even when labelled),
and they held different understanding of the same icons. Hansen (2009) implied that
the use of privacy icons requires standardisation to give people a uniform
understanding, and privacy icons are not a panacea in all scenarios.
Privacy perceptions and sharing preferences
In the domain of health technology, past work has also investigated the factors
that affected people’s mental model regarding information exchange. Simon et al.
(2009) highlighted the different types of organisations who have access to personal
health information may influence users’ acceptance of information sharing. Whiddett
et al. (2006) indicated that people’s willingness to disclose information to a large
extent depends on the nature of recipients, the sensitive nature of the information,
and whether the information is personally identifiable. Most participants in this study
said they tried not sharing some information such as precise location and postcode,
and preferred their data to be anonymised. However, participants may set different
levels of the sensitivity relating to the same information (e.g. weight change)
depending on who has access to it. A large number of participants set the privacy
based on both recipients and information type while sharing on various social media
platforms or third party apps. They would adopt more severe rules if the context is to
disclose information with other partners.
In a broader area such as mobile technology, more factors such as the contextual
attributes (Mugan, Sharma, & Sadeh, 2011) and the purposes for accessing data (Lin
et al., 2012) are regarded as influential elements in terms of sharing preferences.
Participants particularly showed concern relating to the purpose for third parties
accessing their information, and mentioned that they would make the permission
decisions based on whether developers justified the reasons for using the data. This
was especially required by paranoid users.
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With respect to classifying people to groups on account of their individual
privacy perceptions, most prior work brought to light a few similar clusters of users
after analysing their privacy values. Those studies investigating general Internet
consumers usually categorise people into three main groups: privacy fundamentalists,
pragmatic majority and marginally concerned individuals (Ackerman, Cranor, &
Reagle, 1999; Westin, 1991).
In other cases of mobile apps, researchers developed the groups with more
detailed characteristics to find out whether the privacy perceptions are dimensions in
their sharing preferences. For example, in the quantitative modelling work by Sadeh
and Hong (2014), the majority of participants did not feel strongly about different
instances of data collection and sharing, which matches the first group - “pragmatic”
users in this study as well. They also include an “unconcerned” group and a “privacy
conservatives” group that to a degree were similar to the “indifferent” group and the
“proactive” group in this study. Similarly, the people in the “unconcerned” group (in
their work) and the “indifferent” group in this study both possess a high level of
comfort in terms of disclosing their personal data. However, the authors of that study
attributed this kind of comfort to the people’s lack of understanding of the resources
permissions, whereas in the group of this study, the attitude mostly stemmed from
their good understanding of the privacy mechanisms. This might be because the
factors may be more complex and caused people to feel unconcerned about
disclosure of personal information, and this “indifferent” group of users could
probably accommodate both this two kinds of people.
Similar research (Liu et al., 2014; Sadeh & Hong, 2014) believed that such
privacy profiles are considered to be good predictors for users’ privacy preferences,
so taking privacy preferences into consideration may potentially reduce the user
burden in configuring the controls.

5.2 Implications for privacy policies and settings in mHealth apps
This research identified a range of gaps between the privacy policies and
mHealth app users, and uncovered a wealth of needs for the privacy management
from interview findings. Therefore, a number of potential implications can be
considered into enhancing privacy management.
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As for improvement for the privacy policy, app developers should provide users
with information practices in a transparent and accessible way. The language of the
privacy policy should be in simple English and the wording should be clear and
unambiguous. With regard to information practices, the mechanisms of the practice
such as linking to third parties under various circumstances should be clearly
illustrated. However, it is recognised that reading through a full privacy notice is a
challenging task for normal people. Therefore, a privacy policy is included in the app
mainly for people to reference when necessary. In most cases, users could access the
primary data use practices through a privacy summary. The findings of this research
implied that the concise summary could at least contain the following: what
information is collected from the user end; in what contexts the information is
accessed by third parties; whether or not the information is shared anonymously. A
previous research (Cranor et al., 2014) also suggested including straightforward
icons in the summary. It is important that these icons should be presented along with
the explanatory description. A clear navigation for selecting relevant information is
also necessary.
In this study, participants expressed their desire to have more expressive tools
within the app for them to control their data. Given that privacy preferences are not
unified, the privacy settings should include flexible controls to fit individual needs.
The trade-offs between the complexity of the interface and the granularity of the
controls should be taken into account. Users could go the settings to modify what
information is collected and shared for what. The information recipients could range
from social relationships to third parties. App developers should prompt their users
at the first configuration step for information relating to their preferences. It is
significant that users should be explicitly informed of the important apps practices
and consent to the practices at appropriate moments. Also, they should have the
choice to adjust the dynamic consent (e.g. when to receive the consent). In total, the
settings should allow for explicit granular controls based on users’ preferences and
levels of concerns, and make sure the controls should be aligned with the privacy
statement.
In addition, participants preferred the “opt in” mode rather than the “opt out”
mode concerning disclosure of information, because the accidental sharing might be
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a problem. App developers should take these into consideration when initiating the
settings for users. Participants in this study would like to have their information
anonymised before it is shared, as they did not want others to identify them through
the data. One principle in an independent report (Caldicott, 2013) also emphasises
that in all organisations, the inclusion of patient identifiable information should be
shared at a minimum level when applicable. Therefore, the settings should provide
users with the ability of anonymising their data when necessary. Also, both the
privacy summarises and settings could be tailored to the users by only presenting the
content related to the apps or the devices the users are using. Such personalisation
could save their time when locating relevant and important information.

5.3 Limitations
Using an online survey is a quick way to gather responses from a potentially
large sample size. However, the recruitment sources to some extent affected the
sampling of respondents. For example, a majority of the participants came from the
HCI field and were highly educated, so they could not represent the average mHealth
app users. In addition, it is probable that the people who care about privacy in their
health apps may not be interested in engaging in an online survey, so this research
was not able to approach that specific population.
The original intention of this study aimed to understand the privacy issues in all
kinds of mHealth apps including ones that were used for medical purposes. These
apps may involve a wider range of people such as patients, physicians or medical
professionals who could provide more privacy insights from different point of views.
However, due to the recruitment sources, as the study progressed, the apps that the
participants were using or have used mostly fell into the category of “fitness and
wellness”, which restricted the scope of the mHealth apps involved in this study.
The literature regarding privacy in health information disclosure mainly focused
on more sensitive information like medical records being accessed by various
recipients in the mHealth ecosystem. Only a few investigated focused on mHealth
apps and fewer on fitness and wellness apps. This limited the extent to which the
discussion could be compared with the wider literature, however some of the issues
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are likely to be in common. It is also the case that some findings were keeping in
with the literature focusing on privacy topics in other fields.
The qualitative methods such as interviews and think-aloud provided rich
insights for this study. However, although some responses were gathered from those
who read privacy policies every time, there was not further chance to understand
more about this behaviour, as none of them chose to take part in the interview. Also,
during the interviews, there might be observer effects that influenced participants’
reactions, especially in the think-aloud session. Further, it was probable that the
subjects in the interviews were influenced by the topic and thus showed more
privacy concerns than they usually had. In determining the groups of different users,
this study clustered final groups only based on the qualitative data from the 14
participants, so these characteristics may not include all the types of mHealth app
users.

5.4 Future work
Future study could expand the sampling of participants by contacting offline
recruitment organisations and try to involve a wider range of users with more diverse
backgrounds. In addition, a few more types of apps offering medical functions like
self chronic disease management or remote consulting could be accommodated to
validate the findings in mHealth apps. The quantitative method could also be
incorporated into the future research to identify a more representative group of users
and possible preferences. Other studies could also design the interface for privacy
settings or privacy summaries in mobile health apps and test them.
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CHAPTER 6.

CONCLUSION

To conclude, this study mainly investigated the mHealth app users’ privacy
perceptions, and the efficacy of privacy policies in terms of delivering information
practices. It was found that a majority of participants did not read privacy policies
for different reasons. There were a few instances of good privacy policies with
readable presentation and privacy-friendly content, but most of the rest policies were
lengthy to finish and hard to understand. Poor policies normally had the problems
regarding ambiguity of wording, insufficient transparency of information practices,
irrelevant sections and controversial practices. Participants demanded more clarity
about the context and purposes of their data being accessed and shared. These were
all consistent with relevant literature. This study also discovered that participants
were poorly informed of the rights they have over their data and did not have
effective tools to perform their controls.
There was a general lack of concern for the fitness data sharing, but the
sensitivity for some kinds of information varied among participants. Three types of
users were uncovered according to their privacy perceptions that implied their
preferences for privacy management. Personalised and highly flexible controls were
more likely to fit their needs. The primary limitation of this study was the restricted
sampling of participants and the subsequent apps. The future work could attempt to
overcome the restrictions and further investigate the more diverse users’ privacy
perceptions of a broader range of mHealth apps and evaluate possible designs of
privacy settings based on the findings in this study.

!
!
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APPENDIX A. Information sheet and consent form for the study
!
Information sheet form
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Consent form
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APPENDIX B. Full set of questions for the online survey
1. I have read the information above. I understand that I must not take part if I am
under 18. I understand that I am free to withdraw from the study without penalty if I
so wish, and I consent to the processing of my personal information for the purposes
of this study only and that it will not be used for any other purpose.
Yes
No
2. What is your age?
18-24
25-34
35-44
45-54
55 or older
3. Do you or have you ever used one or more software applications on your mobile
device for health purposes? (such as for keeping fit, managing diabetes, monitoring
your sleep, etc.)
Yes
No
4. Please list the top 3 health applications you are using or have ever used
5. How often do you read the privacy policy of those applications?
Always
Often
Sometimes
Rarely
Never
Please think of your favourite health application that you are using or have ever
used, and then answer the following questions.
6. What's the name of the application?
7. Which of the following devices do you or did you use the application on? (Select
all that apply)
iPhone
Android phone
Tablet
Other (please specify)
8. What purpose do you use this application for?
Remote consultation & monitoring (e.g. contacting GP)
Medical condition management (e.g. diabetes self-management)
Reminders and alerts (e.g. prescription management)
Medical references (e.g. drugs guidance, symptom checkers)
Fitness (e.g. exercise guides, diet management)
Other (please specify)
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9. How long have you used this application? Or, How long did you use this
application?
Less than 3 months
3 months to 1 year
More than 1 year
10. Do you or did you used any external device (e.g. wristband) while using the
application?
Yes
No
11. What kind of information has the application ever asked you for or collected?
(Select all that apply)
Personal identifiable information (e.g. name, email address)
Personal unidentifiable self-report information (e.g. gender, birthdate, height,
weight)
Data (e.g. locations, images, audios) collected by sensors (e.g. GPS, WiFi,
cameras, microphones)
Tracking health information for recording or analysis (e.g. heart rates, blood
pressure, sleep patterns)
Social networking information (e.g. Facebook friends)
Interactions within the application (e.g. search history, logging times)
Information from other applications in the device (e.g. contact list)
Data related to personal interests (e.g. insurance number, bank account,
medical records)
Other (please specify)
12. Has the application ever asked you for consent to its activities of collecting the
information above? (e.g. it asks whether you allow it to use your location)
Yes, always
Yes, sometimes
No, never
13. Does the application have a privacy policy?
Yes
No
(If 13 Yes) 14. Did you read the privacy policy for the application?
Yes
No
(If 14 Yes) 15. Why and when did you read the privacy policy of the application?
(If 14 No) 16. Why didn't you read the privacy policy of the application?
(If 13 No) 17. Have you ever shared any information (information related to you or
the device, or information got from the app) via the application?
Yes
No
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(If 17 Yes) 18. What kind of information have you ever shared via the application?
(Select all that apply)
Your contact information (e.g. name, phone number)
Your health data, including your own input for the service (e.g. height) and
the data generated by the application (e.g. running
path, sleeping pattern)
Your device information (e.g. location)
General information provided by the application (e.g. medical
knowledge/news, general diet suggestions)
Other (please specify)
19. Who have you ever shared the information with via the application? (Select all
that apply)
The public
Your personal friends such as from social networking sites (e.g. Facebook,
Twitter)
Peers from a particular group (e.g. fitness forum, groups in the application)
The individuals or organisation that need to know your condition for your
health (e.g. your GP)
Other (please specify)
Thanks for your responses! If you're willing to be interviewed, please leave
your details below. You'll have a chance to receive an Amazon voucher.
(If 17 No) 20. Contact information
Name
Email Address
Phone Number
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APPENDIX C. A sample interview script
1. Demographics:
•
Gender
•
Occupation
2. Experience with the app
•
[You mentioned in the survey that your favourite health app is XXX.]
•
How long have you been using the app?
•
How often do you use the app?
•
Describe how you used this application to manage your health last time
•
What kind of information does it collect? What do you think when and
why it might collect (separately)?
•
Are you happy to give information to the app? What kind of information
and why?
•
Have you ever been not willing to give information at any time?
3. Privacy aspects
•
Do you have any privacy concern with the app? If so, how do you manage
them?
•
You mentioned in the survey that you don’t ever read the privacy policy.
•
Why? At any time have you ever tried to read it?
•
What do you think the provider uses your data after collection?
•
[Show the interviewee the privacy policy of the app]
•
[Think-aloud session]
•
What’s your feeling about the policy now?
•
What do you prefer the privacy policy to be like to be more useful for you?
•
Do you have any privacy concern if
•
it would share your anonymous demographic data to third parties, like
advertisers or marketing partners, research centres?
•
it would share your anonymous health data to third parties, like
advertisers or marketing partners, research centres?
•
it would share you personal identifiable health data ?
•
Do you have any thought about the consent
•
for example, when it collects or shares your information, it will ask
you for permission?
•
what would you like it to be for your own sake?
•
What kind of settings would you like to have to help you manage the
privacy?
4. Sharing aspects
•
Do you ever share any information via the app?
•
Yes
! describe last time you shared your information (when,
why, who, what, how)
•
No
! why? Any concern with privacy?
•
Do you have any thought about the sharing settings?
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APPENDIX D. A sample interview transcript
Interviewer - [I] Participant - [P]
[I]: Thanks for taking part in the interview. You mentioned Jawbone UP in the
survey as your favourite health app, so why did you choose this app?
[P]: Basically, I just chose this app because I use a Jawbone UP tracker, which is
kind of similar with a Fitbit tracker to monitor your daily activity, like how many
steps you take every day, how many hours you sleep at night… So I can be aware of
my daily habit.
[I]: OK, so are you wearing it now?
[P]: No, I’m not wearing it today because the battery was empty. It’s using a battery
so you have to charge it once a week. So, today I can’t wear it.
[I]: Uh, so unluckily I can’t see it today.
[P]: Do you want to see the app instead?
[I]: Sure! And I want to know how you use it with the tracker.
[P]: No problem.
[P] was showing the app to [I].
[I]: Are you using the app every day?
[P]: Not really every day, because in the beginning, I always checked the data, but
after a while, I became lazy to sync the data, like, I had to turn on the app every time
and then sync the data…
[I]: So it doesn’t do it automatically?
[P]: No, you have to sync your phone at Jawbone. It can do it automatically, but will
soon drain the battery. Sometimes I may forget to sync my data.
[P] was showing the interface to [I]. Sleep counts, sleep time (basic data)
[I]: Did you have to register the app at the beginning?
[P]: Yes, I had to.
[I]: What kind of information did you offer when registering?
[P]: It was a very long time ago. It asked me my name, date of birth, height, weight,
and then… my daily target of sleeping time, and how many steps I want to achieve
in one day. So it’s like, you set your own target every day... I think, email address as
well. Sorry I don’t remember everything. You know, you use it, and you forget what
you wrote for the first time.
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[I]: Well, so were you happy to give all the information and why?
[P] Yeah! Maybe because it (the provider) is already well known. I feel I’m not
worried to give my information as there’re already a lot of people who use it.
[I]: So you believe them.
[P]: Yeah.
[I]: Do you have any privacy concern when using the app? Like what kind of
information do they collect?
[P]: They don’t really ask very confidential information or very detailed ones, like
your bank account. These are just very basic information, like your height and
weight. Because your height and weight may be used to calculate your activity, and
then your date of birth, because your health is related to your age as well. If you’re
saying the important information, I think it may be the email address. I bought the
tracker and they may send me an offer of something new or tips, but I’m fine with
that. Maybe because you know that a lot of people are using it as well, you feel like,
OK, I’m safe.
[I]: In the survey you mentioned that you never read the privacy policy. Why?
[P]: Too many text, too complicated. Have you ever read the privacy policy when
you install software? You may just like next, next, next… I know that sometimes
there may be some sensitive information there but it has a very huge amount of
text… I’m too lazy to do that. And I have to read it very very carefully, and there
may be like one thousand words there, so I tend to skip that.
[I]: OK, so does your app have kind of settings for privacy?
[P]: Let’s see…
[P] was looking for the privacy settings in the app
[P]: Ah, “Privacy Sharing” for sharing data. You can connect it with Facebook
and… It’s kind of similar with Nike Fuel Band or Fitbit; you’ll connect into some
network of other users, and you can choose whether you want to share you data with
them, or you just want to keep it for yourself.
[I] found [P] turned on all the sharing options
[I]: So you’ve agreed to share all these kinds of information?
[P]: Although I clicked “share”, I didn’t have friends here, no one would know my
data. But if some people they want to be part of community, they may join the
community and share the data, and they can see their friends’ data, “Oh, I’m
healthier than you”! But for me, I’m not that competitive and just wanna know my
own activity.
[I]: I know you haven’t read the policy, so I printed one for you. Don’t feel panic!
(Haha) I’m not asking you to read everything, and you can skim it and just highlight
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the parts that may affect you how you use the app in future, like those you’re most
concerned with or interested in. And when you do this, I hope you could do “think
aloud”, and let me know where you are and why you highlight or add annotations.
[P]: Wow, this really surprised me, haha, OK...
[P] was reading the privacy policy.
[P] highlighted the blue words, “When you …. register for an account … we may
ask you to provide your … postal address …”
[P]: Oh, I forgot whether I gave this one.
[P] highlighted the blue words, “Your Device may store up to nine months of data at
a time. Your Device and Up App may also transmit precise location data.”
[P]: Oh, I never know this one. Precise location, I never know. I never use it.
[P]: So they use my data to create big data.
[P] ticked the sentence, “We do not rent, sell or otherwise share your individual
personal information with third parties, except as follows: With your consent, for
example to connect with a third party app or service.”
[P]: Um, I like this one. They only send my data if I consent.
[P] highlighted, “We may share your personal information for the purposes of a
business deal (or negotiation of a business deal) involving sale or transfer of all or a
part of our business or assets.”
[P]: Oh, I don’t want them to use my data for a business deal. Wow, this one is really
surprising. If they share my data, like aggregated usage statistics that cannot be used
to identify me, I’m fine with that. But this, they send my personal information for a
business deal. And what deal? We don’t know, maybe sending information to a
secret agency?
[P]: If it’s for law, it’s okay. But it’s kind of scary because I don’t know which part
of law.
[P] highlighted, “If you opt-out (of promotional emails), we may still send you nonmarketing e-mails including e-mails about your accounts and our business dealings
with you.”
[P]: Why? Why? I already opt out! And what business dealings?
[P] highlighted, “You can request the deletion of your individual user data from our
system by visiting … ”
[P]: Ah, OK, I don’t know this one. It’s good. I know how to delete the data from my
phone, but don’t know from their system.
[I]: So actually you don’t know you have this right?

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!77!

[P] highlighted, “You can download your data and export it to a separate CSV file.”
[P]: No, I don’t know! And I don’t know that I can export my data to my computer.
Oh, it’s my right! Wow, thank you [I], you really opened my eyes.
[I]: Haha, you’re welcome.
[I]: We’re done this part. So what’s your feeling about the policy now?
[P]: Well, I think it’s quite natural that they tell us they may share the data to comply
with laws, etc., that’s quite normal. But they also tell us our rights, but why do they
put them in the long pages? If I don’t read it, I won’t know what is my right.
[I]: So you want to know what kind of rights you have.
[P]: Yes. I don’t want to share my data bla bla.. It’s still on the system, and I just
realised I can ask the system to delete my data, forever.
[I]: In the policy, it states that it will ask you for consent when it’s to connect with a
third party app or service. What’s your feeling about that?
[P]: I don’t really know what the third party service could be. I wish they give us
options like whether you want to share you data with, like our affiliate company for
marketing or bla bla. But if they don’t tell us, we don’t know.
[I]: So you would like to have the consent if they’re to share your data?
[P]: Yeah. It’s my data. If you’re using it in your own company, it’s fine, because I
use your product. If you share it with your affiliate business partners, I don’t know
what they are doing it about.
[I]: OK. I think now you may have some privacy concerns with the app, you may
want to have some controls over your data and manage your privacy. So in this part,
I would like you to have some ideas about the privacy management in terms of
making it useful for you. It could include the information you want to know, the
presentation you would like it to be, etc. And you can just sketch down some rough
concepts or structures, and it doesn’t have to be an interface.
[P] was sketching for 5 mins.
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