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ABSTRACT

Much research has already been conducted on alternative authentication systems
that could potentially replace the attack-vulnerable and hard to remember PINs. One
of the systems emerging from those studies is GrIDsure which is highly efficient in
terms of memorability and usability. However, security-wise it has been proven that
there are drawbacks as users tend to choose predictable patterns. The improvement
suggested in this study is the use of background images in GrIDsure, as previous
studies have shown that the use of images has beneficial effects in other
authentication systems. During this study, it was researched whether the backgrounds
led to a better exploitation of the available pattern space, what effects two different
kinds of images would have, as well as what the implications were in terms of
memorability over short-time and long-time intervals. In order to extrapolate findings,
an online experiment was conducted with participants being divided into two groups:
using and not using backgrounds. They were required to register and login using
GrIDsure over different time intervals. The results showed the positive effect that the
participants were more likely to select more complicated patterns when they had an
image as a background. In terms of usability and memorability it was found that there
were no negative effects of the images, apart from the longer registration. However
that doesn’t consist of a serious problem as familiarization with the mechanism would
reduce the registration time.
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CHAPTER 1. INTRODUCTION

The world as we know it today is marked by the technological evolution that we
face in our everyday life. This evolution has led to the digitization of tasks and routine
procedures in the names of time-saving and ease. However, this entails information
storage on computer infrastructures either on an individual or an organizational level.
Therefore, there is a great need of protection of those valuable data and the access to
services against attacks by non-authorized third parties. Security measures requiring
authentication are used through numerous devices and applications: ATMs,
computers, mobile phones, organization security entrances, websites, web-based
applications, automated transaction kiosks, safes, even padlocks and lockers.
There are three categories of authentication mechanisms as stated by O’Gorman
(2003): knowledge-based (e.g. PINs or passwords), object-based (e.g. smartcards or
bank-cards) and ID-based which mainly consist of unique individual’s numbers (e.g.
driving license, passport, national IDs etc.) and biometrics. However a lot of security
mechanisms have been developed that constitute mixtures of those categories (bank
cards, photo-IDs, password and biometrics mechanisms etc.). Some of these systems
are not frequently used for various reasons. Biometric mechanisms, for example,
require a higher manufacturing cost, or raise privacy and ethical concerns. Objectbased mechanisms are vulnerable to impersonation caused by loss of the objects used.
As a result the most used mechanisms are the knowledge-based ones and mainly PINs
and passwords.
For many years, the research and development of those mechanisms was focused
on the technical aspect, trying to improve defences against attacks. However, lately,
the need to take into consideration the Human-Computer Interaction (HCI) aspect has
also been recognised. As long as the human is part of the security procedure two main
issues have to be regarded in order for the authentication procedure to be effective;
memorability and usability. The constant growth of number of cases where a
password or a PIN is required imposes severe memory/cognitive load on the users. As
a result users, intentionally or unintentionally, usually accommodate insecure
6

practices such as writing the passwords down, using obvious, short, same or similar
passwords in multiple cases (Adams & Sasse, 1999; Dhamija & Perrig, 2000). They
experience additional problems due to some organizational policies that require them
to adhere to multiple frustrating criteria: combinations of small and capital letters,
numbers and non-alphanumeric characters, strings of usually more than six characters
which shouldn’t resemble actual names or words and which should be changed
frequently. As it is easily understood passwords become highly unusable in the name
of security. The tradeoff between usability and security is a real challenge because
improving one aspect has serious implications on the other.
In order to eliminate usability issues that result from the use of multiple passwords
and PINs, researchers have made a turn to graphical authentication mechanisms that
replace the words with some sort of graphical representation such as drawings,
pictures etc. The various graphical systems that have been developed aim to reduce
the memory load of the users whilst providing increased security by using a big space
of available passkeys. One of those systems is GrIDsure (http://www.gridsure.com)
which effectively combines graphical authentication based on patterns with one-time
PINs and depends on recall rather than recognition . Although GrIDsure has many
advantages, it has been found that the effective pattern space is much smaller than the
available one since users tend to select predictable patterns (Brostoff, Inglesant, &
Sasse, 2010). Such a phenomenon makes the authentication mechanism vulnerable to
dictionary attacks: brute-force attacks based on guesses from dictionaries of
predictable passwords.
Prompted by the latter finding and based on other studies’ findings that
background images improve the effective pattern space (Dunphy & Yan, 2007) this
study aims to research whether background images on GrIDsure would affect the
users’ choice of patterns and what implications would that have on memorability and
usability. More specifically, our experimental design assigns two groups of users with
the task of logging in using the already existing version of GrIDsure and a version
with an image as a background. By comparing the results conclusions are drawn on
the patterns that users chose in the second version, on the ability to recall the pattern
after short-term and long-term periods and on the ease of use based on register and
log-in time requirements.
7

It is expected that users will choose more unpredictable patterns by relating them
to the content of the image. Another predicted finding is that the images will help the
users remember more easily the patterns over longer time intervals. On the other hand
it is supposed that the registration will last longer for the users that will have
background images however, it is investigated what that time difference is.
Subsequently, the rest of this report is divided into four chapters; Literature
Review, Experimental Procedure, General Discussion and Conclusion. In Literature
Review, there is a detailed account of this study’s background and the motivating
issues behind it. The Experimental Procedure section fully describes the procedure we
followed to conduct the experiment, as well as the results that have emerged from the
data analysis regarding the hypotheses made prior to the experiment. In the
Discussion chapter the implications of our findings are explored and they are
compared to findings of other relevant studies. Finally, the Conclusion summarises
the key ideas that are presented through this study followed by its outcomes.
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CHAPTER 2. LITERATURE REVIEW

This chapter consists of four distinct sections where reference to existing literature
is made on the topics that relate to the current study. In particular, section 2.1 is about
how graphical passwords have evolved and their types, section 2.2 describes the
functionality of how GrIDsure works and which issues have been recognised, section
2.3 presents how people respond to visual stimuli and how they choose patterns, and
in section 2.4 the need for Persuasive Technology is considered and how it may be
implemented in such an authentication mechanism.

2.1 Graphical Authentication
The main weakness of knowledge-based authentication using alphanumeric
strings is the fact that it relies on precise recall, something which the human memory
finds more difficult to accomplish than recognition, according to psychological
studies (Rock & Engelstein, 1959; Shepard, 1967; Monrose & Reiter, 2005). As
stated by those studies, the human brain performs much better in recognizing and
recalling images than words, an effect called the picture superiority effect (Nelson,
Reed, & Walling, 1977). This is the main foundation of the rise of graphical
authentication. Additional explanations of this effect include the suggestion that
images take a more detailed representation in the human memory and are related to a
rich perceptual meaning which leads to semantic knowledge

(Nelson, Reed, &

McEvoy, 1977; Dewhurst & Conway, 1994).
According to the type of cognitive activity that is required to be performed during
the authentication, the graphical authentication systems are classified as: recognition
based, pure recall based and cued recall (Wiedenbeck, Waters, Birget, Brodskiy, &
Memon, 2005; Dirik, Memon, & Birget, 2007). In recognition-based systems the user
has to identify an image from a large collection according to their choice during the
registration phase. These systems may be easy-to-use, but they involve recognition of
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many images, which can take a long time and may be frustrating for the user. Pure
recall-based graphical systems require the user to retrieve from memory the graphical
passcode and enter it for authentication, just like password-based mechanisms do.
These systems, whilst quick, convenient to use and incorporating graphical schemes
or images, face the same problems as alphanumeric passwords do: they input high
memory load on the human, especially when there is a number of different passcodes
to remember, or when those passcodes become more complex in order to enhance
security against dictionary attacks. Cued recall-based systems were first introduced by
Wiedenbeck et al (2005). In these systems the user has to recall the graphical
passcode with the aid of some kind of cue. The pioneer of cued recall systems is
Blonder (1996), whose patented system includes an image which is shown to the user,
who must then select specific points on that image, according to their prior selection
during the registration stage. Cued recall makes it easier for the user to retrieve the
correct passcode from his memory, but it’s not as easy as simple recognition of an
image.
A slightly different categorization of the graphical authentication mechanisms is
proposed by De Angeli, Coventry, Johnson and Renaud (2005), into Cognometrics,
Locimetrics and Drawmetrics. Cognometric systems are essentially the recognitionbased systems which present a series of images to the user requiring him to choose the
correct one(s). Locimetric systems, much like cued recall systems, rely on the
selection of particular regions or points in an image that constitute the passcode.
Finally, the Drawmetric systems require drawing an outline figure in order to
authenticate.
Following Blonder’s original Locimetric scheme, numerous similar systems have
evolved. Click Passwords (Kirovski, Jojie, & Roberts, 2006) and Passpoints
(Wiedenbeck, Waters, Birget, Brodskiy, & Memon, PassPoints: Design and
Longitudinal Evaluation of a Graphical Password System, 2005) allow arbitrary
images to be used and are based on the same concept: the user has to choose a
password consisting of a sequence of clicks in an image and during the logins he/she
has to click close to the selected points within a certain tolerated distance. However
these systems, which were designed in order to replace passwords, have the
disadvantage of requiring some distance tolerance around the click pixel, resulting in
10

the decomposition of the image using one or usually more grids; this, however, does
not eliminate the possibility that users will click on the grid’s border, which may
result in frustration for the users. A slightly different mechanism which is a
combination of Cognometric and Locimetric system is Cued Click Points (CCP)
(Chiasson, van Oorschot, & Biddle, Graphical Password Authentication Using Cued
Click Points, 2008) and its improved version Persuasive Cued Click Points (PCCP)
(Chiasson , Forget, Biddle, & van Oorschot, 2008). This system, instead of clicking
several times on the same image, consists of one click point per image for a series of 5
images. Each one of them is displayed according to the previous click-point, so the
users immediately know whether they have made an error or not. Even though this
system is less vulnerable against dictionary attacks it requires more time for logging
in due to the system’s response and connection features.
The most well-known Drawmetric system is Draw-a-Secret (DAS) according to
which the users have to draw a figure on a grid that consists of multiple “strokes” and
“pen-up” events (Jermyn, Mayer, Monrose, Reiter, & Rubin, 1999). The enhanced
version is BDAS (Background Draw-a-Secret) involving a background image
integrated behind the grid in order to enhance user’s memorability and encourage
them to select hard-to-guess passwords. Another system, a combination of Locimetric
and Drawmetric scheme, is Jiminy (Renaud & Smith, Jiminy: Helping Users to
Remember Their Passwords, 2001) which consists of a grid filled with characters
superimposed on an image, and the user is expected to find the hidden password
according to template he/she has chosen during the enrolment. Jiminy has the serious
usability drawback of requiring artefacts for finding the password; the printout of the
image with the grid and the templates that help the user to retrieve the password when
lining it up with the printout.
In recent years, especially due to the growing popularity of touch-screen devices,
research on graphical passwords has grown significantly and many systems have been
launched in the market. The most obvious example of graphical authentication is the
screen unlocking pattern that is used in the Google Android OS (Shabtai, Fledel,
Kanonov, Elovici, Dolev, & Glezer, 2010) as well as the equivalent unlocking pattern
in the forthcoming Microsoft Windows 8 OS.
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2.2 The GrIDsure System
GrIDsure is also a Locimetric mixed with Drawmetric graphical authentication
system, similar to Jiminy’s principle, which combines the graphical scheme of a 5x5
grid, where users are required to choose a Personal Identification Pattern (PIP), with a
One-Time Passcode (OTP). The one-time password schemes have significant security
advantages as reported in relevant studies (Haller, 1994; Jermyn et al., 1999). As
presented in those studies, these schemes are mainly useful for network-based systems
where there exists the threat of network eavesdroppers capturing the password while a
transaction between the secure authentication server and the user is taking place.
Using a one-time password scheme, each time of transaction, the password is different
than the previous one according to knowledge that is shared between the server and
the user. Thus, GrIDsure combines the security aspect of including a one-time
passcode with the usability aspect of graphical patterns. Moreover, GrIDsure is
suitable for situations where graphical authentication input is not available, such as
ATMs, in contrast with the other aforementioned graphical systems.

Figure 1. a) Registration Stage, b) Authentication Stage

During the registration stage, the user is asked to select a memorable pattern
(which can be either a shape or unrelated cells of the grid) and the order (left to right,
top to bottom etc.) of the 4 cells that compose this pattern on the 5x5 grid. This
pattern is what the users need to remember each time they have to authenticate
themselves. For example, as shown in Figure 1.a, the user can select a check markshaped pattern consisting of the cells K, Q, M and I. Each time authentication is
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required, a grid appears with random numbers in the cells and some repetitions of
them. The user is now required to input as a PIN the numbers that correspond to the
selected pattern. For instance, in Figure 1.b is shown that the PIN would be 4,1,3,7,
the numbers that are occupying the K, Q, M and I cells. During the next
authentication the numbers in the cells will be different, so the user would enter a
different PIN, consisting of numbers that would correspond to the chosen pattern.
Studies have shown that GrIDsure is a good authentication system in terms of
security and usability. According to Brostoff, Inglesant and Sasse (2010) GrIDsure is
responding well to usability requirements: the concept of matching a pattern to onetime PINs is easy for the users to understand and use, and the patterns are accurately
remembered. Furthermore, as it is stated in Weber’s report (2006), the available PIP
space is much larger than the traditional 4-numbered PIN space, in particular there are
390,625 possible PIPs in contrast to 10,000 possible PINs, which means that it is
much harder for an attacker to guess the user’s pattern than a traditional static PIN.
However, GrIDsure is not the perfect authentication mechanism regarding
security. It is not secure against online phishing, camera monitoring (Bond, 2008) and
in situations where multiple captures of the one-time passcode and the grid are
possible (Brostoff, Inglesant, & Sasse, 2010). The main drawback, that is reported in
studies on GrIDsure as well as on similar authentication mechanisms (such as DAS),
is related to the fact that users, in favor of memorability, tend to choose predictable
patterns, which makes specific patterns more common than others (Nali & Thorpe,
2004; Bond, 2008; Brostoff, Inglesant, & Sasse, 2010), resulting in a significant
reduction of entropy. There are observed particular characteristics of the chosen
patterns, such as symmetry (Nali & Thorpe, 2004), which enables a categorization of
them with implications of being easy-to-guess, and eventually shrinks the available
pattern space to a much smaller effective pattern space. In Brostoff, Inglesant and
Sasse’s study (2010) those categories include shapes like lines, squares, split pairs,
diagonals, corners and diamonds. It was also noted that the majority of the users chose
a traversal order that is “natural” to the users such as top-to-bottom, left-to-right,
clockwise and cross-wise.
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The main aim of the current study is to explore a way of enlarging the effective
pattern space by implementing background images to GrIDsure’s grid. The results in
Dunphy and Yan’s background implementation on BDAS are quite encouraging,
showing that when using the background images people tend to choose more
complicated passwords and any predictable chatacteristics are reduced. Furthermore it
was shown that the memorability of the selected patterns was improved and that more
complicated patterns with BDAS were equally as well-remembered as the simpler
ones with DAS.

2.3 Visual Attention, Memory and User Choice
In order to select images as backgrounds for GrIDsure, there is a need to
understand how human attention works, what stimuli influence it, what characteristics
have an effect on memory and finally what kind of images users prefer.
At first, the eye notices any differences in the brightness and the geometry of the
images (Messaris, 1994). That way, a basic outline sketch is constructed including the
information of where the objects are and their boundaries in the image. The cognitive
process that takes place is the comparison of those objects to existing patterns in the
human’s memory in order to be recognised and translated into a conceptual meaning
(Renaud & De Angeli, 2004). During the pattern recognition, visual attention is
affected by high-level and low-level factors (Osberger & Maeder, 1998). Low-level
factors are apparent image features that cause simple and fast cognitive processing. In
particular, the most important low-level features are: contrast, size, shape, colour,
brightness, orientation, lines etc.

On the other hand, high-level factors involve

heavier cognitive activity with memory feedback and include features such as
location, foreground/background, people and context. In general, also according to
Gestalt laws, objects that differ from their surroundings instantly attract one’s
attention. More specifically, as it is stated by Dondis (1973), the viewer mentally
imposes a vertical and horizontal axis to the images and any object that doesn’t fit
within the balance and parameters implied by those axes instantly attracts attention.
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This idea of balance and symmetry, mirror symmetry in particular, is directly
related to the notion that people recall symmetric images much more easily than
asymmetric ones (Attneave, 1955; Wagemans, 1995; Thorpe & van Oorschot, 2004).
But memory, more precisely Long Term Memory (LTM), works in a more
complicated way than just relying on symmetry. According to Mandler and Ritchey
(1977) and Madigan (1983), people hold in their memory the individual components
and the relations between them that compose an image, which means that, essentially,
a conceptual meaning of the image is stored in the LTM, not an image copy. As a
result, the content and the organization of image strongly influence memorability.
Moreover, images that may have a positive effect on the viewer could be highly
memorable (Bradley, Grenwald, Petry, & Lang, 1992). Finally, in many studies it is
mentioned that a content which is semantically meaningful to the individual viewer
can make the image easier to remember (Anderson, 1999; Wiedenbeck, Waters,
Birget, Brodskiy, & Memon, 2005; Chiasson, Biddle, & van Oorschot, 2007). In
particular, an image consisting of content which could be directly associated with
one’s experiences or already stored information in the memory, should make it much
easier for him/her to initially select and subsequently remember a pattern in GrIDsure.
Research has pointed out that people have specific preferences in terms of images
in graphical authentication systems. The most common observation is that many
people prefer images with “clickable points”, i.e. easily identified image areas within
the image

(Wiedenbeck, Waters, Birget, Brodskiy, & Memon, 2005; Chiasson,

Biddle, & van Oorschot, 2007). However, this fact may have serious implications in
the predictability of a pattern chosen based on such a picture (Renaud & De Angeli,
2004). Finally it was found that users dislike visually cluttered images.
Another issue that should be taken into consideration is that having an image as a
background, therefore imposing an additional cognitive burden by getting the user to
visually process the image and relate a pattern to it, is going to make the registration
phase more time-consuming (Dhamija & Perrig, 2000; Renaud & De Angeli, 2004).
Nevertheless, this highly depends on practice of the users (Dunphy & Yan, 2007).
Even when the passwords were first used, the registration phase lasted much longer
that it lasts now, so choosing patterns on images in GrIDsure should gradually require
less time.
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2.4 Persuasive Technology
Thus, since the security is highly influenced by user choice of patterns, the great
usability challenge for this study is how to make users choose less predictable patterns
and therefore increase the effective pattern space. As mentioned by Chiasson, Forget,
Biddle and van Oorschot (2008) an authentication system must encourage users to
choose strong passwords while, at the same time, being usable in terms of
memorability. In other words, users must be persuaded by the authentication system
itself to select paterns that wouldn’t easily be categorized. Such a system should be
designed with regard to the principles of Persuasive Technology.
The study of Persuasive Technology was first introduced by Fogg (1998). The
main concept is that an interactive technology of any form (computer, mobile device,
website, application etc.) can change a user’s attitudes or behaviour. As Fogg
proposed, this technology has an intent on changing the user’s habits in some way,
according to the designer’s or producer’s intention. So, a system like GrIDsure would
function as a “tool” inheriting endogenous intent, as it would provide the user with the
cognitive ability to associate a more complicated pattern to something easily
memorable, which they wouldn’t be able to do if the designer hadn’t intentionally
designed the system that way. According to Fogg’s theory, Forget, Chiasson and
Biddle (2007) proposed a framework of core persuasive principles according to which
computer security systems should be designed.
Effectively persuading the users to choose stronger passwords can be quite
complicated. The simplest method that has been used to persuade them into selecting
hard-to-guess patterns is giving them instructions. It has been proven that providing
instructions to the users has a serious effect on their choices of passwords (Yan,
Blackwell, Anderson, & Grant, 2004). Hence, instructions were used in Brostoff,
Inglesant and Sasse’s study (2010) about GrIDsure, encouraging the users to select
patterns “that they think other people will find it hard to guess”. Several other
methods have been proposed and used, such as password managers and using tools
like password strength meters (Florencio & Herley, 2007). However, these tools have
the drawback of burdening the users with additional effort and sometimes there is a
lack of appropriate feedback available to the users. Furthermore they have an
16

“imposing” character by forcing people to come up with strong enough passwords,
which is another factor behind their limited success. Another reason why those tools
may have not been so successful is that they could possibly annoy the users and turn
them against the system or simply make them ignore the security implications.
(Forget, Chiasson, & Biddle, 2007). Moreover, the system shouldn’t impose system
generated passwords, but guide the users to select memorable passwords by being as
discrete as possible in order to be effective.
The proposed GrIDsure enhancement with background images is unobtrusive,
whilst it can persuade the users to select more complicated, hence stronger passwords.
The persuasion in that case acts on an obscure cognitive level by encouraging users to
choose patterns that are related to the content of the image, dragging them away from
the usual, predictable patterns. Of course, that could possibly have the impact of
making a new categorization possible, relating to the content of the image. For
instance, using an image where there are many elements with bright colours over a
dull background could lead to a taxonomy of predictable patterns based on the areas
of the image where these coloured elements are.
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CHAPTER 3. EXPERIMENTAL PROCEDURE

In order to find out the impact of the background images on the user’s choice and
the usability of GrIDsure, an experiment is required to be set up. The experiment was
conducted online, during which we sent emails to the participants asking them to
register in a system using GrIDsure and to login three times with different time
intervals between them as follows:
-

immediately after the registration;

-

4 days later;

-

a further 10 days later.

The main effects that were investigated were the differences between the users
who used GrIDsure with background images, and those who used the simple version
of GrIDsure. Having collected the required data, in order to identify if any
categorization was possible, a comparison of the patterns that users chose in each case
was made, and using statistical analysis and SPSS, the registration and login times
were examined, as well as the number of errors made during the login stages. After
the experimental phase, the participants were asked to fill in a short questionnaire
with questions about the use of GrIDsure.
Essentially, our study aims at giving insight into whether driving the users with
visual stimuli of images in GrIDsure is effective at persuading them to choose more
complicated patterns than using GrIDsure without background. At the same time we
need to understand what implications this would have on the memorability and the
usability of the background-enhanced GrIDsure in terms of both time and errors. The
literature research indicates that using the background images will encourage the
users to choose patterns that won’t be easily categorised into usual shapes, as they are
more likely to be related to the content of the images. So we are testing whether this
dominates over the initial inclination of people to select predictable patterns, and to
what extent this actually occurs. Furthermore, there is evidence that this will require
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more time for the users, at least in the registration stage; however, with practice,
during login stages the time is expected to be reduced.
According to the study’s aims and the expectations that follow the literature
research, the following hypotheses were derived:
H1. The use of background images will persuade the users to choose patterns that
will be harder to categorize into basic shapes (e.g. patterns that are more secure
because they are harder to guess).
H2. The background images will help the users to more easily remember the selected
patterns over longer time intervals, thus they will make fewer errors.
H3. The registration time will be longer for the participants using the GrIDsure
versions with the images.
In order to test the hypotheses, we used the Authentication Performance Tool
(APET). The decision to run the study online was based on multiple reasons. First of
all, we needed a relatively big number of participants to perform three tests during a
time period of 15 days. If this were a lab study, we would have needed several
participants coming into the lab multiple times. Unless there was a high incentive
involved for all the participants it was unlikely that we would have been able to
recruit them. Since the resources needed to incentivise this number of participants
were not available, we chose the online solution. Furthermore, the online study would
mean that the users would participate under more realistic circumstances. The only
requirement would be for them to have an Internet connection and to check their
email account frequently.
In this chapter a detailed reference of how the experiment was designed and
conducted is made, as well as of the data analysis procedure and the deduced results.
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3.1 Image Choice
There were three variations of GrIDsure used in this study. The first one was the
simple GrIDsure without any background and the other two contained an image as
background. Following the image analysis that was made by Renaud and De Angeli
(2004) for the pictures they used in the system they developed, called “Jiminy”, we
chose the image of a map of London’s centre and the image of a room.

Figure 2. GrIDsure with a background of London's map.

London’s map (Figure 2) was chosen because people remember things better
when they are associated to personal experiences and in general things they already
know, so using the map image would hopefully motivate the users to select patterns
based on places on the map that, for any reason, already exist in their memory. That’s
why the central London was selected as it is familiar to almost every person living in
this metropolis. The visual elements of the map are soft, without features in high
contrast, of bright colour or of any kind of particular irregularity. Perhaps one minor
exception may have been the areas’ names which we tried to evenly distribute
throughout the grid. Therefore, without specific elements attracting the user’s visual
attention, the pattern choice is totally based on cognition. This implicates that it is
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expected for the participants having this background to spend more time during the
registration stage than the other participants.
Unlike the map image that was chosen in Renaud and De Angeli’s study, the
image of London was chosen instead of Europe. The reason is that many participants
chose Glasgow as a starting point, as the study also mentions. That should have been
expected because the participants were students in the University of Glasgow, which
should have been regarded as a confounding variable in the experiment. In our case,
since we intend on recruiting random people, not just students from UCL, it is
unlikely to garner a similar result (i.e. having as a starting point the area of
Bloomsbury). Moreover, it is quite likely that the participants would choose the
country/place of their origin, so someone who just knows a few personal details about
them would be able to guess parts of their pattern without much effort. In the instance
of London’s centre, it is quite unlikely that the participants would be living in an area
included in the image, so such a piece of information would be useless to the potential
attacker.

Figure 3. GrIDsure with a background of a room.

The second image chosen was the image of the room that was used in Renaud and
De Angeli’s study (Figure 3). The choice of a room was made because it is an image
with easily identifiable items of everyday life. There was much research done about
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finding an image of a room that would be suitable in our case but the specific image
was chosen as it has a lot of appropriate features according to the aforementioned
visual attention analysis. There is enough balance in the image, as there is an obvious
horizontal axis. Vertically, even though it is more weighted on the right with more
objects, the human’s preference for the lower left-hand quadrant would
counterbalance it (Dondis, 1973; Renaud & De Angeli, 2004).
Furthermore, in the specific image, there are a lot of items that could easily attract
the visual attention of the users either because of contrast or shape, or semantic
represenations. Therefore, this picture comes into accordance with people’s expressed
preference of clickable points, without being visually cluttered. The candles, the
flames, the chair, the paintings, the portrait, the fireplace, the edges and corners of the
bookcase, and irregularities in the books’ arrangement are some of the stimuli that
people could easily choose. That doesn’t mean that there are some areas in the image
that people would be more likely to choose, as there is at least one of those elements
in almost every cell of the grid.

3.2 Methodology
During this section, a fully detailed description of the design and conduction of
the experiment is given. It is divided into four subsections: Participants, Materials,
Design and Procedure.

3.2.1 Design
The experiment had an unrelated samples (or between subjects) design. There is
only one unrelated samples independent variable (IV):
-

the use of background images.

Since there is only one IV, that means that its levels are the conditions of the
experiment. So there are two conditions:
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-

no use of background images (control condition), and

-

use of background images (experimental condition).

The experimental condition is divided into two subconditions: use of London’s
map as a background and use of a room image as a background. The primary aim is to
investigate what impact using a background image will have, and subsequently to
research if there are any differences according to the type of image. To this end, we
implemented three different versions of GrIDsure. One with the simple grid as it is
used by default, and two with a background image.
The three dependent variables (DVs) of the experiment are:
-

type of patterns selected,

-

duration of registration (measured in seconds),

-

number of login errors.

They were logged by the web application that was used for the experiment (the
patterns can be found in Appendix C), The DV “duration for registration” contributes
to rejecting or confirming hypothesis H3 and “number of login errors” is associated
with hypothesis H2. The DV “types of selected patterns” contributes to rejecting or
confirming hypothesis H1.
Initially, we also intended to compare the login times of the users over the
different time intervals. But, during the modification of the GrIDsure’s code, with the
existing programming knowledge it was impossible to modify the background image
of the grid during the login, so instead of integrating the images as backgrounds, they
were placed next to the grid, serving as a visual aid to the participants (see Appendix
D). Having implemented that alternative to the experiment, it is expected that since
this implementation requires additional cognitive effort from the users to relate the
pattern with the image and then relating the correct cells with the numbers on the grid,
the login times would be higher than normal. Even though that expectation exists it is
not transformed into a hypothesis since it is based on technical limitations, not on
facts related to the experiment. The login times were recorded in order to investigate
how the participants would perform over the different time intervals.
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3.2.2 Participants
The participants were approached through various avenues. Emails were sent to
students within the UCL Interaction Centre (UCLIC), the UCL’s Computer Science
Department, UCL Psychology Department’s Subject Pool and to contacts of the
experimenter through social networks such as Facebook. The total number of
responses for participation we got from those emails was 81. So we equally
distributed the participants to two groups, 41 to the no-background (control) group
and 40 to the background (experimental) group. In the background group we divided
the participants into two subgroups, with half of them having London’s map as a
background image and the other half having the room image. However, only 39 of
them completed the experiment as the other 42 dropped off at some point. Of these 39
respondents, 21 of them were assigned to the no-background group and 18 were
assigned to the background group. From the latter, 8 completed the experiment with
the London map as a background, whilst the remaining 10 had the room background.
The participants’ education level was particularly high as 86% had university
experience. Their current location was mainly within United Kingdom and Greece.
Twenty-three of the participants were university students, from various backgrounds,
who were mixed with 17 participants working on different fields such as Interior
Design, Electrical Engineering, Law, Mechanical Engineering, Sales etc. Their ages
ranged from 18 to 54, with 25-30 being the most common group in the experiment. In
each group, the ages and the genders were mixed by randomization. However, in the
subgroup of the participants who had London’s map as a background, we ensured that
all of the users were currently living in London, so that they would be familiar with
the map. Furthermore, all of the users were notified during the recruitment email that,
once they would have completed the experiment, they would be entered in a draw for
a £50 Amazon voucher.
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3.2.3 Power Analysis
In order to estimate the sample size that would give a reasonable chance of
detecting effects of the independent variable on the dependent variables as statistically
significant, a power analysis was conducted. Based on Cohen’s study (1992) the
significance level (that is the criterion probability below which we should reject the
null hypothesis) is considered as the standard value of α=0.05. The power is set at the
standard value of P=.80. Initially, according to the research, the effect size (i.e. the
estimated difference that the IV makes to the values of the DVs) between the
conditions is considered to be medium. As it is described in Cohen’s paper the desired
number of participants for each group is 64, meaning that we need 128 participants in
total.
However, as was mentioned in the previous section, the number of participants
that finished the experiment was much smaller than expected. In that case, in order to
maintain the power of the study on a high level, that is to keep a high probability of
not failing to spot a difference that actually exists, conventions had to be made. Based
on Ellis & Dix’s paper (2006) and Dix’s presentation on “Proving Things” it is
understood that even though a real effect may exist, it might not be found to be
significant according to the statistical analysis. Therefore, according to the table in
Cohen’s study (1992), it is understood that a smaller sampler size would require a
slight change in the significance level. It was decided to slightly increase the alpha
value to .07, so that an effect would be more likely to show up as statistically
significant, given the small participant number, without increasing the risk of being
too optimistic and therefore commiting a type I error; that is rejecting a null
hypothesis when it should in fact be accepted.

3.2.4 Apparatus
APET was developed in the Computer Science Department of UCL for the needs
of an MSc thesis by Alexandros Trepeklis (2008). It is a web-based application that
enables the researchers to create and manage online authentication experiments using
various mechanisms. When an experiment is set up with the appropriate
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authentication mechanisms, the participants’ email addresses are loaded and emails
are sent prompting them to visit a link and authenticate using those mechanisms.
Specific features of the interaction while authenticating or registering are being
logged for analysis. As other UCL students have used this application for their MSc
theses (Jhawar, 2010; Polyviou, 2010), GrIDsure had already been developed.
However, slight modifications were made in the HTML code in order to create two
further versions of GrIDsure with the background images integrated.
Apart from APET, a short questionnaire was also created in order to get the
participants’ opinions and discover how they performed the experiment. The data that
were collected were being analysed through the IBM Statistical Package for the Social
Sciences (SPSS) Statistics 19.

3.2.5 Procedure
Initially, a recruitment email was sent to people via email, or through the UCL
Psychology Department’s Subject Pool (Appendix A - Recruitment Email). A short
brief of the experiment, the aims and the procedure was presented in order for the
users to decide whether they would like to participate or not. Once the email
addresses of the 81 volunteers were collected, the experiment was set up in APET
using the three variations of GrIDsure. The 81 participants were equally and randomly
distributed in the control and experimental group, and within the experimental group
the participants were divided into the two subgroups (London’s map group and room
group).
The first e-mail of the experiment (Appendix A – 1st Email) sent to the
participants included a template information sheet, and a consent form (Appendix A –
Information Sheet, Consent Form) which the users had to read and agree with in
order to proceed to the experiment. After reading the information sheet and the
consent form, specific instructions were given to the participants for the experiment’s
procedure. They were asked to click on a link which directed them to GrIDsure’s
registration page, where they had to choose their personal pattern after inputting their
email address. The application provided them with the necessary information
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throughout the whole procedure. After registering and verifying their pattern, they
were directed to a webpage of an imaginary online game, which was created for the
needs of the previous MSc theses that used GrIDsure. However it was decided that
keeping the redirection to that webpage would be beneficial as it gave a more realistic
character to the whole experiment without requiring the participants to take any
further actions. It served as an end-point, a confirmation of success. Finally, the
participants were asked to complete the registration stage within 24 hours so that the
time intervals would be the same for everyone.
The second phase took place 4 days later when a second email was sent to the
participants (Appendix A – 2nd Email). Again, the participants were instructed of what
they should do in order to login to APET. The third (final) email (Appendix A – 3rd
Email) was sent 10 days after the second one, in which they were informed that this
was the last stage of the experiment, where they would be required to login for a third
and final time and also fill in the relevant questionnaire (Appendix B –
Questionnaire). In order to further motivate them, in all of the emails they were
reminded of the incentive and the fact that they would be entered into the prize draw
after completing all of the experiment’s stages. All of the screenshots from the
registration and login stages are included in the Appendix D.

3.3 Results
In this section the results of the data analysis are presented, divided into 6 sections
according to the content of the analysis.

3.3.1 Chosen Patterns
During registration, the patterns that the users selected were logged (Appendix D).
In previous studies (Nali & Thorpe, 2004; Bond, 2008; Brostoff, Inglesant, & Sasse,
2010), the patterns were categorized according to common shapes. A similar
taxonomy application was attempted in our study as well (see Table 1).
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The taxonomy is simple and was developed after examining the patterns that the
users chose. The letter shapes were patterns that formed a letter, such as T, V, Y, W
etc. In the no-background group, the Tetris and the letter shapes were the most
popular (13 out of 21). Only one pattern, constituting the 4.7%, was complicated
enough to be left out of this taxonomy. In the background group, there is a large
increase in the uncategorisable patterns, as 38.9% (7 out of the 18 users) chose a
pattern that didn’t fit in this taxonomy or in any basic shapes, which in terms of
security is better since it would be harder for the attacker to guess the pattern. The
Tetris shapes were again popular (4 out of 18, 22.2%) and the rest of the users were
almost equally distributed in the rest of the categories.

Shape

Group
No Background
Background

Line
Square
Diagonal
Corners – centre
Letter shape
Tetris shape
Uncategorisable

2
3
2
0
5
8
1

2
1
1
2
1
4
7

Total
4
4
3
2
6
12
8

Total

21

18

39

Table 1. Taxonomy of chosen patterns’ shapes.

Shape

Group
No Background
Background

Predictable
Unpredictable

20
1

11
7

Total
31
8

Total

21

18

39

Table 2. Taxonomy of chosen patterns’ predictability.

A chi-squared test using SPSS was performed, according to which there is a
statistical significant association between the “Shape” and the “Group” (χ2 = 11.672,
df = 6, p = .07, significant). Making a second categorization according to the
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predictability of the patterns (see Table 2) and conducting a second chi-squared test
(χ2 = 6.923, df = 1, p = .009) enforces the assumption that the users that have an
image as a background select patterns that would be more difficult to predict.
Those results support the theory about persuasion and visual attention as it is
evident that the participants who used the background enhanced GrIDsure system
chose more complicated patterns. Such a result confirms the hypothesis H1 that “The
use of background images will persuade the users to choose patterns that will be
harder to categorize into basic shapes”.

3.3.2 Registration Time
The time required for registration was measured and the distribution of the logged
times is presented in Figure 4 as well as the means and medians in Table 3.

Figure 4. Registration time distribution.
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Time (sec)
Mean
Median

Group
No Background
136
107

Background
199.5
148.5

Table 3. Means and medians of Registration Times

From both the table and the graph it is obvious that there is an important
difference between those two groups. Running an independent samples T test in SPSS
(t (37) = 1.917, p = .063) indicates that this difference is statistically significant since
we have defined the alpha level at .07. That result was expected considering that a
background image imposes another level of cognitive load on the user by requiring
him to recognize and make an association between the image and the pattern. Hence,
hypothesis H3, that “The registration time will be longer for the participants using the
GrIDsure versions with the image”, is confirmed.

3.3.3 Errors
In order to test the memorability of the chosen patterns under each condition, the
login errors were recorded over the three times the users were required to authenticate
themselves (immediately after the registration, 4 days later and 10 days after the
second login). Table 4 presents the attempts made for a successful login as well as the
success rates.
Performing chi-squared tests for the first login time (χ2 = .027, df = 1, p = .871),
the second login time (χ2 = .013, df = 1, p = .911) and the third login time (χ2 = .880,
df = 1, p = .348) didn’t show any statistically significant relation between the required
login time and the different groups. That leads to rejection of the hypothesis H2, that
“The background images will help the users to more easily remember the selected
patterns over longer time intervals, thus they will make fewer errors”.
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Group
Attempts

No Background
1 Login 2nd Login 3rd Login
14
19
19
5
1
1
2
1
1
st

1st
2nd
3rd
Success
rate

19/21
(90%)

20/21
(95%)

Background
1 Login 2nd Login 3rd Login
13
15
16
3
2
2
2
1
0

20/21
(95%)

st

16/18
(89%)

17/18
(94%)

18/18
(100%)

Table 4. Attempts for successful login and success rates.

3.3.4 Login Time
As previously mentioned, the technical difficulties that were encountered during
coding GrIDsure did not make it possible to integrate the images as backgrounds in
the grids during the login stages, but we provided them next to the grid as a visual and
memory aid. Thus it would not be appropriate as the times would include the
additional effort for the users matching the correct cells on image to the ones on the
grid. In fact, conducting independent samples T tests for the timed logins, the second
(t (37) = .219, p = .828) and the third (t (37) = .930, p = .358) showed that it wasn’t
possible to detect a statistically significant difference between the login times and the
group. That means that no concrete conclusions can be drawn (either positive or
negative) on the effect of the background images on the login times.

Login
Time
(sec)
Mean
Median

Group
No Background
2 Login
3rd Login
46
30.6
30
23
nd

Background
2 Login
3rd Login
49
40
38
34
nd

Table 5. Mean and medians of Login Times.
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Nevertheless, by having a look at the means and medians at Table 5, there is an
obvious decrease in the login time required for both groups even with a long interval
of 10 days between the second and the third login. Even with the cognitive effort that
our design burdened the user with, the average difference of the login times between
the two groups doesn’t seem to be big enough. That could mean that a better
implementation could possibly deliver better results, regarding the login times of the
background group.

3.3.5 Image Comparison
Although a comparison between the two images and how they affect users’
performance is not included in this study’s hypotheses, we tried to investigate whether
any substantial differences exist. However, because of the small number of
participants that completed the experiment, and therefore the small number of users in
each background subgroup, any conclusions about the differences would risk being
invalid. In order to have an 80% chance (Cohen’s recommended level of power) to
detect a statistically significant difference in the time of the second login, at an alpha
level of .05, 54 participants would be needed per image group. For the third login, the
test would require 237 participants per image group.

Time
(sec)
Mean
Median

Subgroup
London’s Map Background
Room Image Background
nd
rd
2
3
2nd
3rd
Registration
Registration
Login Login
Login
Login
201
148

40
30

36
24

198
171

55.6
56

43.2
44

Table 6. Registration and Login times for the two background subgroups.

If any preliminary indications can be inferred from those few participants’ results
(see Table 6), then it could be argued that during the login stages, there is less time
required for the users having the London’s map as a background than the room image.
That could possibly be interpreted as stronger association of the patterns related to the
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map with the memory than the image, because they could be related to personal
experiences that are more dominant in the human’s brain. Of course such an
indication is not entirely valid since, as previously mentioned, the number of
responses is not large enough to conduct meaningful statistical tests.

Shape
Line
Square
Diagonal
Corners – centre
Letter shape
Tetris shape
Uncategorisable

Subgroup
London’s Map
Room Image
Background
Background
1
1
0
1
0
1
1
1
1
0
2
2
3
4

Total

8

Total
2
1
1
2
1
4
7

10

18

Table 7. Taxonomy of chosen patterns’ shapes in each background subgroup.

Attempts
1st
2nd
3rd
Success
rate

Subgroup
London’s Map Background
Room Image Background
st
nd
rd
st
1 Login 2 Login 3 Login 1 Login 2nd Login 3rd Login
6
7
7
7
8
9
0
1
1
3
1
1
2
0
0
0
1
0
6/8
(75%)

8/8
(100%)

8/8
(100%)

10/10
(100%)

9/10
(90%)

10/10
(100%)

Table 8. Attempts for successful login and success rates in each background subgroup.

The patterns that users of the background group chose are shown in Table 7. It is
evident that the participants selected unpredictable patterns more than any other
common shape in both of the subgroups (37.5% in London’s map and 40% in room
image subgroup, or 39% altogether). However, the majority of the users didn’t choose
an unpredictable pattern. Moreover it is found that in the room image subgroup, the
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users that selected unpredictable patterns had some chosen cells in common, such as
the big portrait and the big candle. On the contrary, the unpredictable patterns in the
London’s map subgroup didn’t seem to have any cells in common.
As far as it concerns the errors made and the successful logins, it can be argued
that background images are not affecting the memorability in a negative way since the
success rates, as shown in Table 8, are particularly high. However, this is just a first
indication, not a statistically valid extrapolation.

3.3.6 Questionnaire Results
After the completion of the login stages, the users were asked to fill in a short
questionnaire regarding the experience they had using GrIDsure (see Appendix B for
complete results). A chi-squared test (χ2 = 20.103, df = 8, p = 0.01) for the difficulty
that users encountered in using GrIDsure (Figure 5) showed that the participants who
used the simple GrIDsure version found the mechanism easier than others.
Specifically, the “most difficult” version was the one with the room image as a
background.

Figure 5. Difficulty of GrIDsure according to the users' opinions.

It was also found that half of the participants in the background groups associated
the background image with the selected pattern (e.g. they answered “Yes” to the
question “Did you use the image in any way, in order to choose your secret
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pattern/shape?”). From those participants only 22% wrote down the selected patterns,
while 27% of the participants that either didn’t use the background image or didn’t
have one did the same. That indicates that in case a bigger sample was available, it
would probably be noticed a smaller tendency of the users that selected a pattern
based on the image to write down the pattern. Such an observation would mean that
people feel more confident when selecting an image-based pattern, or would
remember it more easily.
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CHAPTER 4. GENERAL DISCUSSION

The hypotheses established before the conduction of the experiment were tested
against the results that were obtained from the data analysis. That gave us insight on
how the image backgrounds would affect GrIDsure’s usability in a potential
background-enhanced version of it. It was found that the images had a positive effect
on the pattern choice as they persuaded users to select unpredictable backgrounds.
Furthermore, as it was expected, the users in the background group spent more time
on average in the registration phase than the ones in the no-background group. Even
safe conclusions about the errors that the users made and the time they spent during
the login stages could not be derived with absolute certainty since statistically
significant differences were not detected, thus the hypothesis that background images
would enforce the memorability of the users, in contrast to the simple version of
GrIDsure, had to be rejected. Nevertheless, the indications are that login times are
reduced as the users become more familiar with the authentication mechanism.

4.1 Limitations
Before discussing in depth the results and their implications, it is essential to take
into consideration the limitations that were encountered during the study. The most
severe one concerns the sample size of the study. The total number of participants
who completed the study ultimately came to just 39, which meant that there was
really small participation in each group and especially in the two background
subgroups. Since this study relies on quantitative data, more participants would be
necessary (as first calculated in the power analysis) in order to ensure that there would
be highly significant results. The limited number of participants also prevented a
statistical analysis to be conducted, as far as it concerns the comparison of the two
background images.
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There are multiple reasons for ending up with a small number of participants. The
fact that, at first, many more participants agreed to take part in the experiment but
then dropped it at some point later on, suggests there should be a bigger motivation
than the draw for a £50 Amazon voucher for the participants to take part in the study.
In that case it is likely that more people would volunteer in taking part as well.
Furthermore, a larger number of participants would eliminate the need to change the
significance level, thus resulting in a higher level of probability of the results being
valid.
Another limitation is the technical difficulties that were confronted during the
implementation of GrIDsure. It was possible to use the images as backgrounds only
during the registration stage. In the login stage, because of the randomisation of
numbers inside the grid, it was impossible to implement the images as backgrounds
with the existing programming knowledge. The alternative that was employed was to
add the image next to the grid as a supplementary aid. This implementation probably
altered the login times as well as people’s opinions about the difficulty of the
authentication mechanism. However, this prompted us to think of novel uses of
backgrounds supplementing GrIDsure, such as showing the background on the user’s
mobile instead of the screen which would probably have positive impact on the
security, since the attacker wouldn’t be able to easily acquire the image.
A third problem was the out-of-context environment of the experiment (Dunphy
& Yan, 2007). If users were asked to use GrIDsure in order to protect and get access
to more valuable information for them, such as emails or bank details, they might
have used more complicated patterns than the ones they eventually chose. Finally,
another constraint that could possibly have affected the results is the limited time
available for conducting the study. In order to observe the differences in terms of
memorability over long periods and the effect of familiarisation with the system a
study with more and possibly longer time intervals would be ideal.
Even though those factors posed severe difficulties in our study, some significant
findings were discovered as well as some indications for probable direction of results.
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4.2 Exploitation of Pattern Space
A primary goal of studies on graphical authentication systems is to enhance the
effective pattern space by encouraging the users to choose more complicated patterns.
Whilst many persuasive elements have been used effectively by researchers (Chiasson
, Forget, Biddle, & van Oorschot, 2008; Brostoff, Inglesant, & Sasse, 2010) we
implement the simple persuasive element of background images, following Dunphy
and Yan’s (2007) successful study. The main contribution of this study is that we
have proven that we can significantly increase the strength of patterns chosen by users
in GrIDsure, by superimposing GrIDsure’s grid on an image background. However,
the percentage of the users in the background group that chose patterns based on the
images was only 50%. Some of them may have been prevented from doing so due to
the lack of personal meaning of the image or the lack of “hotspots” that would
particularly attract their attention.
Regarding the latter, it was noticed that the patterns selected on the room image
background that couldn’t be categorised had at least two cells in common; the ones
including the big portrait and the candle on the desk. As it is stated by Renaud and De
Angeli (2004) it is really difficult (if at all possible) to find a “perfect” image that
would maintain a balance between attraction of visual attention and predictability. An
image like that would probably require elements of equal visual “attractiveness” to be
placed in every cell of the grid. On the other hand, that would probably increase the
visual clutter in the image with the result of frustrating the users. Such an issue can
only be resolved by using images that would be more easily related to one’s previous
experiences. London’s map indicated that it could be more suitable, contradicting the
aforementioned study’s findings that it would increase users’ errors.
An additional factor that may influence people’s choice about whether or not to
use the background picture for their pattern selection is the quality and the size of the
image. If the size of the grid, and therefore the size of the image, is small, then the
level of detail that can be included is very low. In that case it is most likely for the
users not to utilise the background. The larger the grid and the image get, the higher
the level of details that can and will be included; hence the users will be more inclined
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to select image-based patterns. However the size of the image would mainly depend
of the context of use and the available or appropriate displays.
Hence, this study has come up with significant evidence that using backgrounds
enables a better exploitation of the cells in the grid in more unpredictable ways that
would be more secure against dictionary attacks. Thus, an extra level of security
added to the unique personal knowledge and one-time PIN scheme that GrIDsure
uses.

4.3 Usability and Memorability
The usability of the system has been affected in terms of time. The registration
stage required more time for the users that were in the background group, which is
caused by the extra information that they have to process on a cognitive level.
However, this time would probably get reduced in an environment where GrIDsure
was more widely used, as people would become more familiar with the mechanism
and the process. This is underlined by the indications that the login time was reduced
during the last login stages.
It was not possible to come to a safe conclusion about the memorability of the
patterns selected based on the images, as there wasn’t any significant difference
between the errors made by the participants in the two groups. However, the error
rates were very low, showing that the enhanced GrIDsure version did not impose
difficulties upon the users when remembering their patterns. Another lead to that
assumption is that there was not any noticeable increase in writing down the patterns
by the users that utilised the background images. Of course these are just indications,
not statistically proven findings; therefore a more extended study is necessary.
There is also observed a small difference between the login times of the two
background groups, suggesting that the patterns that users in the London’s map
subgroup chose were more easily memorable as they would probably be related to
personal experiences. This is a matter that would be interesting for further
investigation as it would be useful to observe how people would select the patterns if
39

they had as a background the map of the city where they were living. Such a study
would have to take into account the risk of attackers familiar with the users being able
to know some locations that users might use.
Even though the findings on usability and memorability are not sufficient for safe
conclusions to be drawn, the leads presented here reveal the path that any upcoming
relating studies should follow.

4.4 Further Research
Reviewing the results of this study and moving one step further, there are many
issues that should be investigated in the future, in order to improve GrIDsure in all
aspects.
It must be further investigated what kind of images are more appropriate and what
implications integrating a user-related city’s map would have. Moreover, a larger
scale experiment has to be conducted to ensure that there are no negative
consequences on usability and memorability from the use of backgrounds. The
memorability in relation to time intervals longer than 10 days has to be tested, as well
as the effect of repetitive exposure of the participants to the mechanism in relation to
familiarisation.
A very important aspect which should be taken into consideration is the context of
use. Factors such as grid and image size (thus level of detail), more realistic scenarios
where the mechanism would protect important information for the users, and use in
systems that GrIDsure is more likely to be used would probably influence the users on
the choice of patterns. For example if this authentication mechanism is to be used in
ATMs there is the limitation of the size screen, however such a use would suggest that
the pattern would protect the users’ money, so it would be interesting to see what the
users’ strategies on pattern selection would be. Finally, testing on use of multiple
images or multiple patterns on the same image would have to be done if GrIDsure
was to be widely used, as nowadays users have to authenticate themselves in an
extensive number of services.
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CHAPTER 5. CONCLUSION

In recent years, graphical authentication mechanisms have been gaining popularity
in research and commercial use, and continue to do so today. GrIDsure is a
particularly promising authentication mechanism as its scheme of using a personal
pattern combined with a one-time PIN has many advantages regarding the aspects of
security and usability. During this study it was investigated what effects the
implementation of background images to the grid would have in an attempt to
eliminate the main disadvantage of people choosing common or predictable patterns,
which are vulnerable to dictionary attacks.
This enhancement of GrIDsure is based on the theories of visual attention,
cognition and persuasive technology. According to those theories, the images on the
background would encourage users to select more complicated patterns based on the
images’ content. According to the analysis of the data that emerged from the
experiment, it has been statistically proven that significantly more users chose
complicated passwords when using GrIDsure with background images. This was
achieved while maintaining memorability, as the users neither made more errors nor
wrote down the patterns more than those who used the simple GrIDsure version.
Moreover, even though the registration lasted longer for those users, it was indicated
that the login time was reduced as the users got more familiar with the mechanism.
It was not possible to draw safe conclusions about the difference between the map
and the room image. Furthermore, it was observed that an image like the room would
probably include “hotspots” which users would more likely include in their patterns.
On the other hand, images like maps would probably encourage users to select totally
unpredictable patterns for an attacker. In that case though, further research is needed
to investigate whether they would select patterns that any person would be able to
guess when armed with some basic information about the user. Finally, it is suggested
that further investigation should address issues such as in-context use of the
mechanism, more and longer time intervals as well as use of multiple patterns.
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APPENDIX A

Recruitment Email

Hello,

I am an MSc student in UCL and I am currently working on my final project
researching usability issues about an alternative authentication mechanism to PINs. In
order to carry out my research I need participants for an online study.
Participants will be contacted by email, three times during July. The first time you
will be required to register by choosing your passcode with this mechanism and verify
it, and the other two times you will be asked to simply login to the site using the
passcode you selected. The registration phase won’t last more than 5 minutes whereas
the login stage won’t last more than 2-3 minutes. In the end you will be asked to fill in
a short questionnaire. The only requirement is to check your email inbox at least once
every two days.
As a reward for your participation, you will be included in a draw for a £50
Amazon voucher! If you are interested in participating please reply to
loukas.dimitropoulos.10@ucl.ac.uk declaring your interest. Your help will be much
appreciated!

Loukas Dimitropoulos
UCL MSc Student
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1st Email

Hello,
Thank you for participating in this study!
This is the first of the three emails you will receive during July. Here are the steps
you need to follow during the first phase – these steps take at most 10 minutes to do in
total:
1.
2.
3.
4.
5.
6.
7.

Read the template sheet and the Consent form that are attached to this email.
Click $link$ to get directed to the website where the study takes place.
Enter the email address you use to read this email.
Fill in the sort form about you.
Follow the instructions given on the next pages.
When you are asked for the claim code enter: 123.
Wait for the website to finally direct you to a webpage of an imaginary online
game called Barter World. This is of no importance to you. By the time you
reach this page you will have completed the first phase of the study and you
will just have to check your emails daily for the next email!

Please finish this phase without taking breaks, within 24 hours of receiving this
email. Remember, you will have to complete all three phases in order to enter the
draw for the £50 Amazon voucher!
Thank you for your time!
Loukas Dimitropoulos
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Information Sheet

Template Information Sheet for Participants in Research Studies
Title of Project:

Effect of background on pattern choice and
memorability using GrIDsure.

This study has been approved by the UCL Research Ethics Committee [Project ID
Number]: 20110621
Name, Address and Contact
Details of Investigators:

Sacha Brostoff,
Department of Computer Science, UCL, Malet Place,
WC1E 6BT, London

We would like to invite you to participate in this research project. You should
only participate if you want to; choosing not to take part will not disadvantage you
in any way. Before you decide whether you want to take part, it is important for you
to read the following information carefully and discuss it with others if you wish.
Ask us if there is anything that is not clear or you would like more information.

Details of Study
The research aims in investigating the usability of a variation of an alternative
authentication mechanism to PINs. You will be required to create a pattern on a 5x5
grid according to which you will enter one time PINs each time you login. Your
participation includes the registration phase, when you will be asked to select the
pattern, and three login phases, one after the registration, one after 4 days and the
last one after 10 days. During the registration you will be asked to provide some
personal information such as date of birth, ethnicity etc.
It is up to you to decide whether or not to take part. If you choose not to
participate it will involve no penalty or loss of benefits to which you are otherwise
entitled. If you decide to take part you are asked to read and agree with the consent
form. If you decide to take part you are still free to withdraw at any time and
without giving a reason.
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Consent Form

Informed Consent Form for Participants in Research Studies
Title of Project:

Effect of background on pattern choice and
memorability using GrIDsure.

This study has been approved by the UCL Research Ethics Committee [Project ID
Number]: 20110621

Participant’s Statement

By following the link on the email I received, I agree that I have:


read the information sheet and/or the project has been explained to me
orally;



had the opportunity to ask questions and discuss the study;



received satisfactory answers to all my questions or have been advised of an
individual to contact for answers to pertinent questions about the research
and my rights as a participant and whom to contact in the event of a
research-related injury.



I allow my anonymised answers to questionnaire questions to be used in any
academic publications, conference presentations related to this project, and
in educational settings.



I allow the records of my use of the system to be used in any academic
publications, conference presentations related to this project, and in
educational settings.

I understand that I am free to withdraw from the study without penalty if I so wish
and I consent to the processing of my personal information for the purposes of this
study only and that it will not be used for any other purpose. I understand that such
information will be treated as strictly confidential and handled in accordance with
the provisions of the Data Protection Act 1998.
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2nd Email

Hello,

This is the second of the three emails you will receive during July. Here are the
steps you need to follow during the second phase – these steps take at most 3 minutes
to do in total:
1. Click $link1$ to get directed to the website where the study takes place.
2. Enter the email address you use to read this email.
3. Enter the passcode by typing the numbers that correspond to the pattern or
shape you chose during the first phase.
4. When you are asked for the claim code enter: 123.
5. Wait for the website to finally direct you to the Barter World imaginary
game’s webpage. Again, this is of no importance to you. When this page
loads, you will have finished the second phase. Check your mails regularly for
the last email!
Please finish this phase without taking breaks, within 24 hours of receiving this
email. Remember, you will have to complete all three phases in order to enter the
draw for the £50 Amazon voucher!

Thank you for your time!
Loukas Dimitropoulos
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3rd Email

Hello,

This is the last of the three emails you received during July. Here are the steps you
need to follow during the second phase – these steps take at most 5 minutes to do in
total:
1. Click $link1$ to get directed to the website where the study takes place.
2. Enter the email address you use to read this email.
3. Enter the passcode by typing the numbers that correspond to the pattern or
shape you chose during the first phase.
4. When you are asked for the claim code enter: 123.
5. Wait for the website to finally direct you to the Barter World imaginary
game’s webpage. Again, this is of no importance to you. When this page
loads, you will have finished the third phase.
6. After reaching the final page, please answer this short anonymous
questionnaire:
https://spreadsheets.google.com/spreadsheet/viewform?formkey=dHZ3SGhp
QWpWOHEyNExwMXRETjdlSWc6MQ.
Please finish this phase without taking breaks, within 24 hours of receiving this
email.
Thank you for completing the experiment related to my study! You will be now
entered the draw for the £50 Amazon voucher!

Thank you for your time!
Loukas Dimitropoulos
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APPENDIX B

Questionnaire

GrIDsure study Questionnaire

* Required

Age: *
○ 18-24
○ 25-34
○ 35-44
○ 45-54
○ 55+
Gender: *
○ Male
○ Female
Educational level: *
○ Secondary School
○ High School
○ University Degree
What is your occupation? * ………………………..
Which GrIDsure mechanism where you asked to use? *
○ a grid including the numbers.
○ a grid including the numbers and having a London's map as an aid.
○ a grid including the numbers and having a picture of a room as an aid.
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What did you think of the difficulty of the mechanism? *

Difficult

1

2

3

4

5

○

○

○

○

○

Easy

Did you write down your secret pattern? *
○ Yes
○ No
Did you use the image of the map/room in any way, in order to choose your
secret pattern/shape? *
○ Yes
○ No
Did you think the image of the map/room was useful in choosing your secret
pattern/shape? *

No

1

2

3

4

5

○

○

○

○

○

Yes
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Questionnaire Results

Question

Age

Gender
Education

Occupation

What did you think of the
difficulty of the
mechanism?
1:Easy, 5:Difficult
Did you write down your
secret pattern?
Did you use the image in
any way, in order to choose
your secret pattern/shape?
Did you think the image
was useful in choosing
your secret pattern/shape?
1: Not at all, 5: A lot

No
Background
18-24
25-34
35-44
45-54
Male
Female
University
Degree
High School
Student
Unemployed
Other
1
2
3
4
5
Yes

4
12
3
2
12
9

Group
Background
London’s
Room
Map
Image
2
4
4
5
1
1
1
0
4
7
4
3

19

7

10

2
10
1
10
7
9
3
1
1
5

1
7
0
1
1
2
2
3
0
1

0
6
1
3
0
0
3
4
3
4

No

16

7

6

Yes

-

4

5

No

-

4

5

1

-

3

3

2
3
4
5

-

1
1
2
1

1
2
2
2
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APPENDIX C

Patterns selected by the participants. The numbers indicate the order in
which the cells were selected.

No Background Group
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Background group

London’s map subgroup

56

Room image subgroup
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APPENDIX D

Screenshots of the registration and the login stages that the users went through.

Registration Stage

No Background Group

Step 1. Verify the email address
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Step 2. Select pattern

Step 3. Verify pattern - 1st login
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Step 4. Successful login page (displayed for a few seconds, and then automatic
redirection to Step 5)

Step 5. Final page of the imaginary game. Stage Complete.
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Background Group
London’s map subgroup
Step 1. Verify the email address

Step 2. Select pattern
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Step 3. Verify pattern - 1st login

Step 4. Successful login page (displayed for a few seconds, and then automatic
redirection to Step 5)
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Step 5. Final page of the imaginary game. Stage Complete.

Room image subgroup
Step 1. Verify the email address
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Step 2. Select pattern

Step 3. Verify pattern - 1st login
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Step 4. Successful login page (displayed for a few seconds, and then automatic
redirection to Step 5)

Step 5. Final page of the imaginary game. Stage Complete.
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Login Stage

The login stage consisted of exactly the same steps as the registration stage,
excluding Step 2.
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