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ABSTRACT	
  
This project explored the role of the browser in user-centred identity management.
Identity management refers to representation of people and other entities in computer networks,
providing a basis for reputation ownership and authorization (Jøsang et al., 2005). Authentication
is central to identity management systems, allowing service providers to verify users and
mediate access to certain resources. Identity management systems are scalable and costeffective for service providers, but not necessarily for humans (Jøsang & Pope, 2005). Users are
issued with an identifier and a password for each service they transact with. This becomes
problematic for users, who manage 25 accounts on average (Florêncio & Herley, 2007). While
credential management is difficult for users, the web identity experience creates other usability
problems. Interfaces for logging in and creating accounts vary from service to service, forcing
users to relearn the interface for every site. Users are taught to type their name, secret
passwords, and personal information into any input form that appears on their screen, with no
comprehensible framework for evaluating the authenticity of a service (Cameron, 2005). The
study evaluated user perceptions toward the browser as a usable identity buffer, or layer, that
provides a predictable and consistent mechanism for logging in, creating accounts, and
managing existing accounts. Ten participants were interviewed during a two-part study. The first
part explored the strategies employed and difficulties participants experienced with managing
their online accounts. The second part evaluated a browser prototype, which comprised a Think
Aloud session with using a browser prototype for three key identity management tasks. The
study revealed a range of complex strategies that participants employ to manage their
credentials. Participants indicated a preference to develop personal techniques for account
management, in contrast to using dedicated password management software. However,
participants were generally receptive to the idea of using the browser to manage their
credentials, with some favouring specific use cases over others, and expressing security
concerns with the current design. The study led to a number of insights on the subject of usercentred identity management, including perceptions to federated identity, and participants’
comfort when using their real name in online interaction. The study highlighted avenues for
future research and design implications for user-centred identity management.
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Chapter	
  1.	
  Introduction
Identity management refers to the representation and recognition of entities in computer
networks (Jøsang, Fabre, Hay, Dalziel & Pope, 2005). Identity representation is fundamental in
electronic interaction, providing a basis for reputation ownership, access control, and
authorization (Jøsang et al., 2005). Authentication is a significant part of identity management,
and refers to the technical mechanism that allows users to tell services who they are. It provides
a mechanism to control access to services and resources, and answers the questions:
1. Who is the user?
2. Is the user really who they represent themselves to be?
Cameron (2005, 2006) defined a central problem statement for web identity: the Internet
was built without a way to know who and what you are connecting to. With this native identity
layer missing, web services have created what Cameron dismisses as ad hoc workarounds, with
usability problems that creates a cost for both users and businesses. Jøsang and Pope (2005)
argue that the common architecture of web identity has tended to favour service providers over
people. Identity management systems are cost-effective and scalable for the service providers,
but not necessarily for humans: the major model of web identity requires users to manage a
growing number of credentials. While identity on the server side has been automated, users are
still expected to cope with credentials through memorisation.
Two major models of identity architecture are defined: the isolated user identity model,
and the federated user identity model (Jøsang and Pope, 2005). In the first model, the most
common, the service provider acts as identifier provider and credential provider. In the latter
model, a user authenticated with one service is considered authenticated by another, effectively
reducing the number of credentials the user has to manage. The federated model has sought to
address the inefficiencies with the isolated model, yet implementations such as OpenID have
been shown to miss the mark in providing a cohesive user-centred solution to web identity
(Yahoo!, 2008; Sun et al., 2010).
Research on authentication usability has tended to focus on passwords, and less on the
wider aspects of web identity usability. A distinct problem is how to assist users with managing
an increasing number of credentials for disparate services. In addition to a password, users
manage a service name, a unique identifier, and the combination of this information. The
average user manages 25 web accounts (Florêncio & Herley, 2007). Passwords are expected to
remain memory-based information. Research on human memory, as well as ethnographic
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observations of user behaviour, indicates that credential memorisation is not a reasonable
expectation for users (Adams & Sasse, 1999; Anderson, 2001).
The role of the browser in providing a usable buffer between user and service provider
has received only a little attention from researchers in HCI. While password management
programs provide system support for users, the standalone nature requires tasks to be
interrupted in order to claim a password. Browser add-ons improve this by providing contextual
support, but are limited to expert users. This project evaluates an integration of identity with the
browser that provides identity support as a basic standard, increasing exposure and
accessibility to web identity management. It evaluates the browser’s role in minimising the
problems users have with managing a growing number of credentials, providing a consistent
user interface for authentication, account creation, and account management.
The project is divided into 6 chapters. Chapter 2 is a synthesis of research on identity
management, outlining frameworks that inform and evaluate identity systems, reviewing and
discussing the advantages and disadvantages of approaches that have aimed to improve
identity management usability. The final part of chapter 2 identifies a research gap. Chapter 3
addresses the gap, describing the rationale behind a browser prototype design decisions, and
the study methodology for evaluating identity management in the browser. Chapter 4 presents
an analysis of the study results in two parts: the first part discusses the themes that arose during
semi-structured interviews around users’ struggles with and perceptions to identity
management; the second part discusses the themes that arose during a task-based Think Aloud
evaluation session with the browser prototype. Chapter 4 discusses the implications for design,
and chapter 5 sums up the project with central takeaways in the conclusion.
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Chapter	
  2.	
  Literature	
  Review	
  
The focus of the project is user-centred identity management. The literature covered
here provides background and context to central issues in identity management, which leads to
the definition of a research gap and the evaluation of a browser-based identity management
solution. This chapter explores the concept of identity at a high level: the principles that inform
identity systems on and offline (2.1), and at a low level: identity usability issues that directly
affect users in a web context (2.2). It highlights a research gap (2.5) and helps to set the scene
and provide context for the evaluation of user identity that is managed in the browser, covered in
chapters 3 and 4.

2.1.	
  Identity	
  and	
  identity	
  systems	
  	
  
2.1.1.	
  Introduction	
  
Historically identity systems have served the purpose of mediating what an individual
can or cannot do in a social environment. Many organisations seek to obtain proof of individuals’
identities to ensure their rules are followed (Rahaman & Sasse, 2010). This is no less true for
identity systems on the web, which share the same basic principles. Poorly implemented identity
systems have a negative impact on community wellbeing, undermine trust, and detract from
public value (Inglesant & Sasse, 2007). Web identity systems introduce their own set of
complicating factors. Users are apprehensive about sharing information with web services,
which is fed by their lack of control over what happens to their data after it is sent. Users
respond to these fears by providing fictitious information, rejecting cookies, or avoiding
transactions with certain web services (Lwin, Wirtz & Williams, 2007). While user information is
subject to data laws including the UK Data Protection Act (DPA), FTC Fair Information Practices
(FIP), and the Global Privacy Standard (GPS), there are softer guidelines and principles that steer
identity systems toward a human-centered focus, and help to reassure users about the
credibility of a service.

2.1.2.	
  The	
  laws	
  (and	
  flaws)	
  of	
  identity	
  management	
  systems	
  
Cameron specifically addresses the problem of web identity in The Laws of Identity,
defining seven principles that are used to inform a web identity metasystem. Cameron defines
an identity metasystem to mean “an interoperable architecture for digital identity that enables
people to employ a collection of digital identities based on multiple underlying technologies,
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implementations, and providers” (Microsoft, 2005). Cameron defined a central problem
statement for web identity: “The Internet was built without a way to know who and what you are
connecting to” (Cameron, 2005). With this native identity layer missing, Cameron argues, web
services have come up with ad hoc workarounds. As a consequence, the identity experience for
users is inconsistent and fragmented across silos: identity on the web is like “a patchwork of
one-offs”. Ad hoc identity solutions have a number of negative implications for users, who are
“burdened […] with different experiences at each website”, have no way of controlling or
remembering different aspects of their digital identities, and lack a reliable means of checking
whether a web service is authentic. Users have been led to expect an inconsistent experience
and have been taught bad habits: they are trained to enter their names, secret passwords, and
identifying information into almost any input box that appears on their screen (Cameron, 2005).
Businesses, too, suffer negative consequences: ad hoc solutions “render the system as a whole
fragile, and constrain the fuller realization of the promise of e-commerce” (Cameron, 2005).
Cameron’s laws aim to guide the design of a metasystem that will provide Internet users
with a “deep sense of safety, privacy, and certainty about whom they are relating to in
cyberspace”. They hint at the challenges involved in designing an identity metasystem, with a
plurality of technologies to consider while supporting the users’ needs to control her identity and
information:
1. User Control and Consent
2. Minimal Disclosure for a Constrained Use
3. Justifiable Parties
4. Directed Identity
5. Pluralism of Operators and Technologies
6. Human Integration
7. Consistent Experience Across Context
Playing on the title of Cameron’s framework, The Seven Flaws of Identity Management
(Dhamija & Dusseault, 2008) identify seven problem areas that identity management systems
need to address:
1. Identity management is not a goal in itself
•

Users are focused on primary tasks, which should be facilitated by the identity
management system.
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•

The identity management system itself should be something users want. Security
and identity management are secondary goals for users.

2. Users follow the path of least resistance
•

Systems are more likely to be adopted if they are easy to download, install, and
configure, including the authentication process and password interfaces, which
must become as easy as today's standard login to successfully compete.

•

Identity management should be integrated into the operating system or browser,
so that users don't need additional software or incur additional costs.

•

Make the path of least resistance the secure path.

3. Cognitive scalability is as important as technical scalability
•

Users face a burden of managing an increasing number of identifiers. To reduce
the memory burden, users reuse passwords for various accounts and, when
possible, choose the same or similar login names.

•

OpenID purports to solve this problem, but the implemented system imposes a
high cognitive burden on users.

•

Focusing on cognitive scalability, in addition to technical scalability, is key to the
success of identity management systems.

•

Reduce cognitive burden. Evaluate how your system will be used in the larger
context of other systems.

4. User consent could lead to maximum information disclosure
•

Users often encounter security-warning dialogs and consent to end-user license
agreements without understanding what they have read or consented to.

•

Asking for user consent more frequently only overwhelms users with more
choices.

•

Reduce the number of trust decisions users have to make. Don't try to achieve
consent by overwhelming users with more warnings, dialogs, and indicators.

5. We need mutual authentication (not just user authentication)
•

Phishing attacks illustrate that it's equally important for the user to authenticate
the IdP and RP.

•

User interfaces must be difficult to spoof and should help users know they're
communicating with the intended party.
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•

Support mutual authentication and help users detect spoofing attacks. Assume
that the system and users will be attacked and design with this in mind.

6. RPs want to control the customer experience
•

One obstacle is that RPs want to control the customer experience for many
reasons, including usability, privacy, and security.

•

RPs might be reluctant to participate in redirect-based schemes. Once a user’s
attention has been redirected, there’s a possibility that he or she might not return.

•

Offer RPs some control over the customer relationship, security of their accounts,
and user experience.

7. Trust must be earned (and is hard for users to evaluate)
•

Deciding who to trust is a difficult decision involving risk assessment.

•

Authentication schemes can be flawed, attacked, or poorly implemented.

•

Be vigilant about security risks and conservative with security claims. Solicit
expert security reviews and usability analyses before deploying systems.

Finally, Dhamija and Dusseault (2008) argue that to become a ubiquitous and wellunderstood technology, identity systems must integrate seamlessly into websites, be natively
supported by web tools, and strike the right balance between usability, privacy, and security.

	
  
2.1.3.	
  A	
  lived	
  experience	
  of	
  identity	
  
Rahaman and Sasse (2010) bring a different perspective and new principles to analyse
the properties of identity systems. For example, they argue that Cameron’s 2nd and 3rd laws of
minimal disclosure and justifiable parties do not go far enough to understand why an individual
would be reluctant to share information with a third party. A framework for understanding a
“lived” experience of identity helps evaluators understand a range of properties of an identity
system that has an impact on the individual.
The framework introduces 9 properties that can be used to analyse an identity system:

	
  

Control Points

The situations in which an individual’s identity
is required in order to proceed with a particular
function.

Subject Engagement

Whether an individual is an active or passive
participant in the use of the identity.
12

Identity Exposure

The level to which identity information is
exposed to third parties.

Expert Interpretation

The amount of human activity required to
collect and use identity information.

Population Comprehension

The level of understanding that the population
at large has of the techniques and
technologies used for identification.

Information Accuracy

The reliability of the information that is
collected, stored and used in the identity
system.

Information Stability

The rate with which the information stored in
an identity system changes over time

Subject Coupling

The degree of representativeness between the
captured identity and the relevant partial
identity of the individual in relation to the
purpose and context.

Information Polymorphism

The degree to which information can be used
for different purposes.

The properties together yield insights about why an identity system fails to meet the
needs of users. In the case of the Austrian Citizen Card, the low system uptake is linked to the
low benefit for individuals, as there are few instances where they can make use of their identity
(low number of Control Points), lack of understanding around digital signatures (high Expert
Interpretation), and a low level of Subject Engagement made for a system that neither met users’
needs nor motivated them to make use of their digital signatures (Rahaman & Sasse, 2010).
The framework applied to a Facebook case study helps to explain the strong negative
response from users after the News and Mini Feeds were introduced in 2006. The News Feed
reported ‘stories’ that Facebook users generated when they modified their profile information,
added a friend, or changed their relationship status. These stories were reported on the users’
Mini Feed on their profile, and to the central News Feed on the homepage of the service. The
introduction of the News and Mini Feeds created a strong backlash from users with the creation
of Facebook groups protesting the changes: “Students Against Facebook News Feed” and ‘‘I
Hate the New Facebook Format”. While many properties of the system remained identical, and
no new information had been made public, the introduction of the feeds had suddenly increased
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the Control Points of a user’s identity. Many users were unhappy with the sudden changes and
felt that their privacy had been compromised (Hoadly, Xu, Lee, & Rosson, 2009).

2.2.	
  Identity	
  models	
  and	
  architecture	
  
Understanding models of identity management on the web is central to understanding
its usability problems. This section describes two major identity models and the problems
associated with them. First, it is useful to define what an identity means in terms of computer
networks. An identity is a representation of an entity in a specific domain. It is usually related to
a real world entity such as a person or an organization, and consists of a set of characteristics.
For a web service user, an identity might constitute a username, password, and some
information such as date of birth and a secret password question. Jøsang and Pope (2005)
define a basic architecture of identity as being made up of entities, identities, and identifiers
(figure 1).
An entity could be a person or an organisation, and may have multiple identities, with
each identity consisting of multiple identifiers:

Figure 1. Correspondence between entities, identities, and identifiers (Jøsang & Pope, 2005)
The ability to represent entities is fundamental in online interaction, as it provides a basis
for other security constructs such as reputation ownership and access control (Jøsang and
Pope, 2005).
Authentication is a key part of identity management, and is a mechanism that allows
services to obtain answers to these questions about a user’s identity:
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1. Who is the user?
2. Is the user really who they represent themselves to be?
Authentication systems are based on the user providing evidence that they are who they
say they are. An identifier is supplied to answer the first question; users are then verified on the
basis of providing a physical token or secret knowledge that uniquely distinguishes them
(Ciampa, 2010). Passwords are the most common authentication mechanism (Zhang, Luo,
Akkaladevi, & Ziegelmayer, 2009). While passwords are a significant part of the problem with
credential management, another problem identified by Jøsang and Pope (2005) is in the
architecture of identity on the web. Jøsang and Pope (2005) describe identity management
systems as service provider-centric: they have been designed to be scalable and cost-effective
for service providers, but not necessarily for users. The isolated web identity model entails the
service provider acting as both credential provider and identifier provider to its clients, and the
user manages separate credentials for each service they sign up with (Jøsang and Pope, 2005).
Figure 2 is a diagram that shows how the isolated user identity model works. This model
requires users to manage credentials for each service they transact with, which creates a
problematic situation as the number of credentials increases.

Figure 2. The isolated user identity model (Jøsang & Pope, 2005)
Passwords are chosen by the user in accordance with some guidelines or generated
algorithmically, and are intended to reside only in the user’s memory. Comprehensive literature
supports the view that users are overwhelmed by password policies, and the difficulty of
choosing, remembering, and maintaining a growing number of accounts (Florêncio & Herley,
2010). In response to these difficulties, users select passwords based on words that are easy to
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remember, write passwords down, and reuse passwords they can remember (Adams & Sasse,
2001; Anderson, 2001; Gaw & Felten, 2006). The average user types their password 8 times per
day, owns 6.5 passwords, and shares them between 3.9 different accounts (Florêncio & Herley,
2007). Passwords are forgotten: approximately 1.5% of Yahoo users forget their passwords
each month (Florêncio & Herley, 2007). Numerous alternatives to using alphanumeric passwords
have been explored, but barriers prevent moving beyond them: diversity of requirements,
competing technical proposals, competing goals among stakeholders, scarcity of loss data, user
reluctance, and inability of a single organization to impose a solution (Herley, Oorschot, &
Patrick, 2009).
There is a conflict between security rules and what people actually do (Adams & Sasse,
1999; Anderson, 2008; Florencio & Herley, 2007; Herley, 2009). Security practices are
undermined because the human requirements for password systems are not being met (Adams
& Sasse, 1999). Successful password management is evidently achieved through a combination
of memory, paper transcripts, trial and error, and password resets (Florêncio & Herley, 2007).
With users managing an average of 25 different web accounts (Florêncio & Herley, 2010), it is no
longer be reasonable to expect users to memorise credentials. As the number of managed
accounts increases, so does the demand on memory (Adams & Sasse, 1999). Jøsang and Pope
(2005) argue that identity systems on the server side has been automated to manage identities
and authentication, so it is therefore natural to expect automation and system support of identity
management on the user side. The next section discusses the federated user identity model as a
contrast to the isolated user identity model.
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2.3.	
  Federated	
  user	
  identity	
  model	
  
Motivated by some of the inefficiencies with the isolated user identity model, the
federated user identity model aims to simplify the management process for users. Jøsang and
Pope (2005) note that despite the motivation to improve on the isolated user identity model, it is
far-fetched to expect a single federation domain to exist for all service providers on the web.

Figure 3. The federated user identity model (Jøsang & Pope 2005)
Federated identity protocols allow a user who is successfully authenticated with one
service provider to be considered authenticated by other service providers (figure 3). In these
models there is usually only one party responsible for allocating credentials and performing
authentication. SSO and federated identity models differ in one respect: with SSO there is no
mapping of user identifiers as the same identifier is used by every service provider (Jøsang &
Pope, 2005). Protocols for SSO and federated identity represent an ecosystem including
Facebook Connect, OpenID, SAML (Security Assertion Markup Language), and others. The
following section discusses OpenID, which had been regarded as a promising implementation of
SSO and an example of the federated user identity model. Focusing on OpenID in particular
helps to illustrate some of the challenges that federated models of user identity face.

2.3.1.	
  OpenID	
  
OpenID is an open authentication protocol that allows users to elect a chosen Identity
Provider, or even set up their own. The non-proprietary aspect of the protocol sets OpenID apart
from proprietary SSO protocols like Microsoft Live ID (previously Passport) or Facebook
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Connect. To authenticate with OpenID, users enter their OpenID identifier on supporting sites.
The identifier usually takes the form of a URL (Uniform Resource Locator). It may also take the
form of a XRI (Extensible Resource Identifier) i-name.
OpenID is made up of a number of elements that are defined below:

The individual who has signed up for an OpenID account to

User

access a number of different domains.
The web browser that implements HTTP/1.1

User agent

The URL or XRI that identifies the user

Identifier
Identity Provider

(IdP)

The service that assigns a user with an identity and performs
the authentication process

Relying Party

(RP)

The third-party service that delegates authentication to the
Identity Provider

OpenID is available on 50,000 websites, and there exist over a billion OpenID enabled
URLs (2011). It is supported by popular and influential web companies including Google, Yahoo,
AOL, IBM, Microsoft, PayPal, VeriSign, LiveJournal, and others (2011). OpenID’s vision is to
reduce frustrations with managing identity on the web. It provides an open protocol for SSO,
enabling a consistent and durable identity (or identities) that can be reused across the web.
A user signing up for a new account with a RP using OpenID would perform the following
steps:
1. Enters OpenID URL on RP site
2. Redirected to IdP to login
3. Confirms authentication with IdP
4. Confirms they want to create a new account with RP site
5. Successful registration
If the user is already logged into their IdP while accessing the RP, they are able to skip
the login step. The OpenID website advertises the benefits of using it as accelerating sign up,
reducing frustration with account management, allowing independent identity control, and
improving password security.
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OpenID has not been entirely successful in providing a solution to the issues associated
with the isolated user identity mode. Despite support from large Internet companies including
Google, Yahoo, AOL, and others, OpenID has struggled to attract a critical mass with users and
RPs. The problem has been defined as a chicken and egg problem with RPs lacking an incentive
to implement OpenID on their websites, and users unwilling to adopt SSO if it is used by only a
few RPs (Sun, Hawkey & Beznosov, 2010).
Apart from a lack of incentive to use it from both users and RPs, OpenID adoption is
hampered by other problems related to security, the time required to learn it, and its poor user
experience. Phishing risks are increased by its user experience, especially its use of redirects. A
malicious site could discover the users’ OpenID provider and redirect them to a fake provider,
which proxies the real provider, stealing users’ credentials. The time and cognitive load required
for new users to learn OpenID is greater than simply falling back on what they are used to in
terms of authentication. Other user experience relate to its user interface, discoverability, and
disruptive experience. Users are interrupted from tasks after OpenID fails to return them
immediately to the task at hand (Yahoo!, 2008).
A design problem is in how the OpenID user interface (UI) should be implemented
alongside the traditional authentication user interface, which has evolved over time after the
initial implementations of OpenID. The first OpenID UI implementations were simply an input box
where a user could enter their IdP URL. The concept of authenticating with a URL is difficult for
users who have learned to sign into a service by entering a username and password;
anticipating this issue, buttons were introduced for common IdPs in hope that the usability
would be improved. This introduced a problem of too many choices for the user. This
overwhelming array of buttons-as-choices with IdP logos being coined the NASCAR problem
(Messina, 2009), which is named after the advertising logo-covered NASCAR racecars. Figure 4
shows an example of the so-called NASCAR problem.
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Figure 4. The NASCAR problem: giving the user too many choices with an array of OpenID
provider buttons.
There have been efforts to minimize the usability problems described above. Sun,
Hawkey, and Beznosov (2010) address the central issues of poor user experience and a lack of
incentive for RPs to support OpenID by proposing a browser-based SSO solution. This solution
requires only minimal interaction from the user, and provides RPs with a clear incentive for
supporting OpenID. Sun et al. argue that the SSO-enabled browser would help increase
adoption of SSO by highlighting it as an alternative to conventional authentication. By integrating
SSO with daily web-browsing activities, the browser would drive use of SSO to reach a
necessary critical mass that would overcome the resistance of content providers to become
RPs.
Other efforts focus on pragmatic, incremental improvements for OpenID implementations in
practice. The Internet Identity Research team at Google has experimented with modifying user
interfaces to encourage the use of OpenID passively, requiring fewer interactions from the user
to use OpenID, and subtly challenging the status quo of passwords. The aim of these
experiments is to bolster the adoption of SSO without interfering with the experience users are
familiar with (figure 5).
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Figure 5. Google Identity Research: “LSO-style” login pattern.

2.4.	
  Connect	
  APIs	
  
APIs that support data sharing have sprung up on major social networks including
Twitter and Facebook. This term Connect has been taken to mean a wider set of data being
used to make up a user identity. David Recordon defined the anatomy of Connect as meeting
four criteria (2009):

Profile

“Everything having to do with identity, account management and profile
information ranging from sign in to sign out on the site I'm connecting with.”

Relationships

“Think social graph. Answers the question of who do I know on the site I've
connected with and how I can invite others.”

Content

“Stuff. All of my posts, photos, bookmarks, video, links, etc that I've created
on the site I've connected with.”

Activity

“Poked, bought, shared, posted, watched, loved, etc. All of the actions that
things like the Activity Streams project are starting to take on.”

Facebook Connect is a proprietary platform that was first announced in 2008, and is
part of the larger Facebook Platform. Facebook Connect has been successful in attracting a
large user base, and is implemented with 250,000 RPs who offer services, games, and comment
platforms using the Connect API. Like OpenID, Facebook Connect users sign into third-party
web applications and services using their existing account. Unlike OpenID, Facebook users can
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locate their friends, import profile information, and other information associated with their real
identity. The availability of data, large user base of 500 million active users (2011), and the viral
aspects of Facebook social sharing make a strong incentive for RPs to implement it. While
Twitter and Facebook are proprietary, an open platform for connect has been proposed for
OpenID, called OpenID Connect (2010). OpenID Connect is a very early draft proposal for
building OpenID on top of OAuth, which is an open protocol for authorization. OAuth allows
publishers to request more information about a user in a way that allows users to maintain
control over the specific information they share.

2.5.	
  Account	
  management	
  programs	
  
Gaw and Felten (2006) call password management programs “the digital equivalent” of
Post-It Note transcripts. Account management programs free users from password and
credential memorisation by allowing users to store multiple passwords in a single user file that is
protected by a master password. This section reviews two popular account management
programs, and discusses the approach in 2.5.2.

2.5.1.	
  Passpet,	
  Sxipper,	
  and	
  1Password	
  
There are numerous examples of programs that support credential management. This
section discusses Passpet, Sxipper, and 1Password, which are examples of account
management software. These are chosen as they support credential management and offer a
means of integrating with the web browser through an add-on.
Passpet (Yee & Sitaker, 2006) is an add-on that addresses the problems with password
reuse, phishing, and credential management. It addresses the password memorability problem
by using password hashing to turn a single memorised secret into multiple passwords for every
service. Users are able to log in to a service by clicking on the Passpet icon (figure 6). To defend
from phishing attacks, Passpet introduces ‘petnames’. Petnames allows users to assign names
to websites as a means of detecting imitation websites.
To provide better security and usability support, Passpet has made several tradeoffs: it
makes logging in more convenient at the cost of “a more involved process to change the user’s
secret”, reduces users’ memory burden through the introduction of an external dependency, and
supports non-SSL (Secure Sockets Layer) sites at the cost of some risk if non-SSL site
passwords are intercepted (Yee & Sitaker, 2006). Passpet does not address the issue with
multiple users of the same browser, or allow a way to associate different identifiers with an
identity.
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Figure 6. Passpet: one click on the Passpet button fills in a log-in form with a site-specific
password (from Yee & Sitaker, 2006).
Like Passpet, Sxipper is an add-on that seamlessly augments the users’ activities and
supports them as they use the web. It invites users to forget their passwords (2011), and helps
users manage their account information and fill in forms. It “saves you time by keeping track of
an unlimited number of usernames and passwords as well as the personal data you share every
day over the web”.

Figure 7. Sxipper: allowing multiple personas to be defined in its Firefox add-on.
Unlike Passpet, Sxipper allows users to create distinct personas (up to four) to use for
filling forms and associating with identifiers (figure 7). Sxipper stores passwords in the Firefox
password manager. On first use, Sxipper prompts the user to import information from the
address book and existing account information already saved in Firefox. Sxipper provides a
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consistent experience for authentication by intercepting the native interface. It prompts the user
with a login choice when they click a native form (figure 8).

Figure 8. Sxipper: anticipating login behaviour, providing a consistent interface for signing in.
1Password enables the user to protect their passwords in a vault with a master
password. Passwords are stored on the user’s local machine. Like Sxipper, it allows multiple
personas to be defined in the account manager. It offers an advantage over Sxipper by
integrating across multiple major browsers as well as Firefox. It uses the metaphor of a Wallet
for the management of information that would be kept in a real-life wallet, such as credit card
information, passport, social security number, and driving license.

Figure 9. 1Password: defining an identity.
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2.5.2.	
  Popularity	
  
Despite the support account management programs gives users, this approach is not
widely used. In a study, Gaw and Felten (2006) asked 49 undergraduate students to “bring
anything you use to help you remember your passwords (password lists, daily planners or
notebooks, digital assistants, copies of bank or travel statements, copies of items in your
Internet browser cache, etc.)” yet only 6 brought aids, including a travel statement, a daily
planner, and paper password lists. Gaw and Felten (2006) note that digital equivalents to
notebooks and day planers were “relatively unpopular”, and only a “few claimed to use an online
password manager like Gator eWallet or PasswordSafe.com, and few claimed to use software
password managers like Password Agent, Password Tracker, or Any Password”.
A study by Ciampa (2010) on KeePass password management applications sought to
understand why password management applications are not more popular. Out of 21
participants, only 2 expressed that they would use KeePass, and 10 stated that they would not
use KeePass or a similar application. Three main reasons were provided: no personal need for a
password management application, password management applications were inconvenient, and
the risk of an attacker stealing their master password and then having accessing to all stored
passwords (Ciampa, 2010).

2.5.3.	
  Browser-‐based	
  password	
  management	
  
Most browsers provide limited support for identity by allowing optional account and
password saving (figures 10—12). The user interface for saving usernames and passwords
assumes a single user of the browser (figure 9). In their study on passwords, Gaw and Felten
(2006) found that users preferred to use managers embedded in their browsers such as Internet
Explorer's AutoComplete, Netscape's Password Manager, and Firefox's Saved Passwords. Yet
these approaches were only moderately more popular than the standalone software for account
management. The reasons given included “browser password managers could allow unintended
users access accounts they should not”; and “browser password managers tie users to a
particular browser on a particular machine”. The first issue could be avoided with advanced
support for identity and better security mechanisms in place. The latter would be obsolete, Gaw
and Felten argue, “If solutions like Portable Firefox became more popular”. Portability of
browser-based solutions is also possible through syncing with a provider account, which is
currently supported by Google Chrome.
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Figure 10. Safari: storing website name and username.

Figure 11. Safari: AutoFill options.

Figure 12. Safari: AutoFill prompt.

Native browser support for password management is limited and does not attempt to
address the full range of problems that stem from the isolated model of user identity on the web.
Major browsers such as Safari, Chrome, Firefox, and Internet Explorer make use of the autofill or
autocomplete mechanism for filling forms. These browsers tend to assume a single user, and
lack support for the definition of multiple identities. In addition, the browsers do not provide
users with a consistent interface for logging in or signing up. Sxipper and 1Password are addons that have aimed to bridge this gap. However, these solutions are not universal, requiring
users to download and install the software, which limits accessibility to a percentage of users
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who take this initiative. Integrating account management support in the browser widens
accessibility, creating a more convenient experience for users. Integrating identity in the web
browser addresses several of the identity management flaws identified by Dhamija and
Dusseault (2008). The browser allows users to focus on primary tasks in the context of web
browsing, with security and identity management as secondary goals. It allows users to follow
the path of least resistance by not requiring them to download extra software such as add-ons.
Identifier management through the browser supports cognitive scalability as well as technical
scalability, taking the burden off the users' memories.

2.6.	
  Research	
  question	
  	
  
The literature review gave context to identity on the web and highlighted areas for
research. It described two different models of web identity: the isolated user identity model and
the federated user identity model. The first entails the creation of a new set of credentials for
each service used. As the result of this service provider-centric identity system, users manage a
large set of credentials for different service providers and are forced to develop their own
strategies for managing them. Users write their account details down, reuse the same password
for multiple services, and pick passwords based on words that are easy to remember, leaving
them open to dictionary attacks. The risks with identity mismanagement in the isolated user
identity model are large, and undermine their own security and the security of associated
entities.
The federated user identity model, and OpenID, has been viewed as panacea to some of
the problems. Despite being supported by a number of large Internet companies, OpenID has
fallen short of providing a better solution. OpenID adoption is hampered by a lack of incentive
for RPs to support the protocol (Sun et al., 2010) and faces competition from proprietary
protocols such as Twitter and Facebook Connect. Testing has found its usability lacking:
implementations of OpenID alongside traditional authentication are confusing, offering users too
many choices. Novice users lack an incentive to adopt OpenID. OpenID also invites the risk of
phishing, with malicious sites taking advantage of redirects that are part of the user experience.
HCI research on the potential of the browser to improve the identity user experience is
limited. Integrating identity in browser has been explored in a concept series by Mozilla Labs
(2010) and by Sun et al. (2010). Mozilla Labs explore concepts without evaluating the core ideas
with users. They argue that the web browser is already “the most trusted relationship in your life
online”, making it the ideal platform for supporting identity management (Mozilla Labs, March
2010). Identity to Mozilla means a “dense cluster of accounts, relationships, and other personal
information, spread across the Web and throughout all of your personal computing devices”.
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Sun et al. (2010) focus on a solution specifically for the federated identity model, by highlighting
to users opportunities to use their OpenID. Little research has been aimed at evaluating whether
a browser that provides support for a range of identity-related tasks — authentication, account
creation, account management — can be helpful to users. This project aims to bridge this gap
by evaluating the concept of managing user identity in the browser. The web browser is able to
address a number of problems with the identity user experience by providing a consistent
mechanism for logging in, signing up, and managing existing accounts. Information attributes
can be associated with an identity, and used to hasten the process of creating a new account
without re-entering information for every service.
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Chapter	
  3.	
  User	
  identity	
  management	
  in	
  the	
  browser	
  
3.1.	
  Introduction	
  	
   	
  
The browser can act as a usable buffer between the user and the service provider,
providing a consistent interface for managing credentials, signing in, and creating new accounts.
It is an opportunity to improve the overall web user experience by providing support for a range
of tasks associated with identity, and addresses specific problems that are produced by the
isolated user identity model. It can address the problem with the inconsistent authentication
experience by providing a consistent interface, and allows disparate credentials to be saved,
managed, and retrieved in context. Identity in the browser works by integrating the functionality
of password management software in the context users need it, increasing the value of
password management software for users, the likelihood that users will find the browser useful,
and that there will be a positive uptake of the program.
In addition to helping users sign in, create accounts, and manage their identities, the
browser is able to improve security by signalling to users when they are on a site that they have
not visited before, which can help to reduce the risk of being phished. The browser is also an
opportunity to highlight to the user when they are able to use their OpenID (Sun et al., 2010).
This addresses the discoverability problem that hampers OpenID adoption. These final two use
cases are not covered in the study, but represent further avenues for research and are examples
of other potential benefits of using the browser to improve the web identity experience.
This section presents an outline of the browser prototype that was created for part of
the evaluation in chapter 4. The design of the prototype is based on Mozilla Labs’ identity
concept series (2010), and research by Sun et al. (2010) on OpenID email enabled browser.

3.2.	
  Browser	
  prototype	
  	
  	
  
3.2.1.	
  Use	
  cases	
  
A prototype was built in Flash to demonstrate how the browser supports basic tasks.
Two prototypes were created to demonstrate the functionality, and were used in the evaluation
for task-based Think Aloud sessions (section 4). The prototype targeted different use cases:
1. Defining multiple identities
2. Logging in
3. Signing up
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4. Managing accounts
The rest of this section is a functional description of the use cases.

3.2.2.	
  Defining	
  multiple	
  identities	
  	
  
The browser allows users to define an identity that acts as an umbrella for a number of
identifiers, which follows the model described by Jøsang and Pope (2005). The user can define
and add as many identities as required. Identities are a collection of attributes that the user
themselves provide or import from their computer. Attributes might include their first name,
surname, home address, work address, email addresses, and any other personal information
they wish to share.

	
  
Figure 13. Browser prototype: logging into Google using a defined identity.

3.2.3.	
  Logging	
  in	
  	
  
The prototype provides a consistent interface for creating new accounts with services,
and for signing into existing accounts. Figure 13 shows how logging in works in the prototype.
When a user visits a site for which they have saved credentials, they are able to log into the
service by pressing the Log In button next to the URL element, and selecting the Identity they
would like to sign in with.
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The browser provides a clear visual indication of their status of being logged in, using
different colours to cue their status with a site. Once they are logged in, this status is signaled by
the presence of a label on the browser UI, shown in figure 14:

Figure 14. Browser prototype: colour-coded button elements.
If the user is logged in, the URL element button is green, displaying a key and their first
name. If the browser has credentials saved but the user is logged out, the browser displays a
blue Log In button users can click to select an identity to log in with. If the user visits a site that
has no credentials saved, users are either able to add their credentials to the account manager,
or create a new account by clicking the orange Sign Up button. If the user has selected “keep
me signed in”, they remain signed into that service for as long as the service allows users to stay
signed in. Some services set a cookie that will time-out after a specified period of time has
passed, usually two weeks. After this time has elapsed, the user will be prompted to sign in by
selecting their chosen identity from the menu.

3.2.4.	
  Signing	
  up	
  	
  
When the user visits a new site they haven’t visited before, they are able to sign up by
clicking “sign up” next to the URL element in the browser. The browser presents the user with a
list of information they are sending to the service, and provides a means of generating a secure
password.
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Figure 15. Browser prototype: sign up information being sent to Quora.

3.2.4.	
  Managing	
  accounts	
  
The account manager is an interface for managing account credentials, and allowing
identity attributes to be defined for an identity. Users are able to access the account manager to
see what information the browser is storing about them what accounts are being saved, and to
remove accounts they no longer want to save (figure 16, figure 17).
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Figure 16. Browser prototype: Account Manager showing identity attributes.

Figure 17. Browser prototype: Account Manager showing web accounts.
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3.3.	
  Methodology	
  
3.3.1.	
  Introduction	
  
This section describes the rationale behind the choice of user research methodologies,
the study plan, procedure, and possible limitations with the choice of research techniques. There
are two goals to the study that require different methodological approaches. The first goal takes
a high-level and exploratory view to understand what problems users have with managing their
web identity. The second goal is to evaluate a prototype of a browser that provides support for
web identity management tasks, and to gather formative perceptions and feedback on the
functionality and interface.

3.3.2.	
  Semi-‐structured	
  interviews,	
  Think	
  Aloud,	
  and	
  Grounded	
  Theory	
  
Qualitative methods allow an exploratory approach to understanding user behaviour. Indepth semi-structured interviews are suited to gaining rich feedback on sensitive topics: user
perceptions toward identity, privacy, and security. Interviews were chosen for their ability to
capture a complex range of responses. Semi-structured interviews allow participants to recount
frustrating stories related to their experiences without artificially constraining the scope and
potential interesting directions. Questionnaires were considered inappropriate for the study, as
they were less suited for capturing rich information such as behavioural observations. In
addition, questionnaire answers may be affected by lack of trust or fatigue (Sharp, Rogers, &
Preece, 2007).
Think Aloud is a data-gathering technique established in the social sciences (Sharp,
Rogers, & Preece, 2007). Think Aloud has been adopted as a common HCI research technique,
and it is used to uncover usability issues during the completion of a task by encouraging the
participant to think aloud in the duration. In this study, the Think Aloud method was suited to
encouraging participants to communicate their thoughts, perceptions, and concerns as they
used the browser prototype in different task-based scenarios. Think Aloud is often used to
discover usability issues within a system. Thinking aloud while performing different tasks is an
opportunity for participants to provide rich formative feedback that would help guide future
product iterations. To analyse collected data, the study used Grounded Theory to identify
themes. Grounded Theory supports an exploratory approach to research by allowing potential
hypotheses to emerge from the data (Charmaz, 2006). Interviews were transcribed from video
and audio recordings and themes were highlighted. Appendix C shows a sample interview
transcript.
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3.3.3.	
  Limitations	
  with	
  chosen	
  techniques	
  
The study made use of verbal reporting methodologies such as semi-structured
interviews and the Think Aloud protocol: participants were asked to recall frustrating past
experiences related to managing web credentials and accounts. It has been suggested that any
verbal reporting methodology that depends on the use of language and memory leaves studies
open to bias (Carroll & Johnson, 1990). A second issue relates to possible bias introduced by the
experience of the evaluator, which may also impact the validity of the results (Blandford, Hyde, &
Green, 2008; Nørgaard & Hornbæk, 2006). The first limitation is difficult for the evaluator to
mediate, but it is worth keeping in mind the potential bias that can occur when participants selfreport in studies. With regard to the influence of evaluator experience, the evaluator in this study
sought to avoid the particular issues that were detailed by Blandford et al. (2008), such as asking
leading questions and seeking confirmation of existing problems.

3.3.4.	
  Limitations	
  with	
  the	
  browser	
  prototype	
  
The browser prototype was created in Flash, providing an interactive means for users to
experience a web browser that could sign into existing accounts, sign up for a new account, and
manage existing accounts. It was limited to a single user session. The purpose of the prototype
was for use in a Think Aloud session, to provoke participants to reveal their thoughts and
perceptions on managing their identity through the browser. Its functionality was restricted to
three specific use cases. The prototype did not attempt to address issues such as multiple users
of the same browser, which could provide a basis for future research.
The browser was limited to using fictional names. There is a possibility that this may
have influenced participants’ responses in the study, whose reactions may have been more
authentic had they created their own identities using their real names during the study. The
identity name played a small role in the actual tasks, so it is doubtful it would have influenced
participants’ overall perceptions of the prototype.
Participants were interviewed and observed when performing tasks in a lab
environment, which was removed from the context of users’ every day web browsing activities.
This may have influenced the ecological validity of the study. With further time and resources, a
working prototype browser could be developed and used in conjunction with a diary study. The
diary study could be used to record participants’ problems and insights with the solution over a
period of time. This approach would be a thorough technique for uncovering how successful the
solution was for meeting participants’ identity management needs.
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Despite the limitations with the prototype, observing participants perform simple taskbased scenarios in a lab environment had other advantages: it allowed the evaluator to observe
participants’ immediate responses, which would be lost in a diary study. In addition, the
prototype was proved to work effectively as a conversational tool for exploring related topics
around identity, and helped to uncover ethnographic aspects of identity management.

3.3.5.	
  Design	
  
The study used a qualitative approach comprised of semi-structured interviews followed
by a task-based Think Aloud session, where participants used a browser prototype. Ten
participants were approached to take part in a study that focused on exploring their views on
web identity, identifiers and passwords, Single-Sign On, Facebook Connect, and related topics.
A summary of participants that took part is shown in Table 1. Participants were recruited within
UCL through the Psychology Subject Pool and internal mailing lists for undergraduate and
graduate students. Participants were given a £10 incentive for taking part in the study. An
individual session lasted between 35-55 minutes. The session was recorded using a video
recorder and an audio recorder. Observational notes were taken during the interviews.

3.3.6.	
  Procedure	
  	
  
The basic procedure and purpose of the study were described to participants.
Participants were informed that the interview would be filmed and audio recorded, that their
identities would not be disclosed, and that they could withdraw from the study at any time.
Participants were given an information sheet and consent form to read and sign (sample in
Appendix B).
The study was split roughly into two halves (interview plan in Appendix A). In the first half
participants were asked to describe their experiences and frustrations with managing their
accounts on the web. Participants were asked a mixture of set questions and follow-up
questions based on their answers to explore certain topics around identity management. They
were asked whether they save passwords and login information in their browser, to estimate the
number of accounts and passwords they use online, and to describe what strategies they
employ, if any, to manage their accounts. In the second half of the study, participants were
shown a prototype browser in Flash that handled three separate tasks. Participants were asked
to think aloud their thoughts and impressions as they used the prototype to complete each task.
After using the prototype, participants were asked to give their opinions on whether and how
well a working browser could meet their needs for identity management.
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The three tasks were chosen to reflect basic tasks involved in web identity management:
1. Logging into an existing account using an interaction mechanism controlled from the
browser.
2. Signing up for a new service using an existing identity.
3. Browsing accounts and information in the account manager.

3.3.7.	
  Participants	
  
Ten participants were recruited. An overview of the participants is shown in Table 1.
ID

Age

Sex

Specialism

Estimated Web Accounts

P1

20

M

Electronic Engineering

20

P2

19

M

Electronic Engineering

10

P3

18

F

Electronic Engineering

10

P4

26

M

Computer Science

40-50

P5

26

F

Mathematics

15

P6

21

F

Hispanic Studies

15-20

P7

28

F

Decision Sciences

40-50

P8

20

F

Economics and Statistics

50

P9

20

M

Information Management

12

for Business
P10

20

M

Computer Science

Table 1. Overview of participants.
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15

Chapter	
  4.	
  Results	
  and	
  analysis
4.1.	
  Semi-‐structured	
  interviews	
  
4.1.1.	
  Introduction	
  	
  
Interview data took the form of observational notes, video, and audio recording. The
interviews were then transcribed and emergent themes were coded using Grounded Theory
(Charmaz, 2006). This section is organized into the central themes that were identified in the
interview data.

4.1.2.	
  Account	
  management	
  strategies	
  
Participants were asked to estimate how many web accounts they had (overview in
Table 1), and then asked to describe how they managed them. The responses revealed a range
of strategies that participants used to cope with their accounts, ranging from storing pinyin hints
in an Excel spreadsheet (P5) or in an encrypted text file in Dropbox (P4), to writing passwords
down on paper and storing the paper in a locked cabinet (P3), to relying on the fact that only he
knows how to turn his computer monitor on in a shared flat (P9).
P9 estimated that he owns 12 web accounts that he manages effectively: “I wouldn’t say
that I’m struggling”. He expressed a good awareness about security. He sought to avoid reusing
passwords, instead constructing what he called a “pattern” to develop unique password
variations that they could remember:
“I have a strategy for the passwords. I can’t think of ten unique passwords. I have to sort
of develop a pattern so they’re different.” — P9
P9 resorted to transcribing the more complex password he uses for internet banking:
“Internet banking I do write down because it's a combination. One bit one bit one bit. It's
a long string. And it has nothing to do with me.” —P9
Some participants reflected a relaxed attitude to security, with security tradeoffs made
in favour of convenience and usability when managing their web accounts. P7 remarked that
“security is a hassle”, and that pressing the “log in” button as a tedious step, even with
username and password information automatically filled in for her. P8 depended on using weak
passwords to access her accounts: she has used the same password for ten years, and has
three variations of the same password.
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Other participants were more careful about saving information in the browser, and had
devised their own techniques for coping. P5 stated that she deliberately turned off browser autosave for account information in the browser, “just in case someone uses the computer”. P5’s
management strategy evolved after finding several alternative strategies were not working for
her: “I started managing them in my head […] so I would click on the forgotten password sign,
quite a lot.” P5 then moved to writing down her own password hints:
“At the beginning I reminded myself not so directly – so I don’t put exactly what my
password is – so I’d give myself a little hint. [But] I just forgot what the hint is.” — P5
Finding that she would forget her own password hints, she decided to keep a
transcription as an aid:
“So now I just copy all the passwords into one Excel file on my desktop.” — P5
A Chinese speaker in London, P5 relies on the fact that most people who might access
the Excel file on her desktop can’t read Chinese. Pinyin refers to the Romanisation of Chinese
characters:
“I have a complicated system. I speak Chinese so I save [my] Toptable account in
Chinese. So I guess if a non-Chinese person looks at it they can't tell. Actually not the
Chinese but the pronunciation of a password in pinyin. I do a short form of pinyin.” — P5
P3 likewise wrote her information down, but on paper; and used a physical lock to
protect the information:
“I write my passwords and account information and passwords on paper and lock them
in a cupboard in my room.” — P3
When asked why she did not use software or her browser to manage her passwords, P3
stated that she did not trust them. P3 revealed a high degree of caution in how she used the
web, claiming that she changes her passwords every three to five months. She sees changing
passwords at a predictable time as a “security hazard”. P3 does, however, use Google Chrome
to autofill form information. She trusts Google Chrome because “Google is a big company with a
reputation to uphold”, however, she feared that “a small company might sell information”. She
added that “I only give my full name when it is required”, and “I try to keep information about
myself off the web”.
P4 found that forgetting his credentials was one of the most frustrating aspects of web
identity management: “I think most of the frustration comes when you’ve forgotten your login
details”. He acknowledged that he could remember passwords for the services he used more
frequently:
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“The sites that I log into frequently – um – I always remember my details quite easily –
but if there’s a site I use less frequently – maybe just once a month or so – often I’ve
forgotten my password.” — P4
Another source of frustration for P4 is not being able to predict the mechanism by which
passwords can be reclaimed, as password reset mechanisms differ from service to service:
“What frustrates me is that each site implements the you’ve-forgotten-your-password
procedure differently – you have to go through a different process, and you have to
answer all these questions! Maybe you’ve forgotten the questions. For example eBay –
it’s super difficult to get it back. You have to remember all these questions like who was
your first dog. What was your mum’s middle name. Who was your favourite teacher. And
– um – often – it just drives me crazy.” – P4
P4 stores his complex account information (site names, usernames, and passwords)
in an encrypted text file, which is then kept in Dropbox (an online file syncing and backup web
service). Manually encrypting and decrypting a text file to manage and retrieve passwords is
perceived by P4 as simpler and less hassle than using password management software:
P4: The ones I use frequently I just – it’s all in my memory. The ones I use less frequently,
or require a very complex ID, for example banks, I write down all of these passwords. I
encrypt it. Every time I want to login to some bank account I have to open an encrypted
file – enter a long password – and it gives me all the passwords.
Interviewer: Where do you put the encrypted file?
P4: In Dropbox. I write down username, password. A memorable word or whatever. I
only do that for the stuff I’m likely to forget. For the stuff I use everyday it’s all in my
memory.
Interviewer: Do you use any password management software?
P4: No, I tried but I got frustrated with it. You have to – you have to enter all your
usernames and passwords. So I just stopped and went back to my text file.

4.1.3.	
  Anonymity	
  and	
  pseudonymity	
  
When interacting in public forums, the ability to be anonymous or pseudonymous was
seen as a positive thing: participants felt they could freely express their opinions. For a few
participants, pseudonyms were picked to look false:
“I use a name that’s obviously not a real name.” — P7
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This indicated that pseudonyms were picked simply to mask a real identity, with the
masking clearly apparent to other users in the choice of name. Participants tended to use
pseudonyms when posting their opinion on a public forum or blog. P9 used an alias name to
post on a soap opera forum because he did not want “strangers” to be able to trace this
account back to his real name by searching for his real name. P9 mimicked the reactions of
someone who was checking up on his online activity:
"Oh he's registered on there, on there, on there…" — P9
P8 said that she used an alias to post on a Chinese pop culture forum to avoid her
opinion being traced back to her.
Email accounts were connected to specific kinds of uses. Participants explained how
they used a different email account for “personal” and “professional” communication, with a
“junk” email set aside for services they felt they didn’t trust. Spam was a perceived hazard when
signing up with a new service. When participants felt this might be a risk, they reported that they
supplied the service with their “junk” email address to avoid contaminating higher priority email.

4.1.4.	
  Giving	
  services	
  false	
  information	
  
There was perceived to be a distinction between using pseudonyms and giving false
information associated with a true or pseudonymous identity. Providing services with false
information was motivated by different reasons. The primary motivation was simply to protect
different characteristics associated with the individual’s real identity, such as their birthday.
Participants also provided false information when couldn’t understand the reason why a service
wanted specific information. For example, P5 failed to see the rationale behind YouTube’s
request for her date of birth, providing the service with a false birthday:
“I don’t know why they need the birthday information…” — P5
False information was also used to expedite the sign-up process when creating an
account. P10 gave false information — “I randomly mash the keyboard” — simply to avoid
thinking about completing all the form questions, to appease the system’s demand for
information so it would allow him to create an account:
“I have to fill out lots of forms, tap tap tap, to go through the process…” — P10

4.1.5.	
  Federated	
  identity	
  perceptions	
  
The interviews sought to understand participants’ perceptions and knowledge about the
federated user identity model. Participants were asked whether they thought the federated

	
  

41

model might help them solve some of the frustrations they faced with web identity. Facebook
Connect was used as the primary example because all participants used Facebook and were
familiar with Facebook applications. Participants saw Facebook as being useful for locating their
friends on minor applications and games. A few participants had used Facebook to sign into
third party services on various devices:
“I use [Facebook] for sort of small apps. Instagram and Flipboard on iPad,” – P4.
P9 used Facebook Connect when he wanted to locate his friends on a service. The
social factor was the primary driver for using the protocol:
“I want to connect with people I know, I want the social aspect of playing games with
people. Social data is the only benefit for me.” — P9.
Several participants were cautious about using Facebook for signing into a third party
site. Part of this caution related to the feeling that they were unsure how their information was
going to be used. Another aspect related to reticence towards Facebook’s reporting feature: P7
avoided adding Facebook applications altogether because she did not know whether Facebook
would publish a story about it in the News Feed when she added an application.
Several participants said they had heard of the name OpenID, but did not know what it
meant and had never used it. Only one participant had existing knowledge of OpenID, remarking
that:
“I’m a technologically savvy person but I’ve never even understood OpenID. Login using
a URL. Poorly implemented.” — P4
Once OpenID was explained to P9, he remarked on that the idea:
“That scares me.” — P9
Overall, participants seemed skeptical that the federated identity model could help them
manage their identity, and expressed caution about what it actually meant for their information.
P8 believed that linking Blogger and Facebook meant that data would be shared between the
two services. To P7 and P8, the isolated user identity model had the advantage of allowing
greater control over online identity.

4.1.6.	
  Security	
  precautions	
  
Most participants appeared to take some form of security precaution. For example, P9
told an anecdote that he shares a house with several other people. Despite sharing a house and
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keeping his room unlocked, he does not protect his computer with a password. However, he is
not worried that his flatmates will access his computer and is happy to leave it unlocked:
“There’s a trick you need to know to turn the monitor on which they won’t know about”.
— P9
Similarly, P5 depended on outsiders not knowing a specific piece of information — in
this case, Chinese — in order to protect her passwords: she stores her passwords in an
unprotected spreadsheet, with the passwords stored in pinyin Chinese.
Participants expressed a general wariness of the web. Some of the caution stemmed
from an inaccurate or faulty mental model about security and how the web worked. For
example, P3 used different browsers for different tasks in an effort to make herself feel safer: she
used Internet Explorer for managing her email accounts and Google Chrome for social gaming
“because I don’t want to compromise my data”. This behaviour was echoed by P8 when
discussing other security precautions she takes that made her feel more comfortable when
performing a sensitive task such as internet banking:
“I close Facebook when I’m using internet banking as it makes me feel safer.” — P8
P8 stated that services on the web change rapidly, which increased her mistrust. She
used Facebook’s amorphous privacy policy as an example: “Facebook changes their privacy
policy often.” P8 also remarked, “I don’t trust the internet”.

4.1.7.	
  Forgotten	
  and	
  disposable	
  accounts	
  
The study revealed attitudes to accounts that had fallen out of use. Web accounts vary
in usefulness and purpose, with users creating accounts to try services out. After they have
fulfilled a purpose or are found to be not useful, accounts fall out of use. If they are not deleted,
services hold on to users’ information, which for P4 is “mildly frustrating”:
“It’s mildly frustrating to think that any number of sites I’ve signed up for are holding my
personal information unnecessarily. Many sites require you to sign up just to try them so
you do it blindly. Then often you forget about it if you don’t find their service good or
useful. I rarely cancel or delete and unused account unless it spams me too much.” —
P4
P9 referred to an “old Bebo account lying around somewhere”, yet there was a sense of
apathy or helplessness about old accounts in the wild:
Interviewer: Does this worry you?
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P9: It probably should but it doesn’t.

4.2.	
  Browser	
  prototype	
  evaluation	
  	
  
Participants were asked to think aloud as they used a prototype browser in three
different tasks: logging into an account, creating an account, and viewing accounts saved in the
account manager. Participants’ comments and reactions to the prototype are summarised
below, and are organised by task. Design implications are discussed in chapter 5.

4.2.1.	
  Logging	
  in	
  
Participants were asked to log in to Google using the identity Tilda Swinton. Responses
to this task were mixed. Some participants responded very positively:
“You’ve created a panel where you can manage your different – you know – your online
identities – and that just takes the hassle out of signing up and logging in. I love that. If
you could extend that so you could synchronise between browsers when it would be a
dream come true.” — P4
With this comment, P4 touched on the issue that the password management from the
browser did not yet address mobile aspects of using a computer, yet indicated a positive
reception to the browser concept that “takes the hassle” out of basic tasks.
Some participants felt that logging into accounts using the browser mechanism was
now “too easy”. P9 found security barriers reassuring, and wanted to type his password every
time he used a specific identity. Logging in without first typing her password was a significant
worry for P5:
“Not sure I’m comfortable with the browser logging in without a password. What if you’re
on another computer? Yeah I’m not sure I’m comfortable with that. Maybe a timeout
would be good but then I’d have to remember my password. I don’t know.” — P5
Participants were concerned about what it meant to be logged in to the browser, and
feared someone else logging into their computer and accessing their accounts. Participants
suggested that the browser would lock after a while like an operating system, and require the
user to type their password after a certain amount of time had elapsed.

4.2.2.	
  Signing	
  up	
  
The next task entailed signing up for Quora using a predefined identity. Participants
were instructed to create an account with Quora using the prototype.

	
  

44

Early in this task, participants encountered confusion: there was a conflict between the
native Quora sign-up interface and the browser sign-up interface. Despite having previously had
the browser concept explained, participants tended to attempt to sign up using the native Quora
interface first, before evaluator intervention steered them towards the browser mechanism for
signing up.
After participants pressed the browser sign up button, the next screen showed a
summary of information Quora was requesting and the information that the browser had prefilled (figure 15). In response to the interface, participants tended to respond positively. It was
indicated that the summary of information being requested by the service made participants feel
more in control over their information. Signing up using the browser was perceived as a timesaver and an improvement over current form-filling features available. Specifically, P3 thought
that managing form information through the browser would be a superior solution to the current
browser autofill in Google Chrome, which felt “unpredictable”. P7 likewise commented that this
feature offered her more control over her information than with the traditional form-filling
functionality in her browser.
The sign up use case appealed to P10 much more than other use cases: he wanted to
use this feature of the browser to hasten account creation. Other use cases were less
appropriate to P10’s particular needs: he felt he did not need support when signing in, and said
he had no difficulty memorising his passwords.

4.2.3.	
  Account	
  manager	
  
In the final task, participants were asked to think aloud as they viewed the account
manager (figures 16, 17). The account manager shows a summary of identity attributes and
information held about Tilda Swinton, a fictional character, and a list of accounts that Tilda has
added.
The interface for viewing information concerned some participants. The reason given is
that the information was too easily accessible. P5 expressed security concerns about adding all
her accounts to the account manager, saying that she would need more time to adjust to the
concept, and was concerned that not all information in the manager was relevant to all websites:
“I’d need to get used to it. I don’t know how safe this is on the internet … Would it be
something to store credit card details? Some of these websites don’t need to know.” —
P5
P5 and P4 echoed the uncertainty over whether information added to the account
manager would be shared with all the accounts:
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“Is data shared between these accounts when I add them?” — P4
P8 had the misconception that accounts she added to the browser would be public, or
the ease with which she could view the information concerned her:
“[The account manager] makes me feel like it’s public. Some computer expert could, if
they want to, hack into the computer – I feel like somebody can see what I’m doing on
the computer.” — P8
P9 indicated that he was most interested in using the account manager for certain kinds
of websites, such as ticket websites that he used once every few months. This indicated that the
account manager could suit users in specific use cases. In this case, it would help P9 manage
minor accounts they he uses less frequently and therefore has trouble remembering the
passwords for.

	
  

46

Chapter	
  5.	
  Implications	
  for	
  design	
  
5.1.1.	
  General	
  discussion	
  
The study hypothesis was that users struggle to maintain a growing number of web
accounts, a problem exacerbated by the isolated user identity model, which has grown out of an
identity system that aims to be scalable and cost-effective for service providers, but not for
humans (Jøsang and Pope, 2005; Cameron, 2005). The results of the study revealed a number
of implications for developing tools that support user-centred identity management. During
semi-structured interviews, participants described problems that related to the original
hypothesis. They described how they transcribed their credentials on paper and digitally,
developed predictable patterns for password construction, and used easy passwords to aid
memorisation. This indicated that users have adapted to the challenges with managing their
credentials, and developed personal means of coping with them. None of the users used
account management software, though some relied on credential storing in the browser.
The prototype evaluation indicated a general positive reaction to the browser-based
solution. Some participants indicating the usefulness of certain use cases over others. Several
participants were very receptive to the idea of using the browser for all use cases, but were
discouraged by security aspects that could be addressed by design changes. Almost all
participants made design suggestions that would reduce their concerns or make the solution
better fit their requirements.

5.1.2.	
  Designing	
  for	
  improved	
  security	
  
Security aspects of the browser proved to be a concern for users: they were concerned
about leaving the browser logged in, and the possibility of a stranger being able to access all
their accounts. In a study by Ciampa (2010), security concerns were cited as a chief reason that
users were reticent to use KeePass password management software.
Concerns were raised when using the browser to login to Google. In particular, users were
concerned over the ease with which they could sign in. Participants suggested the browser
should behave like an operating system, and lock all accounts with a master password. Other
participants did not like the idea of having to maintain another set of credentials for the browser,
and suggested they use an existing account for authentication.
Participants were most happy with and had the least security concerns for using the
browser to sign up to Quora using a predefined identity. The design for signing up had the effect
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of making users feel more in control of their information when compared to the browser
functionality they were used to. Design suggestions related mostly to increasing the level of
control that they had over the information they were sending to the new service (figure 15). P3
suggested that checkboxes be introduced, P7 wanted to select a persona from a list to supply a
certain level of information, and other participants expressed a desire to select a different level
of information to send to the service. This indicated a potential design route: the browser should
potentially support different files of information that can be defined, chosen and shared with
services.

5.1.3.	
  Reconciling	
  conflicting	
  calls-‐to-‐action	
  
Supporting authentication and account creation with a consistent interface results in
conflicting calls-to-action. There is conflict between the native interface call-to-action on a
website, and the call-to-action provided by the browser which was confusing for users. When
observing users with the prototype, it was noticed that users tried to sign up to Quora using the
native affordance on the web page rather than the sign up button next to the URL. A user trying
to sign in may experience the same conflict with calls-to-action: a user can sign into Google
using the browser call-to-action or the sign in button on the browser interface.
“How do I know which one I should click? How do I know whether to click on the canvas
or on the browser?” — P4
A training wheels approach (Carroll, 1990) could be used, revealing only a subset of the
entire system, in order to teach users how the browser works: for example, the browser could
prompt the user when the user attempts to sign in using the native web interface. The prompt
could be dismissed if the user prefers to sign in on the native interface, or could be turned off in
the settings. It is important that the browser does not interrupt or irritate users, which would
detract from the goal is to support users’ tasks when managing their identity online, rather than
dictating what they do.

5.1.4.	
  Use	
  cases	
  	
  
The evaluation showed that some certain cases were more appealing and useful to
participants than others. Both P9 and P10 felt they coped adequately with managing their web
credentials and professed themselves to be knowledgeable about technology. These
participants expressed an interest in specific use cases. P9 favoured using the account manager
to manage minor accounts that were not used often, such as sites for purchasing tickets. P10
was not interested in using the browser to log in or manage his accounts, but wished to use the
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sign up functionality of the browser to fill forms quickly. The design implication is that users
should be able to select aspects of the browser to support them in specific tasks.

5.1.5.	
  Identity	
  and	
  context	
  
The study revealed that users preferred to use a pseudonym when sharing their opinion with
a public forum or blog. When designing to support interaction, users should be able to choose
between using their real identity and a pseudonym. It should be clear from the interface which
identity they are using.
The semi-structured interviews highlighted that emails were a potentially useful indication of
identity context or categorised purposes. These tended to be:
1. Personal communication — an email for communicating with friends and family
2. Professional communication — an email for applying for jobs and communicating with
colleagues
3. Noise — an email created for the purpose of filtering junk communication from
mistrusted services
Email addresses associated with different use contexts were fairly clear-cut and consistent
throughout the semi-structured interviews, and highlight a potential design avenue for predicting
context and profile information associated with each of these contexts.

5.1.6.	
  Supporting	
  information	
  sync	
  across	
  browsers	
  and	
  devices	
  	
  
The browser is local on users’ machines, which represents a potential downside for
using the browser to support identity management. A means of syncing information and
accounts across different browsers and devices would increase the value of the browser by
allowing the users’ identity to be supported across multiple devices. Google Chrome supports
information sync, but the user is tied to their Google account. Future research could explore how
information and browser state could be synced and stored securely on the web, allowing it to be
accessed by different devices.
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Chapter	
  6.	
  Conclusion	
  
This project explored identity management from a user-centred perspective. It argued
that web identity management is technology-centred, with identity management systems
designed to be scalable and cost-effective for service providers, but not for users, who struggle
to manage an increasing number of account credentials (Jøsang and Pope, 2005; Jøsang et al.,
2005; Cameron, 2005; Microsoft, 2005; Dhamija et al., 2008). The study explored the difficulties
users have with managing their web accounts, amongst other topics related to identity. It found
a number of fairly drastic strategies employed within a small sample size of ten participants.
These strategies included storing credentials in an encrypted text file in Dropbox, storing
passwords in Pinyin in a spreadsheet, locking a piece of paper in a physical cupboard, and
keeping PayPal’s help desk hotline for password reset in their mobile phonebook. The study
also found that users appeared content to use these methods to manage their accounts,
appearing to prefer to develop a personal means of coping without relying on password
management software. However, participants were receptive to the idea of using the browser to
support identity management tasks. The evaluation indicated that users found specific browser
use cases more valuable than others. Some participants wanted to use the identity feature to
manage minor web accounts that were used infrequently, and thus at risk of being forgotten;
others wanted to be able to create accounts without filling complex forms. Participants
expressed concerns about security, and gave design suggestions that would make them feel
more comfortable when using the software. Insights about how identities are used to interact in
online communities were revealed: participants stated that they wanted flexibility when using
their real identity or a pseudonym, and indicated a preference for the latter when posting on a
public forum.
The study showed the potential of the browser to make the web identity experience
more consistent and usable. Baseline identity integration with the browser widens accessibility
to all users of the browser, introducing web identity support as a basic standard. The browser
acts as a user-centred identity layer between the service provider and the user, creating a
means for users to manage their identities across service providers, and providing a clear and
consistent interface for a range of tasks.
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Appendix	
  
Appendix	
  A	
  
Information Sheet and Consent Form

Title of Project: Identity in the browser
Name and Contact Details of Researcher: Rebecca Cottrell, UCL Interaction Centre,
University College London
Details of Study
The study aims to learn more about how users manage their identity online.
The interview is semi-structured and will last an hour. In the first part of the study, participants will
be asked open-ended questions about how they manage their identity online, the components of
what makes up their online identity, frustrations they have with password and account
management, and how theyʼre currently tackling the problems. In the second part of the study,
participants will also be shown a prototype browser in Flash and asked to complete three tasks.
Data Collection and Confidentiality
The interview will be filmed to capture the interview transcript and context.
All information collected will be treated confidentially and will be anonymised. All data will be
collected and stored in accordance with the Data Protection Act 1998.
Voluntary Participation
Participation is completely voluntary. You have the right to withdraw from the investigation at any
time, and, if requested, your data can be destroyed.
Consent
Please tick the boxes and sign below if you agree to take part in this investigation. This will
indicate you have read the above information and understand your rights as a participant, as well
as understanding our obligation to keep your confidential data.
Yes
1.
2.
3.
4.
5.
6.

Has the experimenter described the main experimental procedure?
Are you aware that your participation is voluntary?
Are you aware that your actions will be recorded as you carry out the necessary
tasks?
Are you aware that you may withdraw from the research at any time and for any
reason?
Are you aware that your data will be treated with full confidentiality?
Do you agree to give written consent for your participation?

Participant Name:

Date:

Participant Signature:
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Appendix	
  B	
  
Study plan

Identity in the browser: user study
Rebecca Cottrell
Part I: semi-structured exploratory interviews
•
•

7–10 participants
moderate-heavy users of Facebook, OpenID, social media.

Goals

1. Develop a better understanding of what problems people experience with web
authentication

2. Develop an idea of what people think makes up their web identity
3. Use this information to inform an ideal experience for authentication and sharing data
across different websites

Interview Questions
General
1. Can you tell me about a frustrating experience you’ve had with logging into a website?
2. How do you manage your accounts and passwords online?
3. How many accounts and passwords do you estimate you have?
4. Do you ever give false information when signing up for a service?
5. Do you use software that manages your passwords?
6. What do you think web identity is?
7. How would you define your own web identity?

SSO
1. Do you use OpenID?
o How have you found using OpenID?
o Have you experienced any issues with it?
2. Do you use Facebook?
o Can you tell me about how you use it?
o Have you ever used Facebook to sign into an external website?
o Have you used Facebook on external websites to comment on or ‘like’
something?
Browsers
1. Do you use any plugins or extensions in your browser?
2. Do you save your username and passwords in your browser?
3. How often do you browse anonymously?

Part II: using a simple prototype of an identity-enabled browser
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Goals
1. Gauge users’ perceptions around managing their identity and web accounts in the
browser.
2. Ask users how it compares with their existing experiences with traditional authentication.
o If they use it: how does the identity-enabled browser compare with using OpenID
or Facebook to sign into external sites?
3. Do users think the identity-enabled browser will help them better manage their accounts?
4. Discover needs and requirements that might not be obvious: what do users want the
browser to do?
5. Discover aspects about the identity-enabled browser that might give users cause for
concern.

Procedure
1. Show users prototype identity-enabled browser
o Sign up: ask users to sign up to Quora using prototype
o Log in: ask them to log in to Google using prototype
i.
Account manager: ask users to view account manager
• The prototype is a tool for stimulating conversation:
o Do users think a tool like this could help them manage their identities?
o Is there anything users would be concerned about?
o What would this design enable (or not enable) users to do?

	
  
	
  

Appendix	
  C	
  
Example Interview Transcript

Participant ID:
Date:
Age:
Sex:
Specialism:
Operating Systems:
Browsers:

4
26 January, 2011
6
M
Computer Science
Mac
Google Chrome

/ Can you tell me about a frustrating experience youʼve had with logging into a website? / I
think most of the frustration comes when you've forgotten your login details. The sites that I login
to frequently - um - I always remember my details quite easily - but if there's a site I use less
frequently - maybe just once a month or so - often I've forgotten my password. If I don't use the
site for a long time I just forget. And what frustrates me is that each site implements the you've
forgotten your password procedure differently - you have to go through a different process, you
have to answer all these questions! Maybe you've forgotten the questions. For example eBay - it's
super difficult to get it back. You have to remember all these questions like who was your first
dog. What was your mum's middle name. Who was your favourite teacher. And um - often - it just
drives me crazy. That sort of thing. I think the higher the security the site is the more frustrating it
becomes. For example PayPal and eBay. / How many accounts do you estimate you have? /
Forty to fifty. / How many passwords? / Much less. Ten. But of those 40-50 accounts I only use
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10. / How do you manage these accounts? / The ones I use frequently I just - it's all in my
memory, The ones I use less frequently, or require very complex ID, for example banks, I have a
text file. I write down all of these passwords. I encrypt it. Everytime I want to login to some bank
account I have to open an encrypted file - enter a long password - and it gives me all the
passwords. / Where do you put the encrypted file? / In DropBox. I write down username,
password. A memorable word or whatever. I only do that for the stuff I'm likely to forget. For the
stuff I use every day it's all in my memory. / Do you use any password management
software? / No, I tried but I got frustrated with it. You have to - you have to enter all your
usernames and passwords. So I just stopped and went back to my text file. / What about saving
passwords in the browser? / Yes. I'm a bit paranoid. Someone could access your Google
account, your Facebook account. Someone could do so much damage. / Do you have a unique
password for Google? / Yes. / How many emails do you use? / I just use one for personal and
work. I also have a Hotmail address that I use for spammy services. For example if I'm signing
up for something I know I'm never going to use again, I'll just use the Hotmail. / Do you ever give
false information when signing up for a service? / Rarely. If I don't trust the brand or the
company. But if it's a well-recognized brand I will. / How do you define your web identity? / My
web identity is a virtual extension of my physical person. I think that you can categorise it as a
part of my identity that is public and don't mind sharing with strangers. And there's a part that I
can only share with friends and family. / When are you anonymous? / When I'm saying
something that I don't want attributed to me. / Tell me about how you use Facebook. / I use
Facebook because I have to. Everybody else is on it. Primarily for keeping in contact with friends.
I find it a little bit tedious. Um. I do like the sense of keeping in touch with people. / Do you have
your info public or private? / I have my status updates and photos public. I don't mind that. / Do
you ever use Facebook to login to third-party sites? / Often. I'm trying to think where I've
used it. I use it mainly for sort of small apps. Instagram and Flipboard on iPad. What annoys me
is that you have a Twitter, Facebook, Google way to login. I think they're all convenient but I'd like
to have only one. I think those are my three main accounts. / Do you use the Like button? /
Yeah but not often. But if there's something I really like [laughs] then I use it. / Do you use
OpenID? / No. I'm a technologically savvy person. It's what I do for my bread. I've never even
understand OpenID. Login using a URL. Poorly implemented. / Do you use any plugins or
extensions in the browser? / I use Google Chrome and have a number of extensions. One for
telling me how many emails I have. One for telling me how many Google Reader blog posts to
read. One for taking screenshots. One for taking screenshots. And I have an EverNote. So that's
four plugins. I prefer to keep the browser light. I don't like filling it up with lots of plugins. For
example I think Firefox started out like Google Chrome - very neat, very light - now they added
more and more features. What you're losing is a consistent user experience. A plugin from
Evernote is not going to work the same way as a plugin from Twitter works.
Browser prototype
When I go to a new site which I've never used before how does it work? / It works the same way
as logging in. / I like the colour. If I'm on a page where I'm trying to sign up. If I'm the user, how
do I know which one I should click? How do I know whether to click on the canvas or on the
browser?
P: I love this because this - it - you're managing your identity through the browser rather than - to
be honest Rebecca, I can't believe nobody's ever done this before. It's so simple it seems
obvious, so why doesn't exist already? You've created a panel where you can manage your
different - your know - your online identities - and that just takes the hassle out of signing up and
logging in .I love that. It - if you could extend that so you could synchronise between browsers
that would be a dream come true.
P: If my computer is stolen and my passwords are compromised - if I could quickly change all my
passwords that would be super useful. If you could synchronise across devices that would be
great. I create a new account on the desktop, if I open up my iPhone browser and see the
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account already there that would be great. That would be my number one thing.
I: Would you have to login to the browser?
P: The way Google Chrome works is that it synchronises through the Google account. Ultimately
what I would love is one identity stored in one place. And then each service cooprated with each
other to allow different things. For example - you know - Facebook allows you to login with your
Google ID. And vice versa. But um - that'd be wonderful. I think as a first step towards a unified
identity I think what you're proposing is wonderful.
I: Is there anything about this prototype that worries you?
P: Is data shared between these accounts when I add them? Are these free form or are they set
metadata. There's another layer here - what data is shared between accounts.
I: It might be the case that this is separate from the account information. So you can simply add
the login information separately.
I: [Account Manager] When you click the password, do you want to see it in cleartext?
P: I want to see the screen I saw when I signed up.
I: Would you mind logging in every time you loaded the browser?
P: Not every time. Maybe every couple of weeks. But I don't want to have a separate username
and password to remember. I would like authentication to be through one of my existing
providers.
I: Are there any other features you would wish for?
P: Fast user switching between different accounts – for example Google. Or an easy way of
deleting accounts. Delete functions on services are always well hidden. If you want to delete your
account you have to go through Mordor to find the delete feature.	
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