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ABSTRACT 

People usually have to memorise a large number of passwords which go beyond 

human memory capabilities. This increases the security risks as they tend to write 

their passwords down, reuse the same passwords for multiple accounts and 

communicate them to other people. In reality, the amount of passwords memorised 

and their frequency of use may influence password memorability. Most of the 

related literature does not examine authentication mechanisms under such realistic 

conditions. This project involves a five-week web-based study examining three 

authentication mechanisms; passwords, PINs and GrIDsure. It investigates the 

interference effect caused by the use of multiple credentials and the impact of 

frequency of use on the memorability of each mechanism. Findings indicate that the 

interference effect appears on passwords and GrIDsure, but not on PINs. The study 

results showed that frequency of use influences only Passwords and PINs and that 

GrIDsure is irrelevant to the usage frequency. These implications can be useful in 

assisting the choice of authentication mechanisms in the future based on the 

conditions in which the mechanism will be used.  
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Chapter 1. Introduction 

 

Authentication is a French variant of the Greek word authenticos (αυθεντικός) 

which means genuine or author. Information security aims to protect unauthorised 

access to the users‘ private and confidential digital information through the process 

of authentication. In other words, the protection of such information is achieved by 

creating accounts and employing authentication mechanisms. These mechanisms 

allow software to identify and verify the originality of ownership of a person 

attempting to access the protected information. The most widely used authentication 

mechanism is passwords. As the volume of the digital information increases, 

information security requires an analogous increase in the number of the passwords 

that a person has to remember. 

However, from the Human-Computer Interaction (HCI) point of view, people 

have to memorise an enormous number of passwords which is impossible for the 

capabilities of the human memory. For example, a typical person might have to 

remember passwords for personal and business computers, e-mail, bank, social 

network, instant messenger, utility bills, newspaper and magazine accounts. 

Therefore, people often face problems, such as forgetting their passwords and 

confusing which passwords is for which account. This phenomenon is called 

interference.   
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Analogous problems, often lead to the reset of the account password which is 

time consuming and frustrating. Therefore, people sometimes prefer to sacrifice the 

security of their account by adopting unsafe habits such as choosing of weak 

passwords, writing their passwords down, using the same passwords amongst 

different accounts and sharing their passwords with other people (Adams & Sasse, 

1999). Information security has developed several types of authentication 

mechanisms in order to deal with unsafe policies and improve the ease of 

authentication. These mechanisms vary across authentication methods, memory and 

hardware demands, the ease of their use and the amount of security offered against 

attacks. There is usually a tradeoff between the usability and the security level that 

authentication mechanisms offer.  

Prior studies examine the usability of these mechanisms individually, but the 

majority of them ignore the conditions under which the user may use the 

authentication mechanism and whether multiple passwords are memorised. Some 

studies consider some of the possible circumstances under which the mechanism 

may be used and as such examine the impact of frequency and interference on the 

usability of the mechanism (Chiasson, Forget, Stobert, Oorschot, & Biddle, 2009 ; 

Everitt, Bragin, Fogarty, & Kohno, 2009). But, none of these has focused on 

assessing more than one authentication mechanism within the same experimental 

design for a period of more than two weeks. As a result, security consultants are 

unable compare the performance of authentication mechanisms in consideration of 

the interference effect and the impact of usage frequency. Thus, they are unable to 
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choose authentication mechanisms based on such criteria and reduce the volume of 

unsafe behaviors followed by users.  

This study aims to address these fundamental issues by examining three distinct 

authentication mechanisms; Passwords, PINs and GrIDsure (GrIDsure is described 

in section 2.4). The study is conducted using the same experimental design for all 

the three mechanisms, so that the results regarding each authentication mechanism 

are equally comparable.  The experimental design assigns two groups of users for 

each authentication mechanism in order to assess the performance of each 

mechanism under different circumstances. More specifically, it incorporates three 

main goals. Firstly, it aims to examine the interference effect on each of the 

mechanisms. Secondly, it examines the impact that the frequency of use has on the 

three authentication mechanisms. Lastly, it aims to investigate the overall recall 

performance and time to authenticate for each mechanism. 

 The result of the study would lead to conclusions about the appropriateness 

of each of the mechanisms under different conditions of use. All authentication 

mechanisms are expected to be influenced by interference and frequency of use. 

GrIDsure is expected to have better memorability performance than text-based 

credentials. PINs would probably require the least login time. The findings would be 

associated with previous research assessing authentication mechanisms. Based on 

the appropriateness of each of the mechanisms under different circumstances would 

be discussed and real-life scenarios in which the proposed circumstances could 

apply would be identified. The methodology would be also critically assessed and 

future considerations would be addressed. 
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To sum up, the rest of this report is divided into four distinct chapters. Chapter 2 

describes the real world problem associated with the use of passwords and its 

relevance to the human memory limitations. It also considers relevant studies and 

their limitations, and finally explains the functionality of GrIDsure and presents the 

entropy of the mechanisms included in this study. Chapter 3 includes the 

experimental design and presents the results with regard with the hypothesis of the 

study. Chapter 4 discusses the findings of the project and how they relate to 

previous research. It also explains how the experiment contributes to research on 

authentication mechanisms and provides examples on which the findings could 

apply. Finally, Chapter 5 summarizes the goals and the outcomes of the project with 

regard to its initial goals.  
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CHAPTER 2. Literature Review 

 

This Chapter aims to provide background information concerning the 

motivation, hypothesis and experimental design of the study. It is divided into five 

sections. Section 2.1 describes the real-world problem with the use of passwords. 

Section 2.2 explains the relevance of this problem to the human memory. Section 

2.3 examines contemporary research and its methodological limitations. Section 2.4 

explains the functionality of GrIDsure. Finally, Section2.5 discusses the security of 

each of mechanism. 

 

2.1  The Real-World Problem 

In the past, files and folders with important or personal information were locked 

into cabinets and safes such that unauthorised access could be prevented.  Unlocking 

such cabinets or safes involved the belonging of the corresponding physical key. 

The use of keys as a mean of establishing authorisation required people to carry 

their keys with them, whereas its nature allowed people waste a relatively small 

cognitive effort to match the key to each respective lock. Nowadays, the 

development of technology in combination with the revolution of the internet has 

brought us to the era of digital information.  Paper documents with sensitive 

information have been transmitted to virtual documents being stored in electronic 

folders and files. Thus, the physical keys for unlocking analogous information are 
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no longer necessary. Instead, unauthorized access is mostly controlled by 

knowledge-based mechanisms, such as password and Personal Identification 

Numbers (PINs) (Vu, Proctor, Bhargav-Spantza, Tai, Cook, & Schultz, 2007). 

The authentication procedure for each account is usually composed of two steps: 

the User Identification and the User Authentication (Todorov, 2007). User 

Identification occurs when the system recognises who the user is via the use of a 

UserID or a token. User Authentication is the step where the system verifies that the 

identified user is the actual owner of the account. Passwords are the most widely 

used mechanism for the User Authentication step (Vu et al, 2007). The volume of 

digital information is rising, so information protection by password becomes more 

essential. This forces users to create multiple accounts and increases the number of 

passwords that need to be memorised. From banking to email, social networking, 

utility billing, online shopping or newspaper reading; passwords are the universal 

mean for achieving access to nearly all types of accounts. Research by Florêncio and 

Herley (2007) has shown that on average each user types around 8.11 passwords per 

day.  

The extended amount of password-protected accounts lead to a large number of 

passwords that need to be memorised. This requires a high level of memorability 

and cognitive abilities. Additionally, password expiration policies applied by some 

organisations, require the frequent change of passwords and raise the memory 

demands even more (Adams & Sasse, 1999; Gaw & Felten, 2006). Although  

meaningful passwords are easier to remember and equally difficult to crack 

compared to random passwords, restrictions on password complexity continue to 
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exist  (Yan, Blackwell, Anderson, & Grant, 2000). Information security departments 

usually suggest the adoption of complicated passwords that include a mixture of 

numbers, punctuation symbols and upper and lowercase letters (FIPS, 1993). But, 

such levels of password complexity increase the cognitive demands and raise 

memorability issues. Password resets are not a solution either, as they usually cause 

frustration, time loss and extra costs reaching up to $20  to $50 per reset (RSA 

Security, 2005). For these reasons, users tend to develop insecure habits and 

practises that can assist them in remembering their passwords and ignore that they 

may jeopardise the security of their account (Adams & Sasse, 1999). 

Information security research has proposed several types of password 

alternatives that reduce the memory demands and prevent the users from following 

insecure practises. For example, one-time passwords involve the generation of a 

new password everytime the user wants to login to his account via the use of a 

password generating device. One-time passwords do not require the use of static 

knowledge-based cridentials, so they minimise the memory demands and the 

dangers caused by shoulder-surfing. However, the requirement of a password 

generating hardware is a limitation which makes the method unusable as users may 

be prevented from accessing their account if the device is lost, stolen or forgotten 

(Brostoff, Inglesant, & Sasse, 2010). Some scientists suggest the replacement of 

passwords with graphical passwords as humans are expected to have better 

performance in remembering pictures (Nelson, Reed, & Walling, 1977). One such 

example is Passfaces, which require users to authenticate by selecting a set of pre-

registered faces and  another is persuasive Cued Click-Points (PCCP) which 
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involves clicking on some pre-defined points in a series of click-depended images 

(Chiasson, Biddle, & van Oorchot, 2007; PassfacesCorporation). Graphical 

passwords are difficult to record or communicate to other people and therefore can 

prevent the adaption of unsecure policies by the users. However, the usability, 

security and memorability of such authentication methods compared to passwords is 

still under investigation. 

On the other hand, biometric systems could be an altenative to knowledge-based 

mechanisms. Biometrics rely on the uniqueness of each individual‘s human 

anatomical structure, such as fingers and iris, in order to achieve access (Jain, Bolle, 

& Pankanti, 1998). The method eliminates the memory demands. Although users 

tend to get frustrated when forgetting their passwords, it has been shown that they 

would not prefer to use of biometrics (Dhamija & Perrig, 2000). This is due to the 

privacy and trackability issues raised from the use of such methods. The 

regeneration of copies of the user‘s generic characteristics and their replication into 

digital format is possible. Thus, the risks for unauthorised access are not minimised 

(Brostoff & Sasse 2000). Finally, the use of biometrics requires the introduction of 

costly hardware. For these reasons, knowledge-based authentication mechanisms are 

most likely to remain the main way of user authentication, at least for the 

forthcoming future. The advantages and disadvantages of the mechanisms discussed 

above are summarised in Table 2.1.1. 

Nevertheless, the security industry proposes solutions that could improve the use 

of passwords in the authentication process. Password Management Tools aim to 

assist users by using a single master password and keeping secure all the rest of their 
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password records on a single password protected database. Despite the fact that such 

tools could be great help for users dealing with multiple passwords,  they have not 

been widely adapted (Boneh, & Mitchell, 2005 ; Florêncio & Herley, 2007; Ross, 

Jackson, Miyake, 2005). Further security dangers are raised if the master password 

is cracked.  

The OpenID method is a technique which allows users to sign in to multiple 

accounts only by logging-in to their OpenID provider‘s account. This means that 

everytime users wants to access an account, they use their OpenID, so that they can 

be redirected to their OpenID provider‘s website. The provider is capable of 

confirming their identity to other websites without requiring any further passwords 

(Messina, 2010). OpenID seems to be a promising system, but recent experiments 

indicated that its functionality is time consuming compared to the time it takes to 

login using a password  (Kakali, 2010). Thus, such solutions are unlikely to be 

wildly deployed in the immediate future unless their usability and time required are 

improved. 

The use of knowledge-based methods is more applicable. Simutaneously, users 

find it difficult to tradeoff between the security regulations and the human memory 

limitations (Proctor, Lien, Vu, Schultz, & Salvendy, 2002). Indeed, users are  

considered to be the ‗weakest-link in the security chain‘ (Sasse, Brostoff, & 

Weirich, 2001). For example, it has been found that  50% of the questioned 

participants admit of writing their passwords down (Adams & Sasse, 1999). 

Furthermore, users struggle to remember random selections of alpharithmetics and 

punctuation symbols and meaningless sequences of characters (De Angeli, 
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Coventry, Johnson, & Ranaud, 2005). In fact, passwords are relatively easy to 

remember only if they are related to meaningful information for the user as dates 

and names (Vu et al., 2007). So, users choose weak and predictable words as 

passwords (Klein, 1990).  Findings of other studies, confirm that users find it 

difficult to memorise passwords with acceptable levels of complexity (Adams & 

Sasse, 1999 ; Florêncio & Herley, 2007). Gampp and Morris (1984) report a large 

number of passwords consisting of dictionary words or names followed by a digit. 

Similarly, Leyden (2003) states that 13% of the participants included the word 

‗password‘ in their password.  

As the number of accounts increases dramatically, the memory demands 

correspondingly increase. Each user should ideally cope with four to five distinct 

passwords (Adams & Sasse, 1999). But, each user has around 25 password-

protected accounts (Florêncio & Herley, 2007). So, users tend to use similar 

passwords or even reuse their passwords for some of their accounts. The average 

user owns around 6.5 different passwords, which are on average shared between 3.9 

different accounts each (Florêncio & Herley, 2007). Thus, when it comes to 

retrieving a password, users not only face the problem of remembering their 

passwords, but also have to deal with which password matches each of their 

accounts.  This is known as password interference. Factors, such as frequency of use 

and practise, can also influence the password memorability. The next section 

discusses the functionality of human memory and the influence of such factors on 

password memorability. 
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Authentication 

Mechanism  Description  Advantages  Disadvantages  

Passwords  
Involves the recall of 

a set of characters to 

authenticate  

-High level of entropy 

(Section2.5)  

-High     memory   demands  
-Sensitive to shoulder-surfing 

and brute force attacks  

One-time 

passwords  

Involves the 

generation of new 

password for each 

login session via the 

use of a password-

generating device  

-Do not have any memory 

demands  
-Not sensitive shoulder-surfing 

attacks  

-Forgetting to carry the 

password-generating device 

along may prevent using from 

accessing the account  
-Dangers commencing  from 

losing the password-generating 

device  

Passfaces  
Users authenticate by 

selecting a set of pre-

registered faces  

-Expected to reduce the 

memory demands due to the 

picture superiority effect 

(Section 2.2)  

-High    memory    demands  
-Sensitive to shoulder-surfing 

and brute force attacks  
-Their performance is still 

under investigation  

PCCP  

Users authenticate by 

clicking at some pre-

defined points in a 

series of pre-

registered images  

-Expected to reduce the 

memory demands due to the 

picture superiority effect 

(Section 2.2)  

-High    memory    demands  
-Sensitive to shoulder-surfing 

and brute force attacks  
-Their performance is still 

under investigation  

Biometrics  
Involve the use 

human body parts in 

the authentication 

process  

-Do not have any memory 

demands 
-Involves the use human body 

parts in the authentication 

process  

-Privacy and tractability 

considerations by users  
-Dangers of re-generating of 

copies of the users‘ 

characteristics  

 

 

 

Table 2.1.1 – Types of authentication mechanisms and their advantages and disadvantages  
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2.2  Human Memory: Functionality and Limitations 

A good starting point for studying the memorability and interference of 

passwords and password alternatives is to understand the basic mechanisms of the 

human memory. Usually, human memory taxonomy is thought to be similar to the 

computer memory (Greene, 2010). According to Stage of Memory Theory (SMT), 

human memory is divided into three parts; short-term, long-term and sensory 

memory (Atkinson & Shiffin, 1968; Zhang, Luo, Akkaladevi, & Ziegelmayer, 

2009). Sensory memory is useful for storing limited unprocessed information for a 

few milliseconds. Once information is processed, then it enters the short-term or 

‗working‘ memory (Atkinson & Shiffin, 1968). Short-term memory is expected to 

be of seven -plus or minus two- chunks of capacity and holds the information for 

approximately 30 seconds or less (Cohen, 1996). In fact, the greatest amount of 

forgetting comes in the first hour after the information is memorised (Ebbinghaus, 

1885). Only selected information moves on from short-term to long-term memory to 

be saved for longer periods of time. Long-term memory is a relatively permanent 

type of memory and holds a huge amount of information for a long time. According 

to previous research on passwords, it is reasonable to consider that account-

password pairs that are created and memorised by the user will eventually be stored 

in the long-term memory (Zhang et al., 2009). 

Retrieval is the process of getting information out of memory. When information 

is stored in long-term memory, a neurochemical memory trace is created (Daniel, 

2008). Information is stored somewhere in the human brain alongside with a trace 

which indicates each location. Thus, the trace measures how strongly this 
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information is stored in memory (Zhang et al., 2009). This is confirmed also by the 

Memory for Goals theory which states that memory retrieves the item which is more 

active at the moment (Altmann & Trafton, 2002). In this case, activation level is In 

this case, activation level is analogous to how frequently the memory is being 

retrieved and how recent is the last time that it has been retrieved (Anderson & 

Schooler, 1991 ; Rundus, 1971). Based on these facts, the memorability of 

passwords or password alternatives is likely to be affected by how often it has been 

used as well as how recently.  

Human memory is constructive (Daniel, 2008). This means that it stores bits of 

events that happened so that the memory of an event can be recreated whilst being 

recalled. In terms of password or password alternatives retrieval, two possibilities 

exist; recall and recognition.  Recall is the process of deriving the previously learned 

password directly from memory. Recognition is the process of recognising an 

answer by previewing the set of all possible answers. Passwords associated with 

meaning or related to user‘s experiences are expected to have a stronger trace in 

memory, so are recalled more easily (Vu et al., 2007). The process of recognition is 

considered to be easier to remember and quicker to retrieve from human memory 

compared to the recall process (Baddeley, 1997 ; Rock & Englestein, 1959). This is 

explained based on the picture superiority effect which states that people find it 

easier to remember pictures than text (Nelson, Reed, & Walling, 1977 ; Shepard, 

1967 ; Standing, Conezio, & Haber, 1970). So, graphical passwords are expected to 

have a better memorability performance compared to text-based passwords 

(Monrose & Reiter, 2005).  
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 There are two basic reasons for forgetting; decay and interference (Cohen, 

1996). Decay is relevant to the strength of the trace of a memory and it occurs when 

the neuro-chemical memory trace fades away, but the memory is still stored in the 

human brain. This is likely to occur when a password is not frequently or has not 

been recently used. Moreover, interference occurs usually due to the confusion of 

similar information (Cohen 1996; Daniel 2008).  Interference is distinguished into 

proactive and retroactive (Baddeley, 1997). Proactive interference occurs when 

older passwords start to interfere with newly introduced ones. The existence of 

multiple password-account pairs and the fact that many accounts require frequent 

change of the password are the two basic reasons for causing proactive interference. 

Retroactive interference occurs when newer passwords interfere with the recall of 

older ones. The definitions and theories presented in this section are summarised in 

Table 2.2.1. 
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Name Definition/Theory  

Memory retrieval  The process of getting information out of memory.  

Memory for Goals theory  Memory retrieves the item which is more active at 

the moment  

Activation level  
Analogous to how frequently the memory is being 

retrieved and how recent it was the time that it was 

last retrieved  

Recall  
Process of deriving an answer by retrieving 

previously learned information directly from 

memory  

Recognition  The process of recognising an answer by previewing 

the set of all possible answers  

Picture superiority effect  People find it easier to remember pictures rather 

than text  

Interference  Phenonomenon that occurs due to the introversion 

of similar information  

Proactive Interference & 

passwords  
Phenonomenon that occurs when older passwords 

start to interfere with new ones  

Retroactive Interference 

& passwords  
Phenonomenon that occurs when new passwords 

start to interfere with older ones  

 

 

 

 

Table 2.2.1 – Summary of the definitions and theories on memory that are 

relevant to the use of authentication mechanisms and to problems associated 

with them  
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2.3  Related Work and Methodology 

Not many studies have investigated the interference of authentication 

mechanisms. In fact, only three previous studies have investigated interference of 

passwords or their login alternatives (Chiasson et al, 2009; Everitt et al, 2009; 

Moncur & Leplatre, 2007). Other studies have explored the password habits of users 

by conducting empirical research examining multiple password recall (Florencio & 

Herley, 2007; Zhang et al, 2009).  

The study by Everitt et al. (2009) examined the impact of interference and 

frequency on Passfaces. The results of the study indicated that Passfaces 

memorability is directly influenced by frequency of use and their interefence effect 

increases along with the number of credentials. The study had innovative 

experimental design which examined the interference and frequency up to the level 

of using four distinct graphical passwords and up to four password recalls per week. 

The fact that it was conducted over the period of five weeks and the number of 

participants included makes it, the first meaningful examination under realistic 

conditions. However, results assessed the use of Passfaces only. This limited their 

comparability with other authentication mechanisms. Another limitation was that all 

the participants recruited for the study were students. Thus, the memory 

performance recorded may not mirror the memory performance of the average 

population who uses authentication mechanisms because young people are more 

likely to have better memory performance.  The participants did not choose their 

passwords but the passwords were automatically assigned to them. However, in 

reality users tend to pick passwords that are significantly meaningful to them. 
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Another unrealistic aspect of this study is that all passwords were introduced at the 

beginning.  But, users do not usually create all their accounts at once. The above 

factors are very likely to have influenced the users‘ login performance and as a 

result, the failure rates reported by the study. 

A study by Chiasson et al. (2009) examined the interference between text-based 

and click-based passwords and reported that text-based passwords are more 

sensitive to interference compared to click-based passwords. The fact that the study 

included two different authentication mechanisms, allowed the researchers to 

compare the performance of the users for the two authentication mechanisms. The 

study was structured using a scenario where users were assumed to own six distinct 

accounts such as bank, email and others. Participants were allowed to choose their 

own passwords. The experiment included only two login sessions which were lab-

based. During the first session, participants were requested to create distinct 

passwords for their six different accounts and to login to each of the accounts after 

30 minutes, which is not very common in real life. After two weeks, the second 

phase was conducted, where participants had to use their passwords and login to 

their accounts only one time more. This single recall phase included only 26 

participants out of the 65 (60% drop-out rate). Hence, the amount of login phases 

and the high drop-out rate compromise the accuracy of the results. This causes the 

accuracy of the results of the study to be debateable. 

Another study by Moncur and Leplâtre (2007) examined the memorability of 

multiple graphical passwords and PINs and demonstrated that graphical passwords 

can have better recall results compared to PINs. This result is in line findings by 
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Chiasson et al. (2009) examining text and click-based passwords. The four week 

study started with 172 participants, allocated in five groups. One of the groups was 

assigned the use of PINs and the other four were allocated to use graphical 

passwords. Despite the large starting number of participants, there was a large 

dropout rate of 64.91%. Another disadvantage of this study is that the number of 

login sessions was only three and so it did not provide a sufficient dataset. 

Additionally, the five passwords were system-generated and prevented the users 

from choosing their own passwords which is more realistic. The fact that the 

experiment was not based on any scenario, may also have prevented the users from 

distinguishing the password for each account.  

Florêncio and Herley (2007) conducted a large-scale field study on password 

usage habits. Findings report that the average user owns seven distinct passwords 

and types on average 8.11 passwords per day. It also reports that 20% of the 

passwords are solely numeric and that a very small portion of passwords is strong. 

During the study, software was installed in the computers of the users, in order to 

record information about the users‘ daily login sessions. The study involved half a 

million users and lasted three months. Thus, it provided a rich dataset regarding 

users‘ password habits. The study was based on the assumption that each user uses 

only one computer to login. But, there could be cases in which users used more than 

one computer to login to their accounts. If some of these computers were not 

included in the study, then it is very likely that some of the logins were not logged.  

The study was solely quantitative and it did not attempt to find more information 

about the users‘ policies behind the habits recorded via interviews or questionnaires. 
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The study neither investigated in depth the interference caused by the existence of 

multiple passwords, nor examined the impact of frequency on them.  

Zhang et al. (2009) identified two methods for assisting multiple password 

recall; the list reduction and the unique identifier methods. The experiment was lab-

based, conducted over a period of two weeks and included ninety-three participants. 

A scenario similar to the one used by Chiasson et al. (2009) was adapted. The 

experiment included only one login session which did not help to derive a sufficient. 

Moreover, the study included the unrealistic restriction that the participants should 

register passwords in which the first two letters were different to those of the rest of 

the passwords registered.  

Overall, there are only few studies which have previously assessed the password 

usage frequency and interference. The only study which lasted for over two weeks 

and included a realistic number of logins per week is the study by Everitt et al 

(2009). However, the study assessed only one authentication mechanism, the 

Passfaces. Hence, it is the main aim of this study to address these issues by 

examining and comparing the impact of frequency and interference for three 

authentication methods; Passwords, PINs and GrIDsure. The functionality of the 

latter is explained in the following section. 
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Study 

by:  
Factors 

examined  
Authenticatio

n Mechanisms  
Advantages  Disadvantages  

Everitt et 

al. (2009)  

-Interference  

-Frequency  

-Training  

-Passfaces  

-Innovative 

experimental design  

-Five-week study  

-Examined the 

existence of multiple 

credentials  

-Credentials not self-assigned by 

participants  

-All credentials introduced at the 

beginning of the experiment  

-No scenario  

Chiasson 

et al.  

(2009)  

-Interference  
-Passwords  

-PCCP  

-Use of a scenario  

-Participants self-

assigned their 

credentials  

-Insufficient number of login 

sessions  

-Small duration (only two weeks )  

-High drop-out rate of participants  

-Restricted amount of time allowed 

for logging in (only 90 seconds)  

Moncur 

& 

Leplâtre 

(2007) 

-Memorability  

-Graphical 

Passwords  

-PINs  

- Relatively high 

number of participants 

(N=172)  

-Four-week study  

-Insufficient number of login 

sessions  

-High drop-out rate of participants  

-Credentials not self-assigned by 

participants  

-No scenario  

Florêncio 

& Herley 

(2007) 

-Password 

habits  
-Passwords  

-Half a million users  

-Real-time user habits 

were logged  

-Three-month study  

-Assumed that a user uses only one 

computer  

-Solely quantitative study  

Zhang et 

al. (2009)  

-Methods that 

can assist 

password 

interference  

-Passwords  -Use of a scenario  

-Lab-based experiment  

-Duration limited to two weeks  

-Unrealistic instructions were 

provided to participants when 

creating their passwords  

 

 

 

Table 2.3.1 – Summary of contemporary research and its methodology 
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2.4  GrIDsure Authentication Mechanism 

GrIDsure is a graphical authentication method. Its authentication process 

involves the choice of a series of numbered squares from a presented grid (Figure 

2.4.1 A). Graphical authentication methods are divided into three types; 

―locimetric‖, ―cognometric‖ and ―drawmetric‖ (Moncur & Leplatre, 2007). The 

Locimetrics approach is based on the use of mnemonic and cued recall. For 

example, this approach may require the participant to touch at specific predefined 

points of images. Cognometrics, such as Passfaces, refers to the authentication 

mechanisms that require innate cognitive abilities (De Angeli et al., 2005). 

Drawmetrics involve the user creating the outline of a drawing on a grid (De Angeli 

et al., 2005). The grid is usually verified with the original one based on factors, such 

as position, sequence and visual appearance.  Locimetrics and Cognometrics require 

recognition, whereas Drawmetrics require recall.  

GrIDsure belongs to the Drawmetrics category (Brostoff et al., 2010). 

GrIDsure includes 5x5 grid, where each square is populated with a random number 

between 0 and 9 (Figure 2.4.1 A). In GrIDsure, users utilize a personal identification 

pattern (pip) to authenticate, instead of the traditional text-based methods. During 

the registration of a GrIDsure pip, users must choose a pattern and memorize both 

the arrangement and sequence of the squares in order to be able to login. The 

arrangement refers to the ‗shape‘ formed by the chosen squares on the grid. For 

example a ‗tick‘ shaped pattern would look like the one illustrated in Figure 2.4.1 B.  

The sequence refers to the order in which the squares are chosen. An example of a 

possible order for the ‗tick‘ shaped pattern is included in Figure 2.4.1 C. An 
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example of a possible GrIDsure pip based on the arrangement and the sequence 

presented in Figure 2.4.1 B and Figure 2.4.1 C, is combined in Figure 2.4.1 D. The 

most widely used grid for GrIDsure is the 5x5 grid and thus a 5x5 sized grid was 

used for the purposes of this experiment.  

GrIDsure holds the advantage of the one-time PINs, compared to other 

authentication mechanisms (Brostoff et al., 2010; GrIDsureLTD). This is because 

for each login, the squares of the grid are populated with different numbers which 

are selected at random. In the traditional use of PINs and Passwords, a thief of the 

record can immediately achieve access once the credentials are stolen. According to 

Weber (2006), in the case of GrIDsure, even if the thief had analogous information, 

the possibility of guessing the user‘s pip is only 2.5% (Weber, 2006).  Moreover, the 

use of GrIDsure enforces a more secure behaviour by the user, as the process of 

writing down or communicating the pattern is more difficult compared to text-based 

credentials (Brostoff et al., 2010). Thus, most of the problems associated with 

passwords as highlighted by Adams and Sasse (1999), can be avoided when using 

GrIDsure. Another advantage is that GrIDsure does not require any special 

password generating hardware to be carried along as in other types of one-time 

passwords. However, authentication via GrIDsure patterns relies solely on human 

memory. Therefore, the method involves some of the problems associated with the 

limitations of human memory.  

The GrIDsure technology had been awarded for its innovation and recent 

studies indicate that the method is remarkably usable (Brostoff, et al., 2010; 

InfoSecurity.com, 2009). The advantages of GrIDsure mechanism start to have a 
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worldwide recognition and be appreciated by the industry. As a result, GrIDsure is 

expected to be introduced in major banks such as the French Crêdit Agricole and 

other organizations in the forthcoming future (Condon, 2009; Infosecurity.com, 

2010). The security level of GrIDsure and the other authentication mechanism 

included in this study are discussed in Section 2.5.  

 

 

Figure 2.4.1 – GrIDsure: (A) An example of a randomly populated 5x5 grid; (B) A 

‗Tick‘ shaped pattern; (C) A possible sequence on which squares can be picked for 

the‘ tick‘ shaped pattern; (D) The shape and sequence for the ‗tick‘ shaped pattern 

synthesised by Figure 2.4.1 B & C 
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2.5  Entropy  

Entropy in information security, measures the possibility that an attacker has to 

guess a secret credential (Burr, Dodson, & Polk, 2006; Shannon, 1948). Entropy is 

measured in binary digits (bits) and a password with 2 to the power of x ( ) 

possible combinations is said to have entropy equals x. For example, a password of 

4-digits long, where choice among eight different characters is possible and 

repetition of characters is allowed, would give 8 x 8 x 8 x8 = 4096 different 

combinations of passwords. Thus, the entropy of such a password would be 

 which is equal to 12 bits. In general, a password with N bits of entropy 

incorporates a guessing difficulty equal to finding a random sequence of characters 

of N bits for the attacker (Burr et al., 2006). 

In reality, all authentication methods have a certain number of characters 

available. More specifically, PINs have 10 different characters available, from 0 to 

9. Passwords have around 84, including 26 lower case letters, 26 uppercase letters, 

10 digits and 22 punctuation symbols (Florêncio & Herley, 2007). For a 5x5 square 

grid, each GrIDsure pattern has 25 different squares available. For the purposes of 

the experiment, the password and PIN restrictions that occur in the real world are 

simulated as similar as possible. Therefore, it was impossible to have equal entropy 

for all authentication methods. In this experiment, passwords were required to have 

a minimum length of six characters and a complexity which included at least one 

digit or upper case letter or punctuation symbol. For PINs, the use of pure ascending 

or descending order of numbers (e.g. 1234) or digits with equal mathematical 

difference (e.g.2468) was prevented.  
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According to Table 2.5.1, which includes the entropy of the mechanisms 

included in this study, passwords have the highest entropy. PINs involve the 

problem of low entropy which makes the method less secure and more vulnerable to 

brute-force and guessing attacks. Both passwords and PINs are vulnerable to 

shoulder-surfing due to their static nature. Moreover, there is a debate over the 

accuracy of the entropy evaluated for GrIDsure (Bond, 2008; Weber, 2006). A study 

conducted by Weber (2006) evaluates the entropy of GrIDsure and calculates the 

number of shapes that are considered as ‗likely to be chosen‘. Even in this case, the 

entropy of GrIDsure calculated by Weber (2006) is higher than the entropy of PINs. 

However, Bond (2008) criticises the entropy levels calculated by Weber (2006) 

and claims that in practise entropy of GrIDsure patterns and PINs is equally low. 

The subjectivity of the selection process of the ‗likely to be chosen‘ shapes is the 

main reason for this argument. Additionally, the report argues that the likelihood of 

these shapes to be chosen should not be considered as equal. Regardless of this 

debate, the security of the mechanisms can be improved from a usability point of 

view by guiding users to choose more secure PINs or GrIDsure patterns. For 

example studies by Brostoff et al. (2010),  prove that the amount of  ‗likely to be 

choosen‘ or predictable GrIDsure patterns can be reduced by providing users with 

the appropriate instructions on how to select less predictable and more secure 

GrIDsure patterns.   
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Summary 

This Chapter has described in detail the real-world problem on which this study 

was based on and explained its relevance to the human memory limitations. The 

reasons why users tend to follow unsecure policies were identified. This include the 

large amount of password protected accounts, the password reset policies and the 

restricted recourses of human memory. Although the usability of authentication 

mechanisms had been examined in the past, most of the studies did not examined 

them under realistic conditions. Furthermore, one of the newly introduced 

authentication mechanisms, GrIDsure was presented. The entropy level of each 

mechanism was introduced. Passwords have the highest entropy level (38.35 bits).  

Authentication 

mechanism 

Number  

different 

characters or 

squares available 

Minimum 

length 

Entropy 

Calculation 
Entropy in bits 

Passwords 84 6 
 

38.35 

PINS 10 4 
  - 14 

13.29 

GrIDsure 

patterns 
25 4 

 

18.57 

(Weber, 2006) 

18.02 

(Bond, 2008) 

Table 2.5.1 – The entropy of each authentication mechanism 
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Chapter 3. Experimental Design 

 

Research on memory indicates that frequency of use is one of the critical factors 

that influence memory (Anderson & Schooler, 1991 ; Baddeley, 1997; Rundus, 

1971). Only few studies consider the realistic assumption of multiple passwords 

(Chiasson et al., 2009; Everitt et al., 2009). No previous research has examined the 

factors of interference, frequency of use for more than one authentication 

mechanisms via an intense study. In fact, Everitt et al. (2009) examined the first two 

factors solely on Passfaces. Chiasson et al (2009) examined the interference of 

passwords and click-based graphical passwords but the study included only two 

login sessions. Therefore, the purpose of this study is to enlighten this area, by 

performing a five week experiment examining the identified factors for three 

authentication mechanisms; Passwords, PINs and GrIDsure.  

 The reason for choosing to include Passwords and PINs in the experiment is 

their wide use in the real world. GrIDsure is considered to be a new but very 

promising authentication mechanism, concentrating a variety of benefits (Section 

2.4) which started to be remarkably appreciated by the industry (InfoSecurity.com, 

2009; 2010). Despite its graphical format, GrIDsure involves the process of recall 

rather than recognition (Brostoff et al., 2010).  Thus, the method was equally 

comparable to the other recall-based authentication mechanisms such as Passwords 

and PINs. For these reasons, GrIDsure authentication mechanism was included in 

the experiment instead of any other type of authentication method.  
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The three main goals of the study were to examine the following factors for 

each mechanism: 1) The interference effect; 2) The impact of frequency of use; 3) 

The recall performance and time to authenticate. 

The study assigned two groups of participants to each authentication mechanism. 

Each group was required to authenticate on a different frequency basis. Participants 

of all groups were required to memorise four different credentials. Thus, the 

interference for each mechanism could be examined via a within-participants 

comparison of their performance at different times during the experiment. A 

between-participants experimental design was used in order to compare two distinct 

groups of participants who have been using the credential on different frequency 

basis. Finally, the recall performance and the time required to authenticate for each 

authentication mechanism was addressed. 

The data of the experiment were derived by logging the users‘ capability in 

remembering their credential and their performance in recalling them. This was 

achieved by requiring participants to visit a website and login using one of their pre-

registered credentials. Participants were required to complete such task on average 

3.6 days per week.  

 

Scenario of the study 

The scenario of the study assumed that participants were playing a web-based 

game, Barterworld. Barter is a way of exchanging commodities without the use of 
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money. Therefore, in BarterWorld, users were assumed to have completed services 

for the community. The services included gardening, teaching, babysitting and 

cleaning and users were required to have an account for each of the above services. 

Each time the manager of the community assumed that a group of users had 

completed a service, an email was sent to each user.  Users could then claim some 

working hours by logging into the corresponding service account and entering a 

given claim code.  Therefore, the part of the task that involved logging into the 

account was considered to be a secondary task that the users had to complete in 

order to be able to do their main task. Thus, the actual aim of the experiment was 

less obvious to the participants which aimed to help them be more relaxed about 

remembering their credentials.   

The idea of this scenario was innovative compared to scenarios used in previous 

studies. Similar experiments studying multiple password memorability, simply 

required participants to login to a number of imaginary accounts such as email and 

bank accounts (Chiasson et al., 2009). However, this could influence the 

participants‘ effort in remembering some credentials compared to others. For 

example, the participant may had put more effort in remembering the password of 

the bank account than the instant messaging account. In contrast, this scenario 

promoted equal treatment for all of the accounts as all of them aimed to serve the 

same purpose. The fact that each login allowed the participants to claim some more 

working hours, could give them sufficient incentive to protect their accounts as it 

created the notion of earning something. Additionally, the minor amount of hours 

(0.5 hours) reduced for those who failed to recall their passwords, aimed to prevent 
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them from putting much effort in writing their credentials down. An example of the 

scenario used is included in Appendix.  

Financial incentives were provided based on the total of working hours gained 

by each participant. This aimed to encourage participants to login and claim their 

imaginary working hours. If participants did not attempt to login to their account 

within the same day that the email was received, then they were unable to claim 

their working hours for that session. Participants were allowed up to three attempts 

to successfully login to their account. If they failed to login within the three 

attempts, then their login was considered as unsuccessful and they would receive a 

reminding email.  This email would include a link which allowed the participants to 

preview their forgotten credential. This page expired after being previewed once, so 

that the users could not have a permanent record of their credentials. An example of 

the pages that participants previewed when they successfully logged in is illustrated 

in Figure 3.1.1. Also, Figure 3.1.2 illustrates an example of the page previewed 

when they failed to login. 
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Figure 3.1.2 – Example of the page preview when successfully logging in. 

 

Figure 3.1.1 – Example of the page preview when successfully logging in. 
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3.1  Method  

This section provides an extensive description of the experiment. Choices and 

decisions regarding the conduction of the experiment are being justified where 

appropriate and the procedure followed during the experiment is being presented. 

The section is divided into four parts; Participants, Materials, Design and Procedure. 

 

3.1.1 Participants 

Due to the sole web-based nature and the long duration of the experiment, there 

was an over recruitment percentage of 25%. A total of 78 participants were included 

in the experiment. This number includes the 25% over-recruiting imposed by the 

over-recruiting policy that was followed. Participants were recruited through the list 

available the by Psychology Department. The experiment included a relatively 

balanced range of genders (34 males; 44 females).  Participants were aged from 18-

55. More specifically, 51% lied in the 18-24 age range, 41% in the 25-34, 5% in the 

35-44 and 3% was aged between 45 and 55.  

 

3.1.2  Materials 

APET & Limesurvey   

The Authentication Performance Evaluation Tool (APET) was used. This is an 

existing tool developed in a prior dissertation (Trepeklis, 2008). The tool is installed 

on the Hazel server, belonging to the Information Security research group.  APET 
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provides the functionality of conducting field studies on several kinds of 

authentication mechanisms. It allows the experimenter to send emails to users, 

inviting them to login through a webpage while their interaction is being logged 

(Trepeklis, 2008). APET has the functionality of setting up expiration and time 

boundaries within which users are allowed to complete their tasks. This allows the 

experimenter to test the user performance within a specific period, whilst preventing 

users from potentially jeopardizing the dataset by trying to login on any undesired 

day. It also allows the researcher to log interaction data such as whether the user‘s 

login was successful and the login time.  Limesurvey is the online survey tool used 

by the Information Security research group of UCL. As the experiment was solely 

web-based, participants were required to sign informed consent forms and complete 

questionnaires online. This process was conducted using LimeSurvey. 

For the use of the three authentication mechanisms, we programmed the code for 

PINs and Passwords according to the functionality of APET. Also, a separate 

website was utilised to serve the functionality of the scenario. Once logged-in, the 

website provided personal information for the users, such as their username, 

completed working hours and overall score. On this website, a separate database 

was developed to log the user‘s score, login history and timestamp so that 

participants could be monitored on a daily basis. Finally, an email account 

(bartering.login@gmail.com) to serve the communication with participants was 

created. 
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3.1.3 Design 

The independent variables were the login frequency, number of memorised 

credentials and authentication mechanism; giving the experiment a 2 x 2 x 3 mixed 

factorial design.  The experimental design divided the participants into six different 

groups; two for each authentication mechanism.  For each mechanism, there was a 

group receiving login emails frequently and another receiving them infrequently. 

For the rest of this study these groups will be called frequent and infrequent groups. 

The frequent groups received double the amount of login emails for each week, 

compared to the amount received by the infrequent groups. 

For each week of the study, participants were required to recall all of their 

registered credentials at least once. Participants registered a credential for a new 

account every week, except the last week of the study. For example, participants 

registered their credential for their gardening account on the first week. Next, 

participants in the frequent group were required to recall that credential once during 

the first week of the study by logging in to the gardening account. On the second 

week, both the infrequent and the frequent groups were required to register their 

credentials for their teaching account and recall the credentials of the gardening 

account. During that week the infrequent group recalled the credentials of the 

gardening account once and the frequent group recalled it twice. The frequent group 

recalled the credential of the teaching account also, during the second week of the 

study. The same pattern of registrations and recalls was followed for the third and 

fourth week of the study. The credentials of all the four accounts were recalled at 

least once during the last week of the study. An example of the full experimental 
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design for passwords is illustrated in Table 2.1.1 and Table 2.1.2 for the frequent 

and the infrequent groups respectively. The same experimental design was used for 

all authentication mechanisms tested. The experiment lasted 34 days. 
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Table 3.1.1 – Experimental Design for 

frequent groups presenting the actions 

required by the users for each day of the 

experiment, where G.A.: Gardening 

Account, T.A: Teaching Account, B.A: 

Babysitting account, C.A.: Cleaning 

Account 

Table 3.1.2 – Experimental Design for 

frequent groups presenting the actions 

required by the users for each day of the 

experiment, where G.A.: Gardening 

Account, T.A: Teaching Account, B.A: 

Babysitting account, C.A.: Cleaning 

Account 
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3.1.4 – Procedure 

This section is divided into four parts; the pre-experimental phase, the 

experimental-phase, the post-experimental phase and the payment-phase. 

 

3.1.4.1 – Pre-Experimental Phase 

The experiment began by asking the participants to read the scenario of the study 

and complete the informed consent form. Six separated forms, one for each group, 

were created on Limesurvey. Participants could only participate in the study upon 

completion of the consent form.  

Extensive information and instructions for the functionality of GrIDsure were 

provided to the GrIDsure groups. Participants were required to confirm that they had 

understood the functionality of GrIDsure or express their need for further 

explanation. For those requiring further explanation, assistance was provided via the 

means of the Gmail chat, Skype, a bespoke website created for this purpose and a 

video demonstration provided by the GrIDsure website. A copy of the instructions is 

included in Appendix. After signing the consent form, participants were requested to 

complete a pre-study questionnaire built on LimeSurvey. For the completion of the 

questionnaire, participants were provided with a UserID so that their identity could 

be protected. The pre-study questionnaire is included in Appendix. 
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3.1.4.2 –Experimental Phase 

   There were two tasks involved in the experiment; the registration and the login 

task. During the registration task, participants were informed that they had gained 

some working hours for a service for which they did not yet have an account. This 

required the creation of an account with a new credential. For the login task, 

participants were informed about the completion of some working hours for a 

service. They were then required to login to their account to claim their hours, using 

the claim code provided in the email they received.  For example, if the email 

referred to gaining access for the gardening account, then the participants had to 

login to their gardening account by typing the correct credential. Then, they could 

submit the claim code in order to get their working hours. Participants received an 

email with a step-by-step explanation of the process that they had to follow in order 

to complete their web-based task and a link to the page to which they had to login. 

Registration Task: 

In order to claim working hours for a new account, participants were required to 

register a new credential for the account. The sequence of steps that the participants 

had to follow is illustrated in Figure 3.1.3. Firstly, they were required to follow the 

link included in the email in order to visit the desired webpage. Next, participants 

were required to identify themselves by entering their email address. Then, 

participants were expected to use their freshly created credential, to login to their 

account.  After logging into the account, the main aim of the task could be 

completed; participants could submit the given claim code. Finally, they were able 
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to preview the homepage of their account and the amount working hours gained. 

Screen shoots of steps two to five are also included in Appendix , Images3.1.1 – 

3.1.5. 

 

 

 

Login Task: 

For the login task, the sequence of steps involved is identical to those of the 

registration task, except that the step number three was excluded. In other words, 

participants were required to type their email address in order to identify themselves 

and then they were expected to input the password of the particular account in order 

to login. After that, they were able to submit their claim code and preview their 

working hours. The steps included in the login task are illustrated in Figure3.1.4.  

Figure 3.1.3 – The sequence of steps involved in the registration task (password 

group). 
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Participants were required to complete their tasks on the same day that the 

emails were received. Hence, the emails of the experiment were usually sent around 

midnight, so that participants would have approximately 24 hours for completing 

their task. Those who did not login by midday received a reminding email to inform 

them that they had, just a few hours left to claim their working hours (included in 

Appendix A).  

 

3.1.4.3 – Post-Experimental Phase 

During this phase, participants were required to complete a post-study 

questionnaire. Questions regarding their experience of the participants and the 

problems faced in remembering their credentials were included. Feedback about the 

experiment was also provided. 

 

Figure 3.1.4 – The sequence of steps involved in the login task (password group). 
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3.1.4.4 – Payment Phase 

Depending on the amount of successful and unsuccessful logins participants 

received their payment in the form of Amazon vouchers.  The payment rates for the 

frequent and infrequent groups are being analysed in Table 3.1.3 and Table 3.1.4. 

Participants who did not attempt to login before the midnight of the day that the 

email was received, could not get any payment for the specific login session. Also, 

participants who failed to respond to three subsequent login tasks or did not 

complete all of the registration tasks were excluded from the experiment.  

 

In summary, this section presented the goals and hypotheses of the experiment.  

Though the phases described in this section, all the necessary data required for 

examining the hypotheses of the study were collected.  The following section 

analyses and presents the results derived from these data.  
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3.2  Results 

This section is divided into three subsections. Each subsection presents the 

results of a different phase of the experiment. The data analysis excludes 

participants who responded to less than the one third of their tasks and those who 

missed any of the registration tasks. 

 3.2.1 Pre-Study Questionnaire Results 

  Of the 78 participants, the average participant stated of having at least seven 

different types of password protected accounts (M=0.73 ; SD=0.24). These included 

email, bank, work or university, social network, shopping, instant or voice 

messenger and utility bill‘s accounts. All the basic types of password protected 

accounts that the participants own are being summarised in Table 3.2.1. The row 

‗No of participants‘ of the table, represents the number of participants that claim to 

have the corresponding password protected account. The table is organised in 

descending order based on the popularity of each type account. Moreover, the 

average participant had at least two different types of PIN protected accounts 

(M=0.21; SD=0.25). Such types of accounts include the bank and work or university 

accounts. All the basic types of PIN protected accounts of the participants are 

presented in Table 3.2.2. Around 62% of the participants reported of sharing their 

passwords over more than one account. Participants who made such an affirmation 
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were requested to name the accounts that share the same password. The 

corresponding qualitative results are being summarised in Table 3.2.3.  
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Percentage 99% 90% 90% 85% 84% 67% 40% 36% 
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Number 67 18 14 12 12 7 6 2 

Percentage 86% 23% 18% 15% 15% 9% 8% 3% 

Table 3.2.1 – Question 4: ‘What kinds of password protected accounts do you 

have?’ 

 

Table 3.2.1 – Question 4: ‘What kinds of password protected accounts do you 

have?’ 

 

Table 3.2.2 – Question 5: ‘What kinds of PIN protected accounts do you have?’ 
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Accounts that share the same password Number of Participants 

Email Accounts 6 

Instant Messenger, Social Network 6 

Email, Work/University 5 

Don't want to tell 3 

Email, Bank 2 

Email, Instant Messenger, Shopping, Social Network, 

Work 2 

Email, Instant Messenger 2 

Email, Newspaper/Magazine, Social Network 2 

Email, Bank, Social Network 1 

Email, Instant Messenger, Shopping, Work 1 

Email, Instant Messenger, Social Network, 

Work/University 1 

Email, Laptop 1 

Email, Shopping, Utility, Other 1 

Email, Social Network 1 

Email, Instant Messenger, Social Network 1 

Instant Messenger Accounts 1 

Nearly all of them 1 

Shopping Accounts 1 

Social Network Accounts 1 

Social Network, University 1 

 

 

 

Moreover, 71% of the participants encapsulate dictionary words or birthday 

dates in their chosen passwords. These participants were requested to describe the 

policies they follow when creating a password. The corresponding qualitative results 

for those participants who did not refuse to provide such information, were 

categorised and are presented in Table 3.2.4. The leftmost column of the table 

Table 3.2.3 – Question 7: ‘Please name the accounts which share the same 

password’ (summarised qualitative responses) 
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describes the policy followed to create the password. For example, the ‗Use of 

birthday dates as part of the password‘ category implies the creation of password 

which encapsulates a birthday date together with other characters. ‗Meaningful‘ 

words or dates, refers words or dates that are important to the participant due to their 

direct relevance to substantial events. Additionally, ‗Use of the same word as the 

main theme‘, denotes the use of similar variants of the same password for more than 

one sites. Furthermore, most of the participants indicated that they login daily to at 

least their email, work or university and social network accounts.  Figure 3.2.1 

presents how often the participants login to several types of accounts. 

 

 

Type of policy Number of Participants 

Use birthday dates as part of the password 5 

Use birthday date as passwords 5 

Use words that are ‗meaningful‘ them 3 

Combine ‗meaningful‘ words and years 2 

Use of the same word as the main theme 2 

Use memorable dates 1 

 

Table 3.2.4 – Question 10: ‘Please explain how your password relate to dictionary 

words or birthdays’ (summarised qualitative responses) 
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Figure 3.2.1 – Question 8: ‘How often do you login to the following accounts?’  
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3.2.2 The quantitative results of the five-week Experiment 

 

Based on the findings of contemporary research and memory theory introduced 

in Chapter 2, the hypotheses of the study were derived. The hypotheses correspond 

to the three goals identified at the beginning of this Chapter: 

 

1. The interference effect will be higher when four credentials are memorised 

than when one credential is memorised (same for all mechanisms). 

2. Participants of frequent groups will have better performance in recalling 

credentials than the infrequent groups (same for all mechanisms). 

3.1. The GrIDsure groups will have better recall performance than the password 

and PIN groups. 

3.2. The PINs groups will require less time to authenticate than GrIDsure and 

password groups. 

This section is divided into three parts. Each of these parts presents the results 

corresponding to goals 1, 2, and 3 which were defined at the beginning of this 

Chapter. For the examination of these goals, similar dependent variables to those 

used by Chiasson (2009) and Everitt (2009) are used. More specifically, the 

dependent variables of the experiment are included in Table 3.2.5. For the cases in 

which the dependent variables contradict each other, the following priority sequence 
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is used: Failure Rate, Number of Attempts and Total Time. The Failure Rate is 

considered to be the factor with the highest importance as it provides an indication 

of whether the participants were allowed or prevented from access their accounts. 

Number of Attempts is considered more important than Total Time as it gives an 

indication of whether the users struggled to recall their credentials. Statistical tests 

for testing the significance of the data compared in each case have been conducted 

and are presented separately for each goal. For all the tests, an alpha-level of 0.05 

was used throughout.  

 

 

Dependent 

Variable  
Definition  Comment  

Failure Rate  

It is the average amount of 

times that a participant failed 

to correctly authenticate 

within the three allowed 

attempts.  

The value lies between zero and one.  

Number of 

attempts  

It is the average number of 

attempts that the user required 

before managing to 

authenticate successfully.  

Participants who struggled to 

remember their credentials are more 

likely to have managed their 

successful logins on their second or 

third attempt rather than on their first 

one. The value lies between one and 

three.  

Total time  
It is the average time that it 

took the participants to recall 

and type their credentials.   

Time counted from the point that the 

login page loaded up to the point that 

the user managed or failed to login.  

 

 

Table 3.2.5 – The definition of dependent variables 
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1) The interference effect  

For the assessment of interference, the performance of the participants at 

different times during the experiment was considered. More specifically, the 

performance when recalling their first and fourth credential for the first time was 

compared. For example, in the case of passwords, the password registered first 

(Password 1) and the password registered last (Password 4) were compared at the 

point at which both of them were recalled for the first time. In fact, for Password 1, 

the values logged from the first recall of Password 1 – recorded on Day 3 of the 

frequent group and on Day 8 of the infrequent group (see Table3.1.1 Table3.1.2) – 

were used. The corresponding data for the first recall of Password 4 were derived 

from the log files of Day 29 and Day 33 of the frequent and infrequent groups 

respectively. These specific days, were selected as they allowed equal amount of 

practise for Password 1 and Password 4 and simultaneously involved different 

number of password distracters that the participant had to remember. In other words, 

when the participant had to recall Password 1 for the first time, no other password 

distracters were involved. But, when Password 4 was recalled for the first time, the 

participant had already memorised Password 1, Password 2 and Password 3. 

Additionally, the equal amount of practise made the two password logs comparable. 

An identical process for examining the interference of PINs and GrIDsure was used.  

For the purposes of goal 1, Failure Rate is the only factor being considered. This 

is because the Number of Attempts and Total Time is not directly capable of 

providing information about the interference effect. The analysis regarding goal 1 
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involved a within subjects comparison, as the performance of the same participants 

was compared at different intervals.  For this reason, paired t-tests were used for the 

statistical analysis of the Failure Rate. The hypothesis expected that the level of 

interference would be higher when recalling the Credential 4 compared to when 

recalling Credential 1 for all the mechanisms. This hypothesis was confirmed for 

the passwords and GrIDsure mechanisms. For passwords, the recall of Password 1 

and Password 4 gave Failure Rates equal to 0.08 and 0.15 respectively (t(25)=1.44 ; 

p=0.08). GrIDsure recalls of Pattern1 and Pattern4, recorded Failure Rates equal to 

0 and 0.16 (t(24)=2.14 ; p=0.02). In other words, there was a significant increase of 

16% for the failure rate of Pattern 4. The hypothesis was not confirmed for PINs, 

for which Failure Rates were 0.48 for PIN 1 and 0.45 for PIN 4 (t(20)=0 ; p=0.50). 

These results are being summarised in Table3.2.6. 

 

 

 

Authentication 

Mechanism 

   

 1
st
 Recall of : Percentage 

of 

difference 

Significance 

(one tailed) Credential 1  

Mean(SD) 

Credential 4 

Mean(SD) 

Passwords 0.08(0.27) 0.15 (0.37) 7% p=0.08 

PINs 0.48 (0.22) 0.45 (0.21) 2% p=0.50 

GrIDsure 0 (0) 0.16 (0.37) 16% p=0.02 

Table 3.2.6 – Results for goal 1: Examining the interference effect for each 

authentication mechanism. The Failure Rate for Credential 1 and Credential 4 

on their first recall is compared.  
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2) The impact of frequency of use  

For the examination of goal 2, the experiment included the assignment of two 

different groups for each authentication mechanism; the frequent and the infrequent 

group. For these two distinct groups of participants of each authentication 

mechanism, the Failure Rate and Number of Attempts are compared. The 

assessment of this goal, involved a between subjects design as the performance of 

different groups of people was compared.  Therefore, independent samples t-tests 

were used for the statistical analysis of the Failure Rate. Data regarding the Number 

of Attempts were calculated to be not normally distributed. This was mainly because 

most of the participants managed to login on their first attempt. Therefore, Mann-

Whitney tests were used for the statistical analysis of the Number of Attempts. 

The hypothesis for goal 2 was that the frequent group of each mechanism would 

have better performance compared to the corresponding infrequent group. This 

hypothesis was supported by the PIN mechanism. The Failure Rates recorded for 

the PIN frequent and infrequent groups were 0.03 and 0.05 (t(23)=0.90; p=0.18) 

respectively. The frequent and infrequent PIN groups gave a significant Number of 

Attempts values equal to 1.13 and 1.28 respectively (u=31.50; w=97.05; z=-1.94 

p=0.02). 

However, the hypothesis was contradicted for the cases of passwords and 

GrIDsure. The passwords infrequent group recorded a better performance. The 

Failure Rate of the password infrequent group was 0.04, which was lower than the 

0.05 recorded for the frequent group (t=0.57; df=24; p=0.26). Similarly, the Number 
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of Attempts of password infrequent group recorded was 1.18, which is less than the 

1.22 recorded for the corresponding infrequent group (u=71; w=162; z=-0.38 

p=0.35).  

The Failure Rate of GrIDsure was not influenced by the change of frequency as 

the Failure Rate both the frequent and the infrequent groups was 0.05 (t=0.14; 

df=24 ; p=0.44). The Number of Logins of the infrequent GrIDsure group was 1.21 

which was less than the corresponding 1.27 recorded for the frequent one (u=64; 

w=155; z=-.763; p=0.18).  However, the Failure Rate is considered as factor of 

higher importance than the Number of Attempts. 

To sum up, PINs performed better when they were used on a frequent basis. 

Passwords were proved to have better recall performance when being used 

infrequently and GrIDsure seemed to be independent to the change of usage 

frequency. The basic data regarding this goal are being summarised in Table 3.2.7. 
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Authentication 

Mechanism 

Frequent 

Group 

Mean(SD) 

Infrequent 

Group 

Mean(SD) 

Percentage 

of 

difference 

Significance 

(one tailed) 

 Failure Rate 

Passwords 0.05 (0.05) 0.04 (0.06) 1.2% p=0.26 

PINs 0.03 (0.05) 0.05 (0.05) 1.2% p=0.18 

GrIDsure 0.05 (0.08) 0.05 (0.07) 0.1% p=0.44 

 Number of Attempts 

Passwords 1.22 (0.34) 1.18 (0.29) 0.4% p=0.35 

PINs 1.13 (0.26) 1.28 (0.42) 14% p=0.02 

GrIDsure 1.27 (0.33) 1.21 (0.35) 7% p=0.22 
 

 

 

3)  Recall performance and time to authenticate 

For the examination of goal 3, recall performance is being assessed by 

considering the Failure Rate and Number of Attempts recorded for each mechanism. 

Time to authenticate is being examined based on the Total Time results. The 

corresponding values for each factor are being summarised in Table 3.2.8. For the 

analysis for goal 3, all possible pairs of combinations of authentication mechanisms 

are being compared; Passwords and Pins, Passwords and GrIDsure, PINs and 

Table 3.2.7 – Results for goal 2: Examining the impact of frequency of use for 

each authentication mechanism. Frequent and infrequent groups are compared 

based on the Failure Rate and Number of Attempts. 
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GrIDsure. The Failure Rates of these pairs was analysed using independent samples 

t-tests. Mann-Whitney tests were used for examining the Number of Attempts and 

Total Time of each of these pairs. The p-values resulted from the statistical analysis 

of all pairs of mechanisms regarding the three factors examined, are included in 

Table 3.2.9. Additionally, statistical analysis for comparing all the three mechanisms 

together was performed. Repeated-measures ANOVA was used for comparing the 

Failure Rate of the three mechanisms and Kruskal-Wallis tests were used for the 

comparison of the Number of Attempts and Total Time of all mechanisms. The 

corresponding p-values for all mechanisms are being presented in Table 3.2.10. 

Two separate hypotheses were formed for goal 3. The hypothesis relevant to the 

recall performance measure, expected that GrIDsure would have better recall 

performance compared to passwords and PINs. The results of the experiment 

contradicted this hypothesis. In fact, the Failure Rate of PINs was 0.04 which were 

lower than the corresponding factor recorded for GrIDsure which was 0.05 

(t(49)=0.68; p=0.27). On the other hand, the corresponding Number of Attempts for 

PINs were 1.20 and for GrIDsure 1.25 (u=26; w= 51; z=-0.32; p=0.16). In addition, 

the Failure Rate for passwords was 0.05, which was equal to the corresponding 

value for GrIDsure (t(50)=0.41; p=0.34) and higher than the one for PINs 

(t(49)=0.64; p=0.31). For the passwords groups, the Number of Attempts required 

was 1.20, which implies a better performance than the corresponding Number of 

Attempts recorded for GrIDsure (u=252; w=505; z=-0.58; p=0.24) and an equally 

good performance if compared with PINs (u=260; w=513; z=-0.30; p=0.16). 

Therefore, GrIDsure did not have as good overall recall performance as passwords 
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and PINs if the Failure Rate (F(2,72)=0.35; MSE=0.001; p=0.70)  and Number of 

Attempts (x(2)=0.27; p=0.87) are considered. For the assessment of the 

authentication time of the mechanisms, the hypothesis expected that PINs would 

require lower login time compared to passwords and GrIDsure. This hypothesis was 

confirmed as the Total Time recorded for PINs was 25.7 seconds. Therefore the 

Total Time for PINs was better than the corresponding value for Passwords which 

was 33.4 seconds (u=26; w=51; z=-0.32; p=0.75) and GrIDsure 63.2 seconds (u=25; 

w=50; z=-0.48; p=0.63).  
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Authentication 

Mechanism 

Failure Rate  

(one tailed) 

Number Of 

Attempts 

(one tailed) 

Total Time  

(one tailed) 

 

Passwords – PINs p=0.31 p=0.16 p=0.37 

PINs – GrIDsure p=0.27 p=0.16 p=0.31 

GrIDsure - 

Passwords 

p=0.34 p=0.24 p=0.39 

 

Authentication Mechanism Significance 

Failure Rate p=0.71 

Number Of Attempts p=0.43 

Total Time p=0.01 

 

 

Authentication 

Mechanism 

Failure Rate 

 

Number Of 

Attempts 

Total Time 

(seconds) 

Mean(SD) Mean(SD) Mean(SD) 

Passwords 0.05 (0.06) 1.20 (0.15) 33.50 (15.31) 

PINs 0.04 (0.05) 1.20 (0.19) 25.76 (16.65) 

GrIDsure 0.05 (0.07) 1.25 (0.23) 63.26 (35.80) 

Table 3.2.8 – Results for goal 3: Compare the recall performance and time to 

authenticate for each mechanism. Failure Rate, Number of Attempts andTotal Time 

factors were considered. 

 

 

 

Table 3.2.9 – The p-values resulted from the comparison of pairs of mechanisms 

based on data of Table 3.2.8 

 

 

 

Table 3.2.10 – The p-values resulted from comparing all authentication 

mechanisms used on data from Table 3.2.8 
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3.2.3 Post-study Questionnaire Results 

This section presents the results of the post-study questionnaire which aimed to 

derive information about the participants‘ experience and feedback for informing 

similar future studies. Firstly, participants were asked to describe the level of 

difficulty that they experienced in remembering their credentials during each week 

of the study. A scale from one to five, where one is the easiest and five is the most 

difficult, was used for this purpose. For more participants claimed to find it easy to 

remember their credentials on the first week of the study (one credential memorised) 

than on its last one (four credentials memorised). The results of this question are 

presented in Figure 3.2.2. Furthermore, Figure 3.2.3, presents the difficulty that the 

participants faced in remembering the credentials of each of their accounts during 

the last week of the study.  Most of the participants found it easier to remember their 

first registered credential (gardening account) than the one registered last (cleaning 

account). Moreover, 38% of the participants of the PIN groups, 35% of the 

password groups and 27% of the GrIDsure groups, claimed of following a strategy 

in remembering their credentials. Furthermore, participants were questioned about 

the types of problems that they faced when recalling their credentials.  All the 

problems identified are summarised in Table 3.2.3.11. The most widely identified 

problem that participants of all the authentication mechanisms faced in remembering 

their credentials, was to remember which credential was for which account or in 

other words the interference problem. 

Around 19% of the participants of the password group stated that they had 

chosen a password related to the corresponding account name. Also, 8% of the 
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people included in PIN groups stated that they related their PINs initial number to 

the corresponding alphabet letter from which the name of their account started. For 

example, if the PIN was registered for the babysitting account, then it started with 

the digit 2 as the letter b is the 2
nd

 in the alphabet. Another 8% of the PIN groups 

stated of using their real life PINs and a 12% of the participants in the GrIDsure 

groups noted that they chosen patterns which seemed to be ‗easy to remember‘, such 

as the corners of the grid. The qualitative answers from describing these strategies 

are summarised in Table 3.2.12. The rightmost column of the table indicates the 

number of participants who claimed to be using the specific strategy. 

Finally, 78% of the participants of the GrIDsure groups stated their preference in 

using GrIDsure over Passwords and 61% stated their preference in GrIDsure over 

the use of PINs. The post-study questionnaire included also some free-text feedback 

questions addressing the experiment.  Most of the participants found the scenario of 

the study pleasurable however some of them stated that they would prefer a more 

realistic one instead of playing a game. Moreover, 32% of the participants admitted 

that their behaviour was influenced by the different amounts of payments for 

successful and unsuccessful logins. 
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Figure 3.2.2 – Question 2: ‘How difficult was it for you to remember all the 

credentials for each week of the study?’ 

 

 

 

Figure 3.2.3 – Question 3: ‘How difficult was it for you to recall each of your 

credentials during the last week of the study?’ 
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Types of problems in remembering Passwords Percentage 
Number of 

Participants 

Forgetting some of my passwords 38% 10 

Confusing which password is for which account 42% 11 

Blending (mixing 2 or more of my passwords together) 15% 4 

Forgetting some characters from the password 19% 5 

Remembering more characters than those that the 

password actually had 
15% 4 

Forgetting whether certain letters were in capital or 

lower case 
3% 1 

At the later stage, it sometimes took me a few seconds 

(to assure myself that I was recalling the password 

appropriate to the account in question 

3% 1 

Types of problems in remembering PINs Percentage 
Number of 

Participants 

Forgetting some Forgetting all of my PINs 42% 11 

Confusing which PIN is for which account 73% 19 

Blending (mixing 2 or more of my PINs together) 23% 6 

Forgetting some characters from the PIN 12% 3 

Types of problems in remembering GrIDsure 

patterns 
Percentage 

Number of 

Participants 

Forgetting some of my patterns 38% 10 

Forgetting all of my patterns 3% 1 

Confusing which pattern is for which account 73% 19 

Blending (mixing 2 or more of my patterns together) 15% 4 

Forgetting the shape of the pattern 27% 7 

Forgetting the order of squares in the pattern 34% 9 

Forgetting the location of the pattern 30% 8 

 

Table 3.2.11  – Question 5: ‘Did you follow any strategy/strategies to remember you 

credentials? If yes please describe these strategies’ (summarised qualitative 

responses) 
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Strategies in remembering the passwords used in the 

experiment 
Percentage 

Number of 

Participants 

Part of password included a word related the name of the 

account 
19% 5 

Part of password included names of beloved ones  3% 1 

Spell the account name backwards 3% 1 

Write the password down 3% 1 

Strategies in remembering the PINs used in the 

experiment 
Percentage 

Number of 

Participants 

Used an alphabet-number relation for the first letter of the 

name of the account and the first digit of the PIN  
8% 2 

Use real life PINs 8% 2 

Digits in the PIN were related with a mathematical 

equation 
3% 1 

Use birthdays of beloved ones 3% 1 

Use similar PINs 3% 1 

Use portions of phone numbers 3% 1 

Choose PINs that related the name of the account and real 

life experiences 
3% 1 

Strategies in remembering the GrIDsure patterns used 

in the experiment 
Percentage 

Number of 

Participants 

Easy to remember 12% 3 

Write the patterns down 8% 2 

The shape of the pattern included a letter in the name of 

the account 
3% 1 

 

Table 3.2.12 – Question 6: ‘What problems did you experience in remembering 

your credentials during the study?’ (summarised qualitative responses) 
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Chapter 4. General Discussion 

 

This study examined the interference caused by multiple credentials and 

the impact of frequency of use on three authentication mechanisms. It also 

addressed the overall recall performance (operationalised as Login Failure Rate and 

Number of Attempts required) and time to authenticate required by each mechanism. 

Compared to previous studies by Chiasson et al. (2009) and Everitt et al. (2009), this 

experimental design incorporates four advantages.  

Firstly, it collected a larger dataset compared to the studies by Chiasson et 

al. (2009) and Everitt et al. (2009).  This is because it offered around 70% longer 

experimental duration than the Chiasson et al. (2009) study as it collect around 22 

times more data for the frequent and around 10 times more data for the infrequent 

group. In addition, the experimental design included an average of 3.6 logins per 

week, which is larger than the corresponding average of the Everitt et al (2009) 

study (3 logins per week). Considering that an average user types around 8.1 

passwords per day, this experimental design is simulating what happens in reality 

more than other related experiments. Secondly, it allowed participants to register the 

credentials of their four accounts at different times during the experiment, instead of 

requiring them to register all four of them at the beginning of the experiment. Thus, 

this experimental design gave more ecologically valid results compared to the study 

conducted by Everitt et al. (2009). Finally, this experimental design allowed the 

comparison of three different authentication mechanisms, whereas previous studies 
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included only one or two authentication mechanisms and thus the comparisons 

available were more restricted. 

The results regarding the effect of interference, frequency, recall 

performance and time to authenticate were presented in the previous Chapter. This 

Chapter first explores the implications of the study in response to the three main 

goals and in relation to contemporary research. Next, it addresses the applicability of 

the findings of the study by providing examples in which the use of each of the 

mechanisms would be appropriate. This aims to assist organisation managers and 

security consultants seeking to choose authentication mechanisms for their services. 

Lastly, it critically assesses the limitations encountered in the methodology and 

draws recommendations for further research.  

 Goal 1 of the experiment examined the interference effect. The key 

finding of this goal is that PINs were not impacted by interference as the 

performance of the participants was similar when remembering one and when 

remembering four PINs. Moreover, findings regarding this goal showed that the 

interference effect increases as the number of credentials arises, only for the cases of 

Passwords and GrIDsure. This is in line with the fact that participants found it 

harder to recall their credentials during the last week compared to the first week of 

the study (Figure 3.2.2). This finding is also consistent with the results of Chiasson 

et al. (2009) and Everitt et al. (2009), examining the interference of passwords and 

Passfaces respectively. There is no prior research examining the interference of 

PINs and GrIDsure. However, the significant results of the GrIDsure groups, allow 

us to confidently conclude that the use of GrIDsure was influenced by interference.  
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 Goal 2, examined the impact of frequency of use for each 

authentication mechanism. The PINs were the only mechanism which confirmed the 

hypothesis. This is because it recorded lower Failure Rate and Number of Attempts 

when being used on a frequent rather than on an infrequent basis. This finding, 

complies with the memory theory assumption that memorability is directly relevant 

to the frequency of use (Baddeley,1999). Additionally, this finding is consistent with 

findings by Everitt et al (2009) examining the impact of frequency of use on 

Passfaces. Contradictory to the hypothesis are the findings on Failure Rate and 

Number of Attempts for passwords and GrIDsure. In fact, password groups appeared 

to perform better when being used on an infrequent basis (i.e. recalled weekly) and 

there was no difference in the performance of the GrIDsure when being recalled 

frequently and infrequently. This implies that GrIDsure does not seem to be 

dependent on whether it is being used on a weekly or on a more frequent basis. 

Thus, using passwords as a mean of authentication in accounts which are not 

frequently used – e.g. less than two times per week – seems to be better than using 

PINs. Finally, the use of PINs would be better for accounts which are being used on 

a frequent basis and GrIDsure seems to be more appropriate for accounts for which 

frequency of use varies. 

Goal 3 of this thesis addressed overall recall performance and time to 

authenticate. Concerning both factors; the PINs mechanism recorded the best 

performance. More specifically, PINs had the lowest Failure Rate compared to 

passwords and GrIDsure. Thus, participants seemed to have found it easier to recall 

PINs. A possible reason behind this finding is that 28% of the participants in the 



 - 73 - 

PINs groups stated that they followed a strategy to remember their PINs, such as 

using birthday or anniversary dates in their PINs. This percentage is higher than the 

corresponding percentage recorded for the passwords and GrIDsure groups. Thus, 

people who use PINs are more likely to use strategies to assist them in remembering 

their credentials compared to those using passwords or GrIDsure.  Regarding 

authentication time, PIN groups required the least Total Time to login. This is 

because passwords had longer length than PINs and therefore they required more 

time to type. Also, the nature of GrIDsure requires more time for the login page to 

load (around four seconds more) and more time for the users to authenticate as they 

first needed to recall their pattern and then locate and type the corresponding digits 

of the randomly produced grid.  

Some participants admitted of relating their credentials to the name of the 

account. Regarding the choice of characters to be included in a password, around 

23% of the users stated that they chosen passwords that had some sort of relevance 

with the name of account they were creating. Some of them claimed that they 

included the name of the account in their password together with a suffix or a prefix 

that could help to meet the required level of complexity. For example, if the account 

was gardening, then some users mentioned that they used the word ‗gardening‘ or 

‗garden‘ as part of their password and appended a number or punctuation symbol to 

it. Policies similar to those identified for passwords are being also discussed by 

Chiasson et al.(2009). Similarly, 7% of the participants in the PINs groups admitted 

of using birthday dates or dedicating the first number of their PIN to the 

corresponding alphabet letter that was the initial of the account type (e.g. first 
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number of PIN is 7, because it's the gardening account and "g" is the 7
th

 letter in the 

alphabet).  Also, 11% of the participants in the GrIDsure group chosen ‗easy‘ to 

remember patterns such as a straight line of squares or the four corners squares of 

the grid. Following such obvious and common cueing policies for creating 

credentials raise the security risks since information relevant to the name of the 

account may be equally available to the attackers. Additionally, creating 

associations between the account name and the credential may cause additional 

interference problems in cases in which a frequent password reset policy applies. 

However, research by Brostoff et al. (2010) about GrIDsure, indicated that the 

suppliment of instrunctions on creating less predictable GrIDsure patterns can 

influence participants accordingly.  

The results of this study could be generalised such as their applicability in 

real life can be addressed. Organisation managers and security consultants could use 

these results to assist their choice of authentication mechanisms. This is because 

decisions about the appropriateness of an authentication mechanism can be based on 

the conditions under which it will be used. Such conditions may be, whether the 

mechanism will be used on a frequent or infrequent basis, whether similar types of 

accounts will also exist, whether the authentication mechanism will be used in 

public places and whether rapid authentication will be required. 

First of all, the use of PINs would be ideal in cases in which the 

consequences of jeopardising an account are of minor importance. According to the 

results of this experiment PINs were the easiest mechanism to recall compared to 

passwords and GrIDsure. Additionally, it required the least time to authenticate. On 
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the other hand, PINs have lower entropy than passwords and thus the mechanism is 

considered to be more sensitive to attacks. Therefore, the mechanism could be ideal 

for accounts in which the ease of recalling and authentication time is more important 

than security. For example, newspaper or magazine accounts are usually created for 

information consumption purposes (e.g. reading). Hence, they do not involve the 

exchange of any sensitive information rather than just allowing the attacker to 

benefit from reading through another person‘s subscription.  As a result the use of 

PINs in this example would be the most appropriate. 

Additionally, the use of PINs would fit best in cases where interference is 

expected to be stronger and the data protected is not of high importance. The 

interference level is expected to be higher when several accounts that serve similar 

purposes exist such as having multiple emails accounts. Results of the goal 1 this 

study, showed that PINs were not impacted by interference.  Although PINs have 

lower entropy than passwords, there are cases that users prefer to use weak 

credentials to protect unimportant data. For example, users are more likely to 

compromise the strength of the credentials of their email account instead of those of 

their bank account as the consequences from jeopardising the bank account are more 

important. As a result, PINs could replace the use of passwords in cases where the 

interference effect is expected to be high and the data protected are unimportant. An 

example of such a case could be the use of PINs for authentication in email accounts 

which do not involve the exchange of extremely private or confidential information. 

Such accounts, should however be relatively protected against automated guessing, 
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such as massively parallel online attacks –by being used on systems with few users 

and/or with restricted access from the internet. 

The use of GrIDsure would be most appropriate in situations where 

frequency of use may vary or in cases where authentication may occur in public 

places. According to the findings of this study, the recall performance of GrIDsure 

was shown to be independent of the frequency of use. Moreover, GrIDsure security 

attacks require the capture of both the one-time PIN and the grid, whereas static 

text-based credentials require only the input device to be observed (GrIDsureLTD). 

Thus, GrIDsure is more resistant to attacks related to shoulder-surfing compared to 

passwords and PINs. Also, the fact that it requires a simple digit-based keyboard for 

authenticating makes it as practical to use in public places as PINs. Thus, the use of 

GrIDsure would be ideal in situations where the frequent or infrequent access of an 

account is equally possible. Taking the above into consideration, GrIDsure could 

replace the use of PINs in the Chip and PIN transactions. Considering that the 

average cardholder owns 4.7 cards, it is unlikely that all the cards are being used 

more than once a week (TheUKCardsAssociation, 2009). 

The use of passwords would fit better in cases that authentication occurs 

once a week or less. Based on results from this experiment passwords demonstrated 

a better recall performance when being recalled on an infrequent basis. According to 

Figure 3.2.1, there are accounts which are accessed weekly or even less frequently.  

For example, the instant or voice messenger, phone, newspaper or magazine, 

shopping and utility bills accounts. Passwords had a remarkably better performance 

when being used infrequently. The use of passwords is suggested in cases where 
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dangers from shoulder-surfing are low and the use of a traditional full-key keyboard 

is practically feasible. For example, the use of passwords in accessing accounts such 

as utility bills‘ accounts, which are used on a monthly basis, would be ideal. 

Considering that such accounts may hold bank card information, it would be 

sensible to use passwords instead of GrIDsure or PINs due to the higher amount of 

entropy that passwords offer. 

Regarding the methodology, more participants from the passwords (35%) 

and PINs (38%) groups stated that they had a strategy for remembering their 

credentials,   compared to those making the same statement from the GrIDsure 

groups (28%). The web-based nature of the experiment, made it impossible to 

monitor the participants‘ actions when they attempted to complete their tasks. 

Additionally, the process of writing credentials down is much easier for text-based 

credentials compared to GrIDsure. Furthermore, participants were already using 

passwords and PINs outside the constraints of the experiment. Thus, there is a 

chance that some of the participants of the Passwords and PINs groups had assigned 

their real life credentials for the purposes of the experiment. Besides, the use of 

PINs is usually combined with some kind of token-based system, such as a bank 

card. This fact may had eliminated the PIN groups participants‘ security concerns 

and so, there is an even higher probability of them including their real life PINs in 

the experiment. The issue of using real life credentials is rather unlikely for the case 

of GrIDsure as the mechanism is not yet widely used. For the reasons, it is very 

likely that more participants from the passwords and PINs groups followed the 
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strategy of writing their credentials down, compared to those following an 

analogous strategy for GrIDsure.  

People in real life may have on average 25 password protected accounts 

(Florêncio & Herley, 2007). Thus, the average user may have more than four 

distinct credentials and therefore the impact of interference may be higher in a 

widespread range of authentication needs. This experimental design did not address 

such a situation. Furthermore, participants may have had an additional interference 

effect during the experiment caused by the existence of their real life authentication 

credentials. Given the widespread use of these mechanisms, it would be difficult to 

recruit people who did not already use them, and ecologically invalid to do so.  

Also, as participants are expected to have experience with using text-based 

credentials a priori, they are more likely to have already developed effective 

strategies in helping them remember their existing credentials. As prior experience 

with GrIDsure was not possible, participants are unlikely to have developed equally 

effective strategies in remembering GrIDsure. Due to the above reasons, the results 

concluded for GrIDsure are stronger than those concluded for Passwords and PINs.  

Although the analysis of the study had been extremely informative towards 

the research question, further aournalysis using the data derived from this 

experiment could have been conducted. To be able to examine the impact of 

frequency, two distinct frequency groups which were exposed to differing amounts 

of practice were create. As presented in Figure3.2.3, participants found it easier to 

remember the credentials of the gardening account (registered first) rather than those 
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of the cleaning account (registered last). Thus, new research could extend to 

investigate the impact of practice for each authentication mechanism. Further 

research could also examine whether the quality of credentials decreases as people 

are required to create more accounts. In addition, the impact of interference could 

also be investigated by examining what had been typed for each attempt. Due to the 

limited time and space constraints of this study this analysis was not conducted.  

Despite the extensive research behind the experimental design, there are 

parts of it that could be improved. Firstly, richer qualitative data could be derived by 

interviewing participants about their experience. This was omitted from this study 

due to time constraints. Furthermore, according to the post-study questionnaire 

results, 32% of the participants stated that their effort in remembering their 

credentials was influenced by the difference in the payment of successful and 

unsuccessful logins. This may imply that the difference in payment motivated 

participants to write their passwords down or choose weak and easy to remember 

passwords. However, there is a chance that they would not follow similar policies 

for their real life accounts. Therefore, analogous future studies should consider 

providing equal payment to participants, regardless of their performance. It would 

be interesting to examine in more depth the type of policies that users follow when 

choosing their GrIDsure patterns.  

Future studies could also consider the automatic creation of parts of or 

whole credentials that would replace the self-creation of credentials by the 

participants. This could prevent participants from using their real-life passwords or 

choosing weak credentials. Thus, it could provide a more accurate image regarding 
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the recall performance of authentication mechanisms. Future experimental designs 

could last for longer and thus be able to examine the impact of frequency when 

credentials are recalled on a monthly basis or longer. Finally, larger numbers of 

participants could provide more significant results. 
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Chapter 5. Conclusion 

 

In summary, three authentication mechanisms were examined; Passwords, 

PINs and GrIDsure. The novelty of this experimental design allows the comparison 

of the three mechanisms. The study met the three goals identified at the introduction 

of this thesis as it successfully investigated the interference effect, the impact of 

frequency, the recall performance and time to authenticate for each of the 

authentication mechanisms. The results had shown that PINs, in contrast to 

Passwords and GrIDsure, are not impacted by interference. On the other hand, 

Passwords seem to have better performance when being used on an infrequent basis 

and PINs when being used on frequent basis. However, GrIDsure appears to be 

independent to the frequency of use. This result provides an additional advantage for 

the newly implemented mechanism.  Finally, PINs seems to incorporate the best 

recall performance and require the least time to authenticate, compared to the other 

two mechanisms examined.   

The applicability of these results had been discussed and cases at which 

each of the mechanisms would fit appropriately were identified. As underlined in 

Chapter 2 of this study, users tend to follow unsecure policies in order to cope with 

their large amount of credentials and the high memory demands that they imply. For 

the moment, the amount of credentials that a user has to memorise is unlikely to be 

reduced. However, the innovation of this study allows organisations to assist their 

choice of authentication mechanism from an HCI perspective. As a result, security 
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consultants can decide upon the appropriateness of each authentication mechanisms 

by considering the circumstances under which it will be used. Choosing the 

authentication mechanism that is proved to be the most appropriate for each case 

reduces the memorability demands for its users. This will simultaneously reduce the 

need for following unsecure policies. 

Finally, this study implies a new basis on which future research on 

authentication mechanisms should be examined. In the future, experiments should 

aim to derive comparable results for the usability of additional authentication 

mechanisms and address them in consideration with factor such as the use of 

multiple credentials and the frequency on which they are being used. 
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APPENDIX 

 
Figure 3.1.1 1 

 
Figure 3.1.2  
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Scenario of the study -Example given to participants assigned to Password groups 

 

BARTERWORLD GAME 

Barter is to trade by exchanging one commodity for  another, without the use of money. 

Here, in the Barter World, you will have to complete services for the community and 
gain some working hours which you can then exchange with Amazon coupons!  

The services for the community are: 

 gardening 

 babysitting 

 cleaning 

 teaching 

You will have different accounts for each of these services and will register a 
password/PIN for each one, using your real world email address as the user id.  

 When the community’s manager thinks you have completed a service she will send 
you a confirmation email.  

The email will include a link and a claim code for you to claim your working hours.  

To be able to claim your working hours, you need to login on the same day that the 
email invitation is sent. 

If you don’t remember your password/PIN or you input it incorrectly for more than 3 
attempts, then you will receive an emailed password/PIN reminder. 

This email will contain a link to a preview of your password/PIN. 

The exchange rate from hours to Amazon coupons will be decided at the end of game.  
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GrIDsure Instrunctions

 With GrIDsure, you have to remember a pattern instead of a PIN number or a complicated password.  

 You have to pick a four/five/six square pattern from a 5x5 grid and remember the arrangement and 
sequence of the squares.  

 The pattern can be any shape that you find easy to remember and of difficult to guess.  

 An example GrIDsure pattern is illustrated below. The example pattern is a ‘tick’ shape: 

  

Image1: Example of a GrIDsure pattern 

1. How to Choose a GrIDsure Personal Identification Pattern: 

When you choose a GrIDsure pattern you will see the screen below:  

  

Image2: GrIDsure registration page 

2.How to Login using your GrIDsure Pattern: 

A grid with random numbers in each square will be displayed every time you log in to Barter World, like the 
grid below: 

 
 Image 3: GrIDsure login page 

a. Choose a pattern 
(arrangement and 
sequence) of squares e.g. 
GLQR (which makes an L 
shaped pattern) 

b. Type the corresponding 
sequence of letters in ‘Enter 
Pattern Code’ box e.g 
GLQR. 

c. Click the ‘OK’ button. 

 

a. Type the numbers that are inside 
the squares of your GrIDsure 
pattern into the ‘Enter Passcode’ 
box.   For example if you had 
registered the L shaped pattern 
GLQR for the Grid in Image 2, 
then you would type 5690 for the 
GrID in Image 3. 

b. Click the ‘Login’ button 
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Pre-study questionnaire(page1) 

UserID:  

1.Gender:  Male Female 

2.Age:  18-25 26-35 36-45 46-55 55+ 

3.Educational level: Secondary School     College     Bachelors Degree    

Masters Degree    PhD   

4.What kinds of password protected accounts do you have? (Choose Yes if you 

have such account, No if you don't have such an account and Uncertain otherwise) 

  Yes Uncertain No 

Work/University    

Email    

Bank    

Instant/Voice Messenger    

Shopping account     

Utility bill's accounts    

Social Networks    

Newspapers/Magazines    

Others    
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Pre-study questionnaire(page2) 

5.A PIN is a short number like the one you use to withdraw money at 

cashmachines. For what kind of accounts do you use a PIN to login? (Choose Yes for 

accounts that you use a PIN to login, No for accounts that you don't use a PIN to login 

and Uncertain otherwise) 

  Yes Uncertain No 

Work/University    

Email    

Bank    

Instant/Voice Messenger    

Shopping account    

Utility bills’ accounts    

Social Networks    

Newspapers/Magazines    

Others    

 

5. Do you have any passwords that you use on more than one account?  

Yes  

No  

6. If yes, can you please name the accounts that share the same password? 
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Pre-study questionnaire(page3) 

7.How often do you login on the following kinds of accounts? 

 

  

W
o
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ty
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ty

 b
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S
o
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a
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N
et

w
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rk
s 

N
ew

sp
a

p
er

s/
M

a
g
a
zi

n
es

 

P
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O
th
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Daily           

Weekly           

Fortnighty           

Monthly           

Yearly           

I don't use 

this kind of 

account 
          

 

8. Do your passwords correspond to dictionary words or birthday dates?  
 

Yes  

No  

 

9.If yes, please explain 
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Image 3.1. 1 - Step 2: Identification of the user via the use of the email address 

 

 
Image 3.1.2- Step 3: Registration of the password for the Gardening Account 
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Image 3.1.3 - Step 4: Gardening Account login page 

 

 

Image 3.1.4  -  Step 5: Submit claim code page 
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Image 3.1.5 - Step 6: Homepage for the user: ariana.polyviou@gmail.com, including working 

 hours report 

 

Reminding Email 

Dear Sir/Madam, 

You have received the email listed below last night. Our records indicate that you have not 
completed your task yet.  

We are sending to remind you that you need to complete your task by midnight tonight and kindly 
request you to please do so. 

If you are having any difficulties to login please email the administrator 
at bartering.login@gmail.com 

If you have completed your task in the last half hour please ignore this email. 

Failing to complete it will make you unable to claim your payment for this particular login. 

 

Thank you 

The Barterworld team 

 

 

Thank 

 

 

mailto:bartering.login@gmail.com
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Post-study questionnaire – GrIDsure groups (page1) 

 

1.UserID: 

2. How difficult was it for you to remember all the GrIDsure patterns for 

each of week of the study? 
(Scale 1-5, where 1=easiest and 5=hardest) 

 

 1 2 3 4 5 

Week1      

Week2      

Week3      

Week4      

Week5      

3.How difficult was it for you to recall each of the GrIDsure patterns during 

the last week of the study? 
(Scale 1-5, where 1=easiest and 5=hardest) 

 

 1 2 3 4 5 

Gardening 

Account  

     

Teaching 

Account 

     

Babysitting 

Account 

     

Cleaning 

Account 
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Post-study questionnaire – GrIDsure groups (page2) 

4.Did you follow any strategy (or strategies) to remember your patterns during 

the study? (e.g. write your patterns down etc) 

 

 

Yes  

No  

5.If yes, please describe the strategy/strategies that you used. 

6. Did you experience any of the following problems in remembering your 

patterns during the study? 

 

 Yes No 

Forgetting some of my patterns   

Forgetting all of my patterns   

Confusing which pattern is for which 

account 

  

Blending (mixing 2 or more of my patterns 

together) 

  

Forgetting the shape of the pattern   

Forgetting the order of the squares in the 

pattern 

  

Forgetting the location of the pattern   

7.Did you experience any other problems in remembering your patterns during 

the study? 
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Post-study questionnaire – GrIDsure groups (page3) 

8. Do you find it easier to remember GrIDsure patterns or Passwords? 

 

Yes  

No  

9. Do you find it easier to remember GrIDsure patterns or PINs? 

 

Yes  

No  

10. Did you find the Barterworld scenario plausible? Do you have any 

comments on it? 

 

11. Did the payment difference for successful and unsuccessful logins, 

influenced your effort in remembering your passwords? 

 

12. If this experiment would be repeated, is there anything you would suggest 

of changing? 

 


